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Notes to Readers:

The follow ing document  is  a draf t  document  under  review by the Technical Panel of  the Nebraska
Informat ion Technology Commission (NITC) .  This document  is  posted at  ht tp: / /nit c.ne.gov
/standards/comment / .

1.

I f  you have comments on this document ,  you can submit  them by email to
r ick.becker@nebraska.gov,  or  call 402-471-7984 for  more informat ion on submit t ing comments.

2.

The comment  per iod for  this document  ends on September  9,  2010.3.
The Technical Panel w ill  consider  this document  and any comments received at  a public meet ing
follow ing the comment  per iod,  cur rent ly scheduled for  September  14,  2010.  Informat ion about  this
meet ing w il l be posted on the NITC website at  ht tp: / /nit c.ne.gov/ .

4.

 

 

State of  Nebraska
Nebraska Informat ion Technology Commission

Standards and Guidelines

NIT C 4-205 (Draf t )

Tit le Social Media Guidelines

Category E-Government  Architecture

Applicabili t y Applies to all s tate government  agencies,  excluding
higher  educat ion

1.  Purpose

The purpose of  this document  is  to provide guidelines for  the use of  social media by state government
agencies.  Agencies may ut i l ize these guidelines as a component  of  agency policy development  for
sanct ioned par t ic ipat ion using Social Media services,  or  s imply as guidelines.  State employees or
cont ractors creat ing or  cont r ibut ing to blogs,  microblogs,  w ik is,  social networks,  or  any other  k ind of
social media both on and of f  the Nebraska.gov domain need to be made aware of  these guidelines or
the guidelines of  their  agency.  The State expects all who par t ic ipate in social media on behalf  of  the
State,  to understand and to follow  the appropr iate guidelines.  These guidelines w ill  evolve as new
technologies and social networking tools emerge.

The decis ion to ut i l ize social media technology is a business decis ion,  not  a technology-based decis ion.
I t  must  be made at  the appropr iate level for  each depar tment  or  agency,  consider ing it s  mission,
object ives,  capabili t ies,  and potent ial benef it s.

Since these technologies are tools created by third par t ies,  these guidelines are separate f rom state
polic ies regarding pr ivacy and cookies.  Agencies may choose to author  disclaimers to remind users
that ,  at  their  own r isk,  they are leaving an of f ic ial state website for  one which is not  hosted,  created,



or  maintained by the State of  Nebraska,  and that  pr ivacy cont rols and the use of  cookies becomes the
jur isdict ion of  that  third-par ty ut il it y .

2.  Guidelines

2.1 These guidelines apply to all Social Media and Web tools.  See def init ions below.

2.2 The decis ion to ut il ize Social Media and Web tools is  an organizat ional decis ion,  not  a
technology-based decis ion.  I t  must  be made at  the appropr iate level for  each depar tment  or
agency,  consider ing it s  mission,  object ives,  capabili t ies,  and potent ial benef it s.

2.3 All s tate agencies w ill  email the webmaster  of  the State of  Nebraska website to have
their  Social Media pages init ia lly  l inked or  updated on the state website.  Webmaster  contact
is located on the state website.

2.4 Branding of  the Social Media pages

2.4.1 All Social Media pages w ill  be branded w ith the words “O f f ic ial Nebraska
Government  Page”  either  in the bio or  prof i le/ informat ion sect ion.

2.4.2 List  your  of f ic ial agency name and provide a link back to your  agency
website.

2.5 Retent ion Policy (Schedule 124 -State Agencies General Records:
ht tp: / /www.sos.ne.gov/ records-management / retent ion_schedules.html)

2.6 I t  is  the agencies responsibil it y  to assure that  more than one staf f  member  can access
the agency logon,  and edit  the website/social media.  This is  a backup in case of  staf f
turnover .  For  example:  An agency may set  up one nebraska.gov email account  through the
OCIO and have several email address aliases created.  This w il l accommodate the
requirement  of  unique email addresses on your  Social Media accounts,  yet  keep all of  the
emails f rom all of  the accounts going into one email inbox.

2.7 I f  t he Social Media page is intended for  pushing informat ion only,  indicate the proper
channel for  contact ing the agency.

2.8 Below are some recommended key points to address in a Social Media webpage
disclaimer /disclosure not ice.  Each agency may create their  own or  Link to this Guideline
f rom their  Social Media web page:

General statement  of  the intent /purpose of  agency Social Media tool.

Example:  The Library Commission uses Social Media as an out let  to show the Library
communit y how they can interact  w ith their  public.

Not ice to users of  the follow ing:
1.  Communicat ion of  a personal or  pr ivate nature in relat ion to agency business,  as
well as of f ic ial state business interact ions,  should cont inue to be made via the
t radit ional agency of f ices and communicat ions channels and not  via the public comment
areas of  the Social Media tool.
2.  The agency is not  responsible for  any webpage author ’s personal content  outs ide
the work place.
3.  The agency is not  responsible for  any 3rd par ty content  of  any k ind.
4.  All interact ive communicat ions made on this Social Media tool are subject  to the
state public records disclosure requirements (ht tp: / /www.nebraska.gov
/pr ivacypol.html) .
5.  Mater ial deemed inappropr iate w ill  be monitored and possibly removed by the
agency.  Inappropr iate content  w ill  be maintained in accordance w ith records retent ion
polic ies.

2.9 Best  Pract ices.  Suggest ions on how best  to use and maintain social networking at  work:

2.9.1 Ensure that  your  agency sanct ions of f ic ial par t ic ipat ion and representat ion
on Social Media s ites.  St ick to your  area of  exper t ise and provide unique,



individual perspect ives on what  is  going on at  the State and in other  larger
contexts.  All s tatements must  be t rue and not  mis leading,  and all c laims must  be
substant iated and approved.

2.9.2 Post  meaningful,  respect ful comments,  no spam,  and no remarks that  are
of f - topic or  of fensive.  When disagreeing w ith others '  opinions,  keep it
appropr iate and polite.

2.9.3 Pause and think before post ing.  Reply to comments in a t imely manner
when a response is appropr iate unless you have posted a disclaimer  that  this is
not  of f ic ial two-way communicat ion.

2.9.4 Be smar t  about  protect ing yourself ,  your  pr ivacy,  your  agency,  and any
rest r ic ted,  conf ident ial,  or  sensit ive informat ion.  What  is  published is w idely
accessible,  not  easily  ret ractable,  and w il l be around for  a long t ime (even if  you
remove it ) ,  so consider  the content  carefully .  Respect  propr ietary informat ion,
content ,  and conf ident ialit y .

2.9.5 I f  you are under  a gener ic name (see above)  consider  using some form of
tagging so staf f  and users can f ind out  who this is .

2.9.6 Email or  login names should lead the user  back to a “state id” ,  such as an
of f ic ial state email address or  making a user  name that  indicates you are a state
employee.

3.  Def init ions

3.1 Social Media and Web tools

Social Media and Web tools are umbrella terms that  encompass var ious online act ivit ies that
integrate the use of  hardware/sof tware to facili tate social interact ion and collaborat ive
content  creat ion.  Social Media author ing uses many forms of  technology applicat ions such
as Tw it ter ,  Facebook,  YouTube,  Flickr ,  blogs,  w ik is,  photo and video shar ing,  podcasts,
social networking,  and mult iuser  vir tual environments.

4.  Related Documents

4.1 Acceptable Use Policy.  (NITC 7-101 ht tp: / /nit c.ne.gov/standards/7-101.html)

4.2 Records Retent ion Schedule 124 -  State Agencies General Records.
(ht tp: / /www.sos.ne.gov/ records-management / retent ion_schedules.html)

4.3 Personnel Rules.  Classif ied System Personnel Rules and Regulat ions ,  Chapter  14,
Sect ion 003.15 (ht tp: / /www.das.state.ne.us/personnel/c lassncomp/classif iedrules.htm) .
NAPE/AFSCME Labor  Cont ract ,  Sect ion 10.2 (ht tp: / /www.das.state.ne.us/emprel
/publicat ions.htm)
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P D F  FORMA T: ( to  be  added)
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