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1. Purpose

Passwords are a pr imary means to control  access to appl icat ions.  The purpose of  this
standard is to require al l  users to create,  use,  and manage passwords to protect against
unauthor ized discovery or usage.

2. Standard

For Publ ic  Appl ications,  the fo l lowing standards requi re a minimum level of  password
complexi ty and define the appl icat ion’s  handl ing of  inval id login attempts,  password reset  and
not i f icat ion requi rements.

2.1 Access Requirements

One of  the fo l lowing methods of  access wi l l  be uti l ized:

2.1.1 Password Access

The fo l lowing are the minimum publ ic password construct ion
requi rements:

Must contain at least  e ight  (8)  characters
Must contain at least  three (3) of  the fo l lowing four (4)
requi rements:

At  least  one (1) uppercase character
At least  one (1) lowercase character
At least  one (1) numer ic  character
At least  one (1) symbol

2.1.2 PIN Access

The fo l lowing are the minimum PIN access requi rements:

Must contain at least  4 d ig i ts/characters.
PIN must be pre-generated and given to user through a
separate process such as email .

2.2 Password Expirat ion

Passwords wi l l  expi re at  least every 14 months.  The user  cannot re-use
any of  the last three (3)  passwords used. Passwords wi l l  have a
minimum t ime between user  in i t iated resets of  one (1) day.



2.3 Account Lock-out

The fo l lowing are the minimum lock-out  required procedures:

Accounts not  used wi th in 14 months wi l l  be marked as inact ive.
Accounts not  used wi th in 24 months must be removed from the
system.
Three (3) consecut ive fa i lures to enter a correct  password wi l l
lock-out  the account for a minimum of 3 minutes.
I f  the user prov ided an email  address whi le set t ing up the account,
they must be not i f ied by emai l  when the account has been
locked-out.

2.4 Account Re-activation

One of  the fo l lowing methods must be uti l ized when re-act ivat ing a
user ’s account:

Must successful ly answer 2 of the 3 securi ty  quest ions presented.
Ident i ty  must be ver i f ied by a successful  response to an emai l
val idat ion request.

2.5 Data Security Requirements

Access to information must comply wi th a l l  local ,  s tate and federal
safeguard requi rements.  Access to informat ion must comply wi th any
Agency speci f ic  informat ion pol icy.  Al l  data must be c lassi f ied using the
class if icat ion safeguard requirements.

 

[NITC 1-101: Definit ions]

Add the fol lowing new def in i t ions to NITC 1-101: Def in i t ions.

Personal Ident i f icat ion Number (PIN) : The mul t ip le d ig i t  access code general ly
used in securing systems having only  numeric  entry  abi l i ty.  Can also used as form
of informat ion ut i l ized for ident i fy ing account access.

Publ ic  Appl icat ion:  Software that  is pr imar i ly ut i l ized by c i t izens and State business
par tners.
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