MEETING AGENDA

Technical Panel
of the
Nebraska Information Technology Commission

Tuesday, September 13, 2011
9:00 a.m.
Varner Hall - Board Room
3835 Holdrege St., Lincoln, Nebraska

AGENDA

Meeting Documents: Click the links in the agenda
or click here for all documents (55 pages).

1. Roll Call, Meeting Notice & Open Meetings Act Information
2. Public Comment

3. Approval of Minutes* - August 9, 2011

4. Enterprise Projects
e Project Status Dashboard - Skip Philson
5. Standards and Guidelines

e Set for 30-Day Comment Period*
o NITC 5-102: Microsoft Enterprise Agreement — Home Use Program Policy

6. Statewide Technology Plan - Action Items Update (2010 Action Items)

7. Regular Informational Items and Work Group Updates (as needed)

Accessibility of Information Technology Work Group - Christy Horn
Learning Management System Standards Work Group - Kirk Langer
Security Architecture Work Group - Brad Weakly

Intergovernmental Data Communications Work Group - Tim Cao

8. Other Business
9. Adjourn

* Denotes Action Item

(The Technical Panel will attempt to adhere to the sequence of the published agenda, but reserves the right to adjust
the order of items if necessary and may elect to take action on any of the items listed.)

NITC and Technical Panel websites: http://nitc.ne.gov/
Meeting notice was posted to the NITC website and Nebraska Public Meeting Calendar on
August 9, 2011. The agenda was posted to the NITC website on September 12, 2011.




TECHNICAL PANEL
of the
Nebraska Information Technology Commission
Tuesday, August 9, 2011, 9:00 a.m.
Varner Hall - Board Room
3835 Holdrege St., Lincoln, Nebraska
DRAFT MINUTES

MEMBERS PRESENT:

Walter Weir, CIO, University of Nebraska, Chair
Brenda Decker, CIO, State of Nebraska

Christy Horn, University of Nebraska

Kirk Langer, Lincoln Public Schools

Bob Huber, NET

MEMBERS ABSENT: None

ROLL CALL, MEETING NOTICE & OPEN MEETINGS ACT INFORMATION

Mr. Weir called the meeting to order at 9:08 a.m. There were four members present at the time of roll call.
A quorum existed to conduct official business. Meeting notice was posted to the NITC website and
Nebraska Public Meeting Calendar on July 1, 2011. The agenda was posted to the NITC website on
August 5, 2011. A copy of the Open Meetings Act was posted on the South wall of the meeting room.
PUBLIC COMMENT

There was no public comment.

APPROVAL OF JUNE 14, 2011 MINUTES

Ms. Decker moved approval of the June 14, 2011 minutes as presented. Mr. Langer seconded. Roll

call vote: Decker-Yes, Langer-Yes, Weir-Yes, and Huber-Abstain. Results: Yes-3, No-0, Abstained-
1. Motion carried.

ENTERPRISE PROJECTS

Project Updates - Nebraska State Accountability (NeSA- Reading, Math, and Science)
John Moon

Mr. Moon provided an update on the status of the project.
Ms. Horn arrived at the meeting.

Members discussed the following issues:

o There were some technical issues related to local caching servers. The vendor corrected the
problem.

e Multiple accessibility issues were discussed.

e The ability to use mobile devices, such as tablets, would help with resource allocation issues. The
vendor was asked about this and software limitations currently prevent the use of these types of
devices.

Composing and writing issues relating to limited keyboarding skills for 4" graders.
Reporting timeframes.


http://nitc.ne.gov/tp/meetings/documents/20110809/tp_minutes20110614.pdf

Project Status Dashboard
Skip Philson

Mr. Philson raised the question of the frequency with which enterprise projects are required to submit
reports. Currently projects are being asked to submit monthly status updates. Some projects are at a
stage with low activity so it may not make sense to require monthly reporting. Members noted that the
standards give the Panel the authority to determine reporting frequency. By consensus, the Panel agreed
that the OCIO PMO should determine the appropriate timeframe for each project. Changes should be
noted on the Dashboard report.

STANDARDS AND GUIDELINES

Approval of Revised Project Status Form (Attachment A to NITC 1-203)*

Mr. Philson described the proposed changes to the project reporting form. Changes are intended to
simplify the form, yet capture the relevant status information. It was noted that the form should continue to
collect information on who made major decisions on the project.

Ms. Decker moved to approve the revised Project Status Form. Mr. Langer seconded. Roll call
vote: Weir-Yes, Langer- Yes, Horn-Yes, Decker-Yes, and Huber-Abstain. Results: Yes-4, No-0,
Abstain-1. Motion carried.

REVISED TECHNICAL PANEL CHARTER

Mr. Becker described the changes made in the revised charter.

Ms. Horn moved to approve the revised Charter. Mr. Langer seconded. Roll call vote: Weir-Yes,
Langer- Yes, Horn-Yes, Decker-Yes, and Huber-Abstain. Results: Yes-4, No-0, Abstain-1. Motion
carried.

ESTABLISH WORK GROUP FOR INTERGOVERNMENTAL DATA COMMUNICATIONS

At the last NITC meeting, the Commission tasked the Technical Panel with establishing a work group for
Intergovernmental Data Communications. There is currently a group which has regular meetings for this
purpose. That group is facilitated by Tim Cao in the Office of the CIO. That group could be formally
recognized as a work group of the Technical Panel. Regular updated would be provided to the Panel.

Ms. Decker moved to establish the Intergovernmental Data Communications Work Group of the
Technical Panel to be coordinated by the OCIO. Ms. Horn seconded. Roll call vote: Weir-Yes,
Langer- Yes, Horn-Yes, Decker-Yes, and Huber-Abstain. Results: Yes-4, No-0, Abstain-1. Motion
carried.

REGULAR INFORMATIONAL ITEMS AND WORK GROUP UPDATES (as needed)

Accessibility of Information Technology Work Group, Christy Horn. No report.

Learning Management System Standards Work Group, Kirk Langer. Members discussed issues relating
to content management standards; funding; identity management; differences between K-12 and higher

education assessment needs; and architecture needs to be considered.

Security Architecture Work Group, Brad Weakly. Mr. Weakly was not available to report.

OTHER BUSINESS

Members discussed issues related to disaster recovery and business continuity. The NITC is updating the
Statewide Technology Plan and this issue should be addressed in greater detail in the plan.

2.


http://nitc.ne.gov/tp/meetings/documents/20110809/NITC%20Dashboard%20August%202011.pdf
http://nitc.ne.gov/tp/meetings/documents/20110809/NITC%20Project%20Status%20Form%20version%202.0.pdf
http://nitc.ne.gov/tp/meetings/documents/20110809/tpcharter_20110726_DRAFT.pdf

ADJOURNMENT
Ms. Decker moved to adjourn. Mr. Langer seconded. All were in favor. Motion carried.

The meeting was adjourned at 10:25 a.m.



Nebraska Information Technology Commission
Enterprise Project Status Dashboard - As of September, 2011

Project: | Access Nebraska (Q) \ Contact: Karen Heng
Start Date 09/16/2008 | Orig. Completion Date | 06/30/2012 Revised Completion Date n/a

September August July June May April

Overall Status
Schedule
Budget

Scope

Comments:

Now reporting quarterly. No update for September.

August update:

ACCESSNebraska completed transition into Universal Case Management of the staff and cases located in Northern and
Eastern Service Areas. 75% of the cases have now moved to Universal Case Management. The Fremont and Lincoln
Customer Service Centers are fully operational. We are in the process of hiring approximately 30 positions for the Fremont
location. Case Management training takes approximately 2-3 months to complete. We are also currently training 2 units
(20 staff) at the Scottsbluff location to begin taking telephone calls on September 7. It is hoped this will address some of
the long wait time issues that have occurred.

Construction of the Lexington site continues as planned.
We had planned to add Submit Documents to the ACCESSNebraska Web Site in July. We had some issues in the testing

of different document formats. We are having issues with pdf documents. We will begin this service in September and we
will accept documents in .tiff and .jpg formats.

Overall Status
Schedule
Budget

Scope

Comments

Now reporting quarterly. No update for September.

ADA Compliance updates are only outstanding items.
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Nebraska Information Technology Commission
Enterprise Project Status Dashboard - As of September, 2011

Project: | Talent Management System \ Contact: Dovi Mueller
Start Date 6/1/2009 Orig. Completion Date 7/1/2012 Revised Completion Date n/a

September August July June May April

Overall Status
Schedule
Budget

Scope

Comments

Learning Development & Performance (Cornerstone OnDemand)
e Instructor led training (ILT) is being conducted on a regular basis for agencies utilizing the Learning Management
component.

Benefits / Human Capital Management (Workday)

e Conducted two presentations (State Auditor’'s Office and oCIO) in the last month regarding the Talent
Management functionality including the benefits open enrollment piece. The oCIO presentation was more focused
on cloud security and Workday.

o Workday will be onsite for a final review of any outstanding issues 9/12 — 9/14, 2011.

e  Report Writer training has been approved and will be scheduled by October 14, 2011.

e Integration workbook for HCM has been completed and is being reviewed by Workday integrations staff.

Project: | Procurement System Contact: Dovi Mueller
Start Date 6/1/2009 Orig. Completion Date 7/1/2012 Revised Completion Date n/a

September August July June May April

Overall Status
Schedule
Budget

Scope

Comments

eProcurement (Workday)
e Integrations consultant has been assigned from the vendor side and meetings will begin the week of
September 12, 2011.
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Nebraska Information Technology Commission
Enterprise Project Status Dashboard - As of September, 2011

Project:
Start Date

05/01/2006

September August

Overall Status
Schedule
Budget

Scope

Comments

Orig. Completion Date

Network Nebraska Education

July

06/30/2012

‘ Contact:

June

Tom Rolfes

Revised Completion Date

The Summer 2011 (Phase V) membership additions included 22 new members, 4 colleges and 18 schools/ESUs from the

southeast Nebraska area. The College Park emergency power generator was due to be installed by the end of August

2011. Fall 2011 RFP planning has begun.

Project Issues (For example, if a Milestone shown above late, what is the planned recovery?)

Impact on | Date Issue
Description Project - | Resolution Resolution Date Resolved

(H,M,L) is Needed Assigned to
Testing and acceptance of Network Nebraska M July 1, 2011 Ben Mientka,
backbone circuits needs to take place as soon as Heath 7/1/2011
possible after installation (e.g. Qwest Q-MOE at Hollenbeck
Nebraska Hall, 8/25/2010)
The Network Nebraska—Education Helpdesk (1- M July 2011 Brenda TBD
888-NET-NEBR) is being under-utilized and trouble Decker/Walter
tickets are not being originated to track and resolve Weir
problems and service interruptions.
The Emergency Power generator at Grand Island M August 12, Rick Golden TBD
College Park must be upgraded 2011
Additional space for co-location of future equipment L July 2012 Rick Golden TBD
and racks must be made available at PKI or
adjacent facilities.
Project Risks

High Mitigation
Major Risk Events Medium | Risk Mitigation Responsible
Low Party

The Fall 2011 RFP procurement will be the largest on M Staff will begin meeting with | Heath
record for Network Nebraska and has a yet-to-be- the Network Design/Support | Hollenbeck,
announced, immovable deadline of mid-February for team by 9/13/2011 Tom Rolfes
Network Nebraska members’ E-rate filings.
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Nebraska Information Technology Commission
Enterprise Project Status Dashboard - As of September, 2011

Project: | Public Safety Wireless (Q) \ Contact: Mike Jeffres
September August

Overall Status
Schedule
Budget

Scope

Comments

Now reporting quarterly. No change since last month.

August update:
System acceptance is pending coverage testing, which is on temporary hold.

Project Issues (For example, if a Milestone shown above late, what is the planned recovery?)

Impact on | Date Issue

Description Project - | Resolution Resolution Date Resolved
(H,M,L) is Needed Assigned to

Coverage testing on hold — pending ongoing L Sept 2011 Motorola

investigation of noise issue related to antenna used
at towers, system remains in operation.

Project: | Fusion Center

Start Date 04/13/2010 Orig. Completion Date

06/11/2011 Revised Completion Date 12/15/2011

September August July June April

Overall Status
Schedule
Budget

Scope

Comments

System training began on September 6, 2011 and will continue until mid-November. During that time the team will continue
to bring additional data sources online and work through minor punch list items.

Significant Accomplishments during Reporting Period

e OPD RMS/CAD data integrations sign off
e  Continuous testing on NSP Old RMS

e  Penlink provided sample records and have received the initial approval from NIAC to load actual data into Training
environment for further testing

e PCH front end design work has been completed

e Continuous testing NCJIS Citation and Jail data from NCJIS Test and Production environment both
e RISS has approved NIAC’s 28 CFR part 23 policy

e  Meeting scheduled for Gang and Cl Modules

Issue
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Nebraska Information Technology Commission
Enterprise Project Status Dashboard - As of September, 2011

In the project issue area, we address a system stability issue that relates to the current server configuration. This is an
issue that causes the server to re-boot due to a very low level error. The error itself has not yet been identified, but the
teams will be updating the operating system patches to be consistent with a stable server within a stable server.

Project: | Online Assessment \ Contact: John Moon
Start Date 07/01/2010 Orig. Completion Date  06/30/2011 Revised Completion Date 06/30/2012

September August July

Overall Status
Schedule
Budget

Scope

Comments

No report for September.

Project: | Interoperability Project \ Contact: Rod Hutt
Start Date 10/01/2010 Orig. Completion Date  06/01/2013 Revised Completion Date n/a

ber August July June

Overall Status
Schedule
Budget

Scope

Comments

The project is gaining momentum. The “Pilot Region” (Panhandle & North Central Regions) equipment has been ordered
and is arriving. Actual construction will take place on September 1, with completion and system testing and signoff taking
place in October. In the Southwest region, all path studies, tower mapping, structural analyses and grounding tests have
been completed and equipment will be ordered in October. Completion and signoff of the Pilot Region is a prerequisite for
starting construction in the rest of the regions. In the South Central and Southeast regions, all path studies, tower mapping,
structural analyses and grounding tests have been completed. Equipment will be ordered for South Central in December.

In the remaining regions (East Central, Northeast and Tri-County) much of the pre-construction work has been
accomplished.

Project is moving forward nicely with lessons learned in the Pilot Region making it easier to perform tasks.

Will upcoming target dates be missed? Possibly. Based on the uncertainty of the infrastructure needed for the project and
the time involved in obtaining the environmental approvals to proceed with the project, any target dates are fluid.
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Nebraska Information Technology Commission
Enterprise Project Status Dashboard - As of September, 2011

Project: | MMIS ‘ Contact:
Start Date n/a

Orig. Completion Date

September

Overall Status
Schedule
Budget

Scope

Comments

Project On Hold until renewed

Start Date 10/15/2010 Orig. Completion Date  05/31/2011 Revised Completion Date 09/30/2011
May

September August July June April

Overall Status
Schedule
Budget

Scope

Comments

Project remains at 98% complete.

No change on the ECM...still is waiting for the fix from Hyland this week or next... We are scheduled to implement the fix
into production the weekend of September 17" if we get the fix this week or next.

Color Legend

Red Project has significant risk to baseline cost, schedule, or project deliverables.
Current status requires immediate escalation and management involvement.
Probable that item will NOT meet dates with acceptable quality without changes to schedule, resources,
and/or scope.

Yellow Project has a current or potential risk to baseline cost, schedule, or project deliverables.
Project Manager will manage risks based on risk mitigation planning.
Good probability item will meet dates and acceptable quality. Schedule, resource, or scope changes may
be needed.

Green Project has no significant risk to baseline cost, schedule, or project deliverables.
Strong probability project will meet dates and acceptable quality.

Gray No report for the reporting period or the project has not yet been activated.
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NITC 5-102

State of Nebraska
Nebraska Information Technology Commission
Standards and Guidelines

NITC 5-102 (Draft)

Microsoft Enterprise Agreement — Home Use

Title Program Policy

Category Groupware Architecture

Applies to all state government agencies
Applicability participating in the Statewide Microsoft Enterprise
Agreement

1. Purpose

The purpose of the Home Use Program is to encourage consistency in the office productivity
software that employees use at home and at work. Skills learned at home will translate better to
the workplace, which leads to higher productivity at work. The Home Use Program is not intended
to require or encourage telework or taking work home.

1.1 Background

One benefit of software assurance for Microsoft Office that is included under the
statewide Microsoft Enterprise Agreement is the Home Use Program. The Home Use
Program allows a qualified employee to pay a nominal fee to Microsoft to download
and install the most recent version of Office Professional Plus on one home computer
and use another copy on a personally owned portable device.

Some of the key provisions of the program include the following:

(Based on information from Microsoft documentation. "Customer" means the
State of Nebraska.)

e Under the Home Use Program, customers’ employees, who are users of the
licensed qualifying applications, may acquire a single license for the
corresponding Home Use Program software, to be installed on one home
computer. The license terms for that software permit the primary user of the
home computer to install and use another copy on a portable device.

e The number of Home Use Program licenses that may be acquired for any given
desktop application is limited to the number of licenses for the corresponding
qualifying desktop application(s) for which the customer acquires Software
Assurance.

e Under the Home Use Program, an employee’s usage rights are tied to continued
employment with the Customer, and end with termination of employment,
termination or expiration of Software Assurance coverage for the copy of the
corresponding desktop application that employee uses at work, the employee is
no longer a user of the licensed copy of the software, or upon the employee’s
installation and use of any prior or later version of that desktop application
pursuant to a Home Use Program license.

e Customers are not responsible for their individual employee’s compliance with the
Home Use Program end user license terms. Those terms are between Microsoft
and the customer’s employee and do vary from the rights provided under the
customers Volume Licenses. Microsoft does require that customers limit the
Home Use Program access to employees and inform employees of when they
should discontinue use of the Home Use Program software in conjunction with a



lapse in Software Assurance coverage or employment termination.
e Offering the Home Use Program (HUP) involves the following steps:

o First customer must activate the Home Use Program benefits. Once
activated, the Software Assurance Manager (within the OCIO) will get a
HUP program code that can be distributed to employees using the email
templates, banner ads or other downloadable marketing resources from
HUP.

o Employees getting this information will use their HUP program code and
work email address (must use work e-mail address) to validate their
eligibility. Once accepted, they’ll get a confirmation email that allows them
to make purchases directly through the HUP Online Store.

o Employees pay $9.95 to Microsoft for the license and download of each
product available. Physical back-up media is available for an additional
$12.00 (includes shipping/not available for Language Packs). Prices can
change and do vary outside the U.S. See the HUP Web site for current
offers.

2. Policy

State agencies may offer the Microsoft Home Use Program to their employees subject to the
following restrictions:

e State agencies must have committed to participating in the Statewide Microsoft Enterprise
Agreement by purchasing Office Professional licenses through the OCIO.

e State employees must have a state email address (Nebraska.gov) and must use Office
Professional at work.

e State agencies must determine which employees are eligible and whether any agency
specific statutes or other restrictions apply.

3. Support

While the OCIO manages and provides support for the Enterprise Agreement, there will be no
support for individual users of the Home Use Program. Neither the OCIO nor state agencies will
provide support for this program.

VERSION DATE: DRAFT - September 9, 2011
HISTORY:
PDF FORMAT: (to be added)



Network Nebraska
2010

Objective

o To develop a broadband, scalable telecommunications infrastructure that optimizes the
quality of service to every public entity in the State of Nebraska.

Description

Network Nebraska aggregates disparate networks into a multipurpose core backbone extending
from Omaha to Lincoln to Grand Island, with Ethernet clouds extending out to the furthest
corners of the state. The State of Nebraska Office of the CIO, the University of Nebraska,
Nebraska Educational Telecommunications Commission, Department of Education, Public
Service Commission, and the Nebraska Information Technology Commission have formed the
Collaborative Aggregation Partnership (CAP) to guide and implement Network Nebraska. The
next phase of this initiative is to formalize business relationships and agreements and to
enhance rural bandwidth through local aggregation.

The major components of this initiative include:

¢ Development of a scalable, reliable, and secure telecommunications infrastructure that
enables any type of eligible entity (i.e., local and state government, K-12 and higher
education, health care institutions) to purchase the amount of service that the entities need,
when they need it, on an annual basis;

o Establishment of a catalog of value-added services that enables eligible entities to pick and
choose applications that are pertinent to them (e.g., Internet1, Internet2, and
videoconferencing);

¢ Implementation of a network operations center that offers a helpdesk, network diagnostics,
and engineering assistance in order to ensure acceptable qualities of service;

e Establishment of a billing or accounting center to accept service orders, extend service
agreements, provide consolidated billing, and to maintain customer accounts;

e The organization of advisory groups (i.e. Network Nebraska—Education) that can provide
input and recommendations on network issues to the executive sponsors of such networks.

Benefits

Through aggregation of demand, adoption of common standards, and collaboration with
network services and applications, participants can achieve many benefits, including:
Lower network costs;

Greater efficiency for participating entities;

Interoperability of systems providing video courses and conferencing;

Increased collaboration among all K-20 educational entities;

New educational opportunities;

Competitiveness with surrounding states; and

Better use of public investments.

Nebraska Statewide Technology Plan
2010 Supplement
1



Action Plan

Current Action Items

1. Identify Tier Il communities that offer opportunities for aggregation for services onto
the network.

Action: The CAP will work with communities that express an interest in aggregating
their public sector transport.

Lead: Network Nebraska (CAP)

Participating Entities: Specific communities, NITC Community Council, Nebraska
League of Municipalities, Nebraska Association of County Officials, and public libraries

Timeframe: 2010-2011
Funding: No funding requested for this action item at this time.

Status: Continuation as is

2. The Chief Information Officer will continue the LB 1208 implementation by annually
bidding infrastructure and connectivity for new regions of participants and developing
the most cost-effective and efficient support structure possible for the statewide
network.

Action: The Network Nebraska network design/support team will develop a
memorandum of agreement with local and regional education entities in order to develop
a cooperative support system for the statewide education network that will mitigate data
transport and synchronous video problems.

Lead: Network Nebraska (CAP)

Participating Entities: Network Nebraska—Education Advisory Group, ESU-NOC,
Higher education entities, NITC Education Council

Timeframe: 2010-2011
Funding: No funding requested for this action item at this time.

Status: Continuation as is

Action: The Chief Information Officer will annually update the State master purchase
contracts for edge devices and monitor the local site purchases of such equipment in
order to promote and encourage network equipment standardization.

Lead: Chief Information Officer

Nebraska Statewide Technology Plan
2010 Supplement
2



Participating Entities: Network Nebraska (CAP), ESU-NOC
Timeframe: 2010-2011
Funding: No funding requested for this action item at this time.

Status: Continuation with minor revisions

3. Offer Internet | services to eligible network participants.

Action: The CAP will accept new orders for Internet service and continue to aggregate
purchasing demand to secure a more economical price for statewide Internet service.

Lead: Network Nebraska (CAP)

Participating Entities: NITC Education Council, ESU-NOC, Higher Education Entities
Timeframe: 2010-2011

Funding: No funding requested for this action item at this time.

Status: Continuation as is

4. Prepare for the future of Network Nebraska as a statewide, multipurpose network.
Action: Develop appropriate participation criteria (e.g. type of entity, bandwidth
expectations) and a differential catalog of services and fees for Network Nebraska to
serve all network participants (i.e. public/nonpublic K-12, public/nonpublic higher
education, museums, science centers, libraries, others).

Lead: Network Nebraska (CAP)

Participating Entities: NITC Education Council, Network Nebraska—Education
Advisory Group

Timeframe: 2010-2011
Funding: No funding requested for this action item at this time.

Status: Continuation with minor revisions

Action: Charter a work group to research advanced network services for Network
Nebraska participants.

Lead: Network Nebraska (CAP)

Nebraska Statewide Technology Plan
2010 Supplement
3



Participating Entities: Network Nebraska—Education Advisory Group, NITC Education
Council

Timeframe: 2010-2011
Funding: No funding requested for this action item at this time.

Status: Continuation as is

Action: Develop an online E-rate cost allocation calculator that will enable K-12 and
non-K-12 entities to estimate the ineligible telecommunications costs resulting from
offering non-K-12 services in a K-12 facility.

Lead: Education Council Funding/E-rate Task Group

Participating Entities: Distance Education Council

Timeframe: 2010-2011

Funding: No funding requested for this action item at this time.

Status: Continuation with minor revisions

Action: Work to change the federal E-rate policies that create impediments and financial
disincentives for collaborative usage of networks and videoconferencing by ineligible
populations (Pre-K, adults, telehealth, etc...).

Lead: Nebraska E-rate Coordinator

Participating Entities: Educational Service Units, NITC Education Council

Timeframe: 2010-2011

Funding: No funding requested for this action item at this time.

Status: Continuation as is

Action: Annually reissue the Network Nebraska Marketing Survey and subsequent
Report to help steer the strategic direction of Network Nebraska—Education.

Lead: Education Council Marketing Task Group

Participating Entities: Network Nebraska—Education Advisory Group.

Nebraska Statewide Technology Plan
2010 Supplement
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Timeframe: 2010-2011
Funding: No funding requested for this action item at this time.

Status: New

Action: Annually update the Network Nebraska Marketing Plan.

Lead: Education Council Marketing Task Group

Participating Entities: Network Nebraska—Education Advisory Group.
Timeframe: 2010-2011

Funding: No funding requested for this action item at this time.

Status: New

Action: Research and pursue grant writing that would assist with the deployment of
statewide technology services.

Lead: Education Council Marketing Task Group

Participating Entities: Network Nebraska—Education Advisory Group, ESU
Coordinating Council.

Timeframe: 2010-2011

Funding: No funding requested for this action item at this time.

Status: New

Action: Review the viability and effectiveness of the Network Nebraska—Education
Advisory Group and make appropriate changes to affect its structure, membership and
meeting frequency.

Lead: Education Council

Participating Entities: Chief Information Officer

Timeframe: 2010-2011

Funding: No funding requested for this action item at this time.

Status: New

Nebraska Statewide Technology Plan
2010 Supplement
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Action: Develop a business plan for Network Nebraska—Education.
Lead: Education Council Marketing Task Group

Participating Entities: CAP, Network Nebraska Advisory Group, ESU Coordinating
Council, ESUs

Timeframe: 2010-2011
Funding: No funding requested for this action item at this time.

Status: New

Completed Action Items

Action: Create a Network Advisory Group and meeting structure for education entities to
provide input to Network Nebraska (CAP).

Status: Completed 2009

Action: Review the Network Nebraska governance and leadership structure.

Status: Completed 2009

Discontinued Action Items

Action: The CAP will use the Network Nebraska website to showcase examples of
successful public sector network and/or Internet service cooperation. CAP will
encourage interaction and sharing between public entities.

Status: Discontinued 2009

Action: Implement a statewide on-line presentation and meeting software solution.

Status: Discontinued 2009

Action: Work to amend Nebraska Department of Education policies to include Pre-K as
an eligible population for Universal Service Fund (E-rate) purposes.

Status: Discontinued 2009

Nebraska Statewide Technology Plan
2010 Supplement
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IT Planning and Development
2010

Objective

o To foster community and economic development in Nebraska communities
through the effective use of information technology.

Description

Technology is an important economic development tool for communities.
Telecommunications infrastructure is often compared to roads and water in its
importance to communities. As important as infrastructure is the ability of community
leaders to utilize technology effectively to enhance economic development opportunities.
The Community Council has been addressing technology-related development in
Nebraska’s communities since its formation in 1998. As technologies and the needs of
communities have changed, programming and areas of emphasis have shifted.

The Community Council recognizes the importance of building partnerships, leveraging
resources, and building community capacity in addressing technology-related
development. Over the past several years, partnerships have been developed with
many partners including the University of Nebraska, Nebraska Department of Economic
Development, Nebraska Public Service Commission, Nebraska Public Power District,
the AIM Institute, and other organizations. Most recently, the NITC Community Council
partnered with the University of Nebraska, Department of Economic Development,
Nebraska Public Power District, and the AIM Institute to help Nebraska communities
develop more effective websites.

The Nebraska Public Service Commission invited the NITC Community Council,
Nebraska Department of Economic Development, and University of Nebraska to submit
a proposal to address broadband planning as part of the Commission’s broadband
mapping proposal. The proposed project will identify barriers to the adoption of
broadband and IT services, create and facilitate local technology planning teams, and
collaborate with broadband service providers to encourage broadband deployment and
use through the following approaches:

1. Regional planning teams will be formed to conduct regional assessments,
prioritize needs, and develop strategies to address needs.

2. Nebraskans will be surveyed about their computer and Internet usage,
challenges and desires for the future.

3. Regional forums will be conducted to present broadband mapping and mail
survey results, to solicit feedback, and to kick off regional planning efforts.

4. Businesses will be surveyed through the Business Retention and Expansion
process to identify the strengths and challenges they face in utilizing technology.

Nebraska Statewide Technology Plan
2010 Supplement
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5. Seven to 10 focus groups will be held with anchor institutions and utility providers
as well as populations with low usage rates to gain understanding into the
barriers from their perspective.

6. Use of the Internet and computers will be encouraged through demonstration
workshops and training in collaboration with the broadband service providers and
information technology companies.

7. Regional technology plans as well as a statewide report and recommendations
will be developed and presented to the Nebraska Information Technology
Commission, Nebraska Public Service Commission, Department of Economic
Development and University of Nebraska Lincoln. These plans will be made
publicly available through the project website.

Benefits

The potential benefits of information technology to communities, businesses, local
government, and residents are numerous:

e Communities can use their Web sites to publicize community events,
communicate with former residents and prospective newcomers, and advertise
available commercial sites.

e Communities can enhance promotional and informational activities through the
use of newer technologies such as social networking or video content delivered
through youTube or podcasts.

e Businesses can use information technology to decrease costs, increase sales,
and provide better customer service.

e Local governments can use information technology to more efficiently deliver
services and provide information to citizens.

e Residents can update their skills through continuing education, search for
employment, network with others who share their interests, and share photos or
videos with distant family members or Internet users worldwide.

Nebraska Statewide Technology Plan
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Action Plan

Current Action Items

1.

Identify and address technology-related needs in communities through
participation in the planning component of the state’s Broadband Mapping
program.

Action: Serve as the project’s advisory group, including assisting in the
development of survey questions, the revision of materials for use with regional
technology teams, and the development of a statewide report and
recommendations.

Lead: University of Nebraska, Nebraska Department of Economic Development,
and Community Council

Participating Entities: University of Nebraska, Nebraska Department of Economic
Development, Community Council, Public Service Commission, and others

Timeframe: 2010-2011
Funding: Broadband Mapping program through the NTIA

Status: New

Help Nebraska communities improve their Web sites.

Action: Work with the Nebraska Department of Economic Development, University
of Nebraska Extension, and NPPD to continue to provide assistance in website
development to communities.

Lead: Nebraska Department of Economic Development and University of Nebraska
Participating Entities: Community Council, Nebraska Department of Economic
Development, University of Nebraska Extension, and NPPD and other public power
districts, and educational entities

Timeframe: 2010

Funding: Existing funding and staff

Status: Continuing
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Discontinued Action Items

Monitor technology trends that affect Nebraska communities and play a leadership
role in presenting these new technologies in a timely manner. (This action item will
be incorporated into the broadband planning action item.)
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eHealth
2010

Objective

o To foster the collaborative and innovative use of eHealth technologies through partnerships
between public and private sectors, and to encourage communication and coordination
among eHealth initiatives in Nebraska.

Description

Health information technology (Health IT), often referred to as eHealth, promises to improve
individual patient care and public health while reducing costs and improving efficiencies.
eHealth technologies include health information exchange, electronic medical records,
electronic health records, personal health records, electronic prescribing, clinical decision
support, computerized provider order entry, and telehealth.

Health Information Exchange is the electronic movement of health-related information among
organizations according to nationally recognized standards. (NAHIT)

An Electronic Medical Record is an electronic record of health-related information on an
individual that can be created, gathered, managed, and consulted by authorized clinicians and
staff within one health care organization. (NAHIT)

An Electronic Health Record is an electronic record of health-related information on an
individual that conforms to nationally recognized interoperability standards and that can be
created, managed, and consulted by authorized clinicians and staff across more than one health
care organization. (NAHIT)

A Personal Health Record is an electronic record of health-related information on an individual
that conforms to nationally recognized interoperability standards and that can be drawn from
multiple sources while being managed, shared, and controlled by the individual. (NAHIT)

Electronic Prescribing (eRx) is a type of computer technology whereby physicians use
handheld or personal computer devices to review drug and formulary coverage and to transmit
prescriptions to a printer or to a local pharmacy. (Office of the National Coordinator Glossary of
Selected Terms)

A Decision-Support System (DSS) consists of computer tools or applications to assist
physicians in clinical decisions by providing evidence-based knowledge in the context of patient-
specific data. (Office of the National Coordinator Glossary of Selected Terms)

Computerized Provider Order Entry (CPOE) is a computer application that allows a
physician's orders for diagnostic and treatment services (such as medications, laboratory, and
other tests) to be entered electronically instead of being recorded on order sheets or
prescription pads. (Office of the National Coordinator Glossary of Selected Terms)
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Telehealth is the use of telecommunications and information technologies to provide healthcare
services over distance and/or time, to include diagnosis, treatment, public health, consumer
health information, and health professions education. (Minnesota e-Health Glossary of Selected
Terms)

Electronic medical records provide the foundation for interoperable health information
exchange. A survey conducted by researchers at Creighton Health Services Research Program
in the summer of 2007 found that 30% of physicians in Nebraska and South Dakota used
electronic medical records. The survey results are similar to national surveys, indicating that
much progress still needs to be made.

The biggest barrier to the widespread adoption of eHealth technologies is the misalignment of
benefits and costs. Providers bear the brunt of the costs for implementing eHealth technologies
into their practices, but payers reap most of the benefits. Other barriers to eHealth adoption
include implementation costs, impact on workflow processes, concerns about privacy and
security, and a lack of a quantifiable return on investment.

Current Initiatives

The importance of electronic health records in efforts to improve the quality of care was officially
recognized in 2004 when President Bush called for Americans to have electronic health records
by 2014 and created the Office of the National Coordinator for Health IT. National bodies,
including the Health Information Technology Standards Panel (HITSP), have worked to develop
standards. The Certification Commission for Health IT (CCHIT) has begun certifying a variety of
HIT solutions, including electronic medical records, e-prescribing systems, and personal health
records. The National Governors Association (NGA) State Alliance for eHealth has provided
information and recommendations to states.

Under President Obama, the push to adopt health IT and to reform health care has intensified.
The American Recovery and Reinvestment Act established several programs to support the
meaningful use of health information technology. Meaningful use of health information
technology includes the use of electronic health records, e-prescribing, and connectivity to a
health information exchange. A detailed definition of Meaningful Use is being developed by the
Centers for Medicare and Medicaid Services.

Several eHealth initiatives are currently underway in Nebraska, including the Nebraska Health
Information Initiative (NeHII), Western Nebraska Health Information Exchange, Southeast
Nebraska Health Information Exchange, Southeast Nebraska Behavioral Health Information
Network, and the Nebraska Statewide Telehealth Network.

The Nebraska Health Information Initiative (NeHIl), the state’s largest health information
exchange, is a fully operational and sustainable health information exchange. As the State
Designated Entity for Nebraska, NeHII will act as the integrator for the state, providing the
technical infrastructure for the sharing of health information. NeHlIl is exchanging laboratory,
radiology, medication history and clinical documentation information between hospitals
throughout the state including recent additions in non-metropolitan Nebraska, ensuring full
statewide coverage. In addition, insurance eligibility information is being sent and will be used to
create a comprehensive patient summary. NeHll is providing e-prescribing functionality, linking
hospitals and provider with pharmacy services. NeHlIl offers physicians a basic, web-based
electronic medical record (EMR) that is CCHIT certified, so that providers who have not yet
implemented electronic medical records can participate at an affordable price. Over 300
Nebraska Statewide Technology Plan
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physicians and staff are currently participating in NeHIl. Over one million patient records are
available through the system. NeHIl announced their statewide implementation at their Annual
Meeting July 9, 2009 where Lt. Governor Rick Sheehy also reported the Governor will designate
NeHIl as the State Designated Entity for health information technology. More information is
available at www.nehii.org. The majority of the implementation funding or seed capital has been
obtained through membership fees to the NeHIl Collaborative. Partial funding for the pilot
project was provided by a grant from the Nebraska Information Technology Commission.

The Southeast Nebraska Behavioral Health Information Network (SNBHIN) is currently
developing an eHealth network to exchange behavioral health information among behavioral
health providers in the Region V Service area, with the applications offered to other Regions in
the State as time and resources allow. Participants include Blue Valley Behavioral Health
Center, BryanLGH Medical Center, CenterPointe, Child Guidance Center, Community Mental
Health Center, Cornhusker Place, Family Services, Heartland Health Alliance, Houses of Hope,
Lincoln Council on Alcoholism and Drugs, Lincoln Medical Education Partnership, Lutheran
Family Services, Mental Health Association, Region V Systems, and St. Monica’s Home.
SNBHIN partners have received several grants, including a planning grant from the U.S.
Department of Health and Human Services Agency for Healthcare Research and Quality
(AHRQ) in 2004, an AHRQ Ambulatory Care Grant in 2008, a three-year Rural Health Network
Development Grant from the U.S. Department of Health and Human Services’ Health
Resources and Services Administration in 2008, Region V Systems, and a grant from the
Nebraska Information Technology Commission.

The Southeast Nebraska Health Information Exchange (SENHIE) is improving the quality of
care and increasing efficiency in Thayer County. Through a $1.6 million Critical Access Hospital
Health Information Technology Grant, Thayer County Health Services has implemented the
state’s first health information exchange. Medical information on patients in Thayer County now
flows seamlessly among providers, including physicians at satellite clinics or at Thayer County
Health Services in Hebron, physicians and pharmacists at St. Elizabeth’s Regional Medical
Center, emergency responders, pharmacists, and long term care facilities. Thayer County
Health Services is totally electronic, including eMAR (electronic medication administration
record), CPOE (computerized physician order entry), and e-prescribing. Thayer County Health
Services has significantly reduced medication errors and achieved 100% medication
reconciliation among providers using e-prescribing. SENHIE achieved a HIMSS HIE
benchmark score of 6.023 out of a possible 7 points, setting the bar for critical access hospitals.
SENHIE is fully funded and has a sustainable business model.

The Western Nebraska Health Information Exchange (WNHIE) will connect health care
providers in the Panhandle. Partners include the Rural Nebraska Healthcare Network, Box Butte
General Hospital, Chadron Community Hospital, Garden County Health Services, Gordon
Memorial Hospital, Kimball Health Services, Memorial Health Center, Morrill County Community
Hospital, Perkins County Health Services, Regional West Medical Center, Panhandle Public
Health District, and Region | Mental Health and Substance Abuse. WNHIE has received
several grants, including a planning grant from the U.S. Department of Health and Human
Services Agency for Healthcare Research and Quality (AHRQ) in 2004, a three-year
implementation grant from AHRQ, a HRSA Rural Network Development Grant, a Rural Health
Care Pilot grant from the FCC, and a grant from the Nebraska Information Technology
Commission.

The Nebraska Statewide Telehealth Network connects nearly all of the state’s hospitals and
all of the state’s public health departments. The Nebraska Statewide Telehealth Network is
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used for patient consultations, teletrauma, teleradiology, continuing medical education, and
other applications. The network has been well-received by physicians and consumers. On a 7-
point scale, physicians using the network rated 6.69 on their future use of the system and 6.63
on their confidence in the network. The Nebraska Statewide Telehealth Network provides a
critical emergency preparedness link between the Nebraska Division of Public Health and
providers and facilities across the state. A secure audio/video connection can be made
between state leadership and every end point for simultaneous live information exchange in an
emergency situation.

Benefits

Benefits of eHealth include:

* Reducing medication errors. More than 2 million adverse drug events could be prevented
through e-prescribing, saving 4.5 billion annually and 190,000 hospitalizations per year.

« Reducing health care waste. Health IT adoption is estimated to save an average of $42
billion annually during a 15-year adoption period.

+ Facilitating medical research. Health IT can facilitate research on the effectiveness of new
therapies and can accelerate the diffusion of health care knowledge.

* Reducing variability in healthcare delivery and access. Disparities exist in access to
care and quality of care. Telehealth can provide access to specialists in rural areas. Clinical
decision support systems can improve quality of care by providing treatment reminders at
the point of care. Adults in the U.S. receive only about 55 percent of recommended care for
a variety of common conditions. Clinical decision support systems have been shown to
increase adherence to recommended care guidelines.

«  Empowering consumer involvement in health management. Having access to medical
histories as well as customized health education and guidance could increase consumer
participation in their health maintenance and care.

* Improving the identification and reporting of disease outbreaks and other public
health threats. One study found that the use of a countywide electronic system for public
health reporting led to a 29% increase in cases of shigellosis identified and a 2.5 day
decrease in reporting time.
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Action Plan

Current Action Items

1. Support the development of statewide health information exchange through the State
HIE Cooperative Agreement Program, including developing strategic and operational
plans and overseeing implementation.

Lead: eHealth Council and Lt. Governor Sheehy

Participating Entities: eHealth Council, Lt. Governor Sheehy, NeHll, regional and
specialty health information exchanges, and others.

Timeframe: 2010-2011
Funding: State HIE Cooperative Agreement Program
Status: New

2. Develop a sustainable action plan to facilitate progress (present and future) in
assuring privacy and security protections in the exchange of health information for
and by each of our citizens.
Lead: eHealth Council and Health Information Security and Privacy Committee (HISPC)
Participating Entities: eHealth Council, Nebraska HISPC, the DHHS legal department, the
Attorney General's Office, the Office of the CIO, other state agencies that would become
involved with PHI, and other stakeholders
Timeframe: 2010
Funding: No new funding is required.
Status: Continuation

3. Support efforts of the Nebraska Statewide Telehealth Network Governing Board to
advocate for ongoing support for line charges for telehealth. Activities supporting
this action item could include writing letters of support to policy makers as well as
sharing information on this issue with policymakers.

Lead: eHealth Council

Participating Entities: eHealth Council, Nebraska Statewide Telehealth Network Governing
Board, NITC, Lt. Governor Sheehy

Timeframe: 2010

Funding: No new funding is required.
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Status: Continuation

4. Support efforts of the Nebraska Statewide Telehealth Network Governing Board to
advocate for the reduction of barriers to connectivity posed by federal Universal
Service Fund rules, regulations, and policies. Activities supporting this action item
could include writing letters of support to policy makers as well as sharing information
on this issue with policymakers. The eHealth Council will also explore the
development of a position paper no longer than four pages in length which clarifies
the issue, identifies barriers, specifies what action needs to be taken, and identifies
opportunities that can be leveraged.

Lead: eHealth Council

Participating Entities: eHealth Council, Nebraska Statewide Telehealth
Network Governing Board, NITC, Lt. Governor Sheehy

Timeframe: 2010
Funding: No new funding is required.

Status: New

Completed Action Items (2008-2009)

1. Work with Lt. Governor Sheehy and other policymakers to develop a process to assess,
evaluate and prioritize health IT activities (including statewide initiatives, proposed eHealth
projects of the eHealth Council or other state entities, and eHealth components such as e-
prescribing) in order to make funding recommendations. Criteria used to evaluate eHealth
activities, will include return on investment (ROI) as well as additional evaluation criteria
determined by the eHealth Council with input from policy makers.

2. Develop a plan and resources to inform citizens, health care providers, and other
stakeholders about issues related to health information security and privacy and involve
them in policy discussions.

3. The eHealth Council should ensure that an in-depth short-term study of existing laws and
regulations, with guidance from representatives from the health professions, health
educators and health organizations, be done in order to identify health information security
and privacy and make recommendations.

4. Explore the optimal method for identifying clients in health information exchange.
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Public Safety Communications System

2010

Objective

e To develop the Nebraska Statewide Radio Network to consolidate the
communications systems of state law enforcement agencies and to integrate
statewide communications interoperability for public safety.

Description

The OCIO-Network Services team coordinates with the Nebraska Emergency
Management Agency (NEMA) and the Governor’s Homeland Security Policy Group to
prioritize federal Homeland Security grants for developing interoperable
communications. Much of the interoperability progress has occurred at the regional and
county levels across the state. In 2007 Governor Heineman and the Nebraska
Legislature supported funding for the state communications system. The state
communications system will enable the State Patrol, Game and Parks Commission, and
Fire Marshal’s Office to consolidate onto the same communications system. This will
create a standard technology platform for state agencies achieve statewide coverage
and interoperability with regional systems.

Two governance councils were created by executive order for state and regional
interoperability agreements. The Nebraska Council of Regions (NCOR) and the
Nebraska Wireless Interoperable Network (NWIN) are charged with coordinating use
agreements and protocols between users and systems. The driving principle behind the
Nebraska Communications Plan is that the state agencies are a peer to local regional
agencies. These two councils replace the Regional Interoperability Advisory Board
(RIAB), which sunset January 2009. Nebraska is continuing its progress toward creating
a system of systems to integrate regional and state public safety communications
resources.

OCIO and the Nebraska Public Power District (NPPD) have completed an interlocal
agreement to jointly own and operate the Statewide Radio Network.

Next steps involve these major milestones:
¢ Continue implementing the statewide communications system

e Coordinate with NPPD to establish network, NOC and system operating
procedures
Nebraska Statewide Technology Plan
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Establish the regional interoperability network

Integrate state and regional communications assets

Benefits

The state plan standardizes the communication infrastructure to improve compatibilities
across different legacy systems and provide the means to share critical information as
needed. The interoperable communications network consolidates state law
enforcement and investigative agencies on a single technology platform. The system
improves radio coverage, technology, and capacity. The infrastructure is able to grow as
additional agencies migrate to the system. The system is leveraging existing assets to
the greatest degree feasible while providing network security and operational autonomy
for the user agencies. Benefits of the system include:

Reducing multiple agency systems to a consolidated shared infrastructure;

Providing the ability for the State Patrol and other agencies to be interoperable,
where old state systems lack the necessary capacity and technology;

Leveraging existing local communications systems and tower assets;

Reduce the cost of the initial system by utilizing a technology platform which is
expandable and upgradeable as needed;

Enable sharing opportunities on a shared statewide infrastructure.

Action Plan

Current Action Items

1. CIO-Network Services will:

Plan and implement the regional network. (In Process — RFP issued August 28,
2009)

Lead: CIO-Network Services
Participating Entities: State Patrol, Game and Parks Commission, State Fire
Marshal’s Office, Department of Correctional Services, Department of Agriculture,

Nebraska Emergency Management Agency, Department of Roads, NPPD, and
additional agencies as needed.

Timeframe: February 2008 — September 2010

Funding: State funding and DHS grant funding allocated for infrastructure and
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agency equipment. NPPD partnership funds half of infrastructure and creates
interlocal agreement to co-own and co-operate the system with OCIO.

Status: In process

Completed Action Items (2007-2009)

1. RFP requirements and procurement process (Completed March 2008).

2. Contracts in place to develop tower infrastructure, license frequencies and consulting
assistance for RFP technical evaluations and implementation.

3. Initiated regional leadership meeting to coordinate state and local interoperability
planning in all regions of the state.

4. Conduct competitive bid process for the system. (Completed October 8, 2008)

5. Establish interoperability governance structure. (Completed December 2008)
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Digital Education
2010

Objective

o To promote the effective and efficient integration of technology into the instructional,
learning, and administrative processes and to utilize technology to deliver enhanced digital
educational opportunities to students at all levels throughout Nebraska on an equitable and
affordable basis.

Description

This initiative will involve the coordination and promotion of several major systems and
applications that heretofore have either been developed mostly at the local level or have not
been replicated statewide.

The initiative will be dependent upon adequate Internet connectivity and transport bandwidth for
learners, instructors, administrators, and for educational attendance sites. A minimum
acceptable level of classroom technology will have to be established for the initiative to be
successful.

The Digital Education Initiative will recognize that many standalone and disparate software
applications are needing to undergo integration and convergence so that an instructor can: 1)
research digital content, 2) construct a lesson or unit on a computer in a series of virtual or face-
to-face or videoconferencing activities using rich multimedia, 3) assess the learners
electronically, and then 4) move the student data to a database or data warehouse, 5) export
relevant achievement and attendance data to a web-based student information system so
parents, or the students themselves, can view it from home; 6) export data to a statewide
student information system; and then finally 7) make “real-time” instructional decisions based
upon the recently documented progress of the learners.

The primary components of the Digital Education Initiative would include:

o A statewide telecommunications network with ample bandwidth capable of transporting
voice, video, and data between and among all education entities [see Network Nebraska];

¢ Distance insensitive Internet pricing for all Nebraska education entities;
Development of a statewide eLearning environment so that every teacher and every learner
has access to a web-based, digital curriculum and learning management system;

o Development of a statewide digital resource library so that any teacher or learner will be
able to retrieve digital media for use in instructional and student projects;

e Synchronous videoconferencing interconnections between all schools and colleges;
The means to coordinate and facilitate essential education opportunities for all students
through a statewide student information system; and

e Regional PreK-20 education cooperatives that vertically articulate educational programs and
opportunities.
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Benefits

Establishing a Digital Education Initiative is critical to Nebraska’s future. Internet has gone from
a “nice to have” educational application of the 1990’s to the “must have” mission critical source
of information for the 21st Century. So much of what teachers, students, and administrators do
today is tied to Internet-based information and communication. Nebraska’s ranking of 2.8
students per high speed, Internet-connected computer in the classroom seems to compare
favorably with the U.S. average of 3.7 students per high speed, Internet-connected computer.
(Technology Counts 2007 Report) However, it still makes it challenging for students to complete
their digital assignments when they are expected to share two or three students to a computer,
or to wait their turn to be able to use a computer. Educators and administrators everywhere
should continue to make technology investments until 1:1 computer or Internet-connected
device use is attained.

The benefits of the Digital Education Initiative would include:

e Greater technical capacity for schools and colleges to meet the increasing demands of a
more diverse customer base;

o More equitable and affordable Internet access for Nebraska schools and colleges;

o A comprehensive Web-based approach to curriculum mapping and organization and
automation of student assessment data gathering and depiction;

e The availability of rich, digital media to the desktop that is indexed to Nebraska standards,
catalogued, and searchable by the educator or student;

o A more systematic approach to synchronous video distance learning that enables Nebraska
schools and colleges to exchange more courses, staff development and training, and ad hoc
learning opportunities.

Each of the components of the Digital Education Initiative is vital to future student success in

Nebraska. The components are especially pertinent in that these applications and services
provide the foundation for capacity building in our schools and colleges.

Action Plan

Current Action Items

Promote the availability, distribution, and use of digital media throughout the Nebraska
educational community.

Action: Set a deadline, and establish standard(s) related to the administration and
maintenance of content management systems by K-12 schools.

Lead: NITC Technical Panel

Participating Entities: Learning Management Systems Work Group, ESU Coordinating
Council, Distance Education Council

Timeframe: 2010-2011
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Funding: No funding is requested for this action item at this time.

Status: Continuation with minor revisions

Action: Promote the usage of the National Repository for Online Courses (NROC)
content by Nebraska educators

Lead: Partnership For Innovation (PFI)

Participating Entities: ESU Coordinating Council, NITC Education Council Services
Task Group

Timeframe: 2010-2011

Funding: No funding is requested for this action item at this time.

Status: New

Action: Develop an affordable plan to provide access to learning management system
software and a digital content management system for every teacher and learner and to
also train teachers in effective instructional design to integrate synchronous and
asynchronous technologies.

Lead: ESU Coordinating Council

Participating Entities: Technical Panel’s Learning Management System Work Group,
NITC Education Council, ESU Technology Affiliate Group

Timeframe: 2010-2011

Funding: No funding is requested for this action item at this time.

Status: Continuation with minor revisions

Action: Provide training and encourage all education providers to list all dual enroliment
and concurrent enroliment courses, and all enrichment opportunities on the statewide
clearinghouse and scheduling software system.

Lead: ESU Coordinating Council

Participating Entities: NITC Education Council, Higher education entities

Timeframe: 2010-2011

Funding: No funding is requested for this action item at this time.

Status: Continuation with minor revisions
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Action: Develop and deploy a statewide digital content repository that allows the
assignment of digital property rights and the uploading, cataloguing, metatagging,
searching, and downloading of digital learning objects by Nebraska educators.

Lead: Nebraska Educational Telecommunications (NET) & ESU Coordinating Council
Participating Entities: Nebraska Department of Education, Education Council Services
Task Group, ESU Instructional Materials Committee, Distance Education Council,
Partnership for Innovation (PFI)

Timeframe: 2010-2011

Funding: Considerable funding will be required for this action item

Status: New

Action: Monitor the Nebraska Statewide Assessment System (NeSAS) and develop
strategies that will assure its continued success and use of the most efficient and
scalable technology infrastructure.

Lead: Technical Panel

Participating Entities: Education Council Services Task Group, ESU-NOC
Timeframe: 2010-2011

Funding: No funding is requested for this action item at this time.

Status: New

Action: Develop a business plan for Network Nebraska—Education to provide Digital
Education resources statewide.

Lead: Education Council Marketing Task Group

Participating Entities: CAP, Network Nebraska Advisory Group, ESU Coordinating
Council, ESUs

Timeframe: 2010-2011
Funding: No funding requested for this action item at this time.

Status: New
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Completed Action Items

Action: Negotiate a statewide purchase of the National Repository for Online Courses

Status: Completed

Discontinued Action Items
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State Government Efficiency

2010

Objective

o To address multiple items improving efficiency in state government, including
implementing enterprise shared services and adopting standards and guidelines.

Description

The primary components of this initiative are the implementation of shared services and
the development of standards and guidelines.

Shared Services. The State Government Council has identified a number of potential
shared services for state government. Action items are included for those services that
are actively being reviewed and implemented.

Standards and Guidelines. The State Government Council, working with the Technical
Panel, will continue to develop standards and guidelines to better coordinate state
agency technology efforts.

Benefits

Benefits of this initiative include lower costs, easier interoperability among systems,
greater data sharing, higher reliability, and improved services.

Action Plan

Action Items

Shared Services

1. Implement Business Continuity/Disaster Recovery as a shared service.

Action items are included in the Security and Business Resumption initiative.

2. Implement Directory Services as a shared service.

Action items are included in the Security and Business Resumption initiative.
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3. Implement Enterprise Maintenance / Purchase Agreements as a shared service.
Lead: Steve Schafer
Participating Entities: State Government Council, EM/PA Work Group
Timeframe: Continuation:
Funding: No funding required.
Status: Ongoing.

4. Implement interactive VRU applications as a shared service.
Lead: Jayne Scofield

Participating Entities: OCIO, Department of Revenue, Department of Labor,
Department of Health and Human Services

Timeframe: 2010
Funding: Participant funded
Status: New
5. Explore implementation of content management as a shared service.
Lead: Beverlee Bornemeier
Participating Entities: SGC’s Content Management Work Group
Timeframe: 2010
Funding: Participant funded
Status: New. RFP issued in 2009.
6. Implement Geographic Information System (GIS) as a shared service.

Action: Nebraska Geospatial Data Sharing and Web Services Network.
Develop a Nebraska enterprise-level geospatial web portal, with Internet mapping
and data services, to serve the users of Nebraska related GIS/geospatial data
and enable those users to efficiently and reliably find, access, display, and build
public information applications utilizing the geospatial data maintained by a wide
variety of state, local and federal agencies and where appropriate, provide for a
coordinated security system, including the possibility for limited data access and
password protection..
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Lead: Larry Zink, Coordinator, Nebraska GIS Council
Participating Entities: State Government Council; GIS Council
Timeframe: December 31, 2010

Funding: Atotal of $215,000 in grant funding has been secured from the NITC
Collaborative Fund, the State Record Board, and the US Geological Survey to
underwrite a two-year start up period for this project. An additional $25,000 will
be sought from the State Records Board and $60,000 from contributing state
agency partners for a total of $300,000. This funding to be supplemented by in-
kind technical services provided from state and local agencies.

Status: Continuation. Twelve state and local government agencies have
endorsed a Project Charter to indicate their support for, and partnership in,
developing this online, enterprise-level GIS/geospatial data mapping and
services portal. A Project Manager/Technical Lead was hired for this project
through a contractual arrangement between the OCIO and UNL CALMIT and has
been working since late December 2008. The project involves significant
technical implementation challenges; including establishing the network, data
sharing protocols, and web mapping and data services applications. The
technology and system will allow for the live, interactive access and sharing of
data from multiple Internet map servers operated by different agencies. The
technology will allow agencies to leverage existing state and local investments in
data and Internet map services, by other agencies, to build new applications
incorporating these Internet map services into their application design. The
project has the potential to interface with and support other efforts which seek to
pull together existing geospatial data from multiple sources, such as the State
Patrol’'s Fusion Center project or the Douglas and Sarpy Counties effort to
develop a common operating platform for emergency response. The project has
been branded as the NebraskaMAP and an initial working prototype of the portal
has been developed at UNL CALMIT and is available at
“http://www.nebraskamap.gov”. Current efforts are focused on refining this initial
working prototype, developing architectural specifications for developing a
production model at the OCIO and developing some initial applications to
demonstrate the merits of this collaborative data sharing project. Two initial
applications - services have been identified and are under development: serving
statewide street centerline-address data (with a geocoding service) and serving
statewide aerial imagery.

Action: Street Centerline-Address Database. Develop a plan (including
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responsibilities and resource requirements) for the coordinated development,
data integration, on-going maintenance and online distribution/Internet mapping
service of a composite, “best available”, statewide street centerline/address
database.

Lead: Larry Zink, Coordinator, Nebraska GIS Council
Participating Entities: State Government Council; GIS Council
Timeframe: December 31, 2010

Funding: Limited initial development funding is available at this time through a
commitment from the State Patrol and NEMA. Data development funding is on-
going through Public Service Commission, Dept. of Roads, and local
governments.

Status: Continuation. The decision by the NebraskaMAP Committee to identify
the provision of statewide street centerline/address data, and related geocoding
services, as one of its initial enterprise services for this project has significantly
enhanced this development of street centerline/address action item. Some of the
resources of the NebraskaMAP project have been diverted to developing an
initial statewide centerline-address database by integrating the “best available”
data from multiple state and local agencies. This initial statewide integration of
available data should be completed by the end of 2009.

The Public Service Commission, through the Wireless E911 fund, continues to
work with counties to contract for the development and maintenance this data for
90 Nebraska counties. The initial data development is complete for least 80 of
those 90 counties. For the other 10 counties, initial data development is in
process. In addition, Douglas, Lancaster, and Sarpy counties have developed
and maintain this data in-house. These datasets are maintained in separate
county files. The Dept. of Roads maintains geospatial data for all state highways,
however this data does not include street address information but it does include
milepost addressing information. While there are significant public resources are
being invested in the development of pieces this much needed data, outside of
the NebraskaMAP effort, there still needs to be work done to develop a plan and
agency responsibility for the on-going collection, integration and distribution of
this data in an integrated statewide database format.

A GIS Council Advisory Committee on Street Centerline-Address Databases has
developed recommendations for a data model and process for integrating
multiple, and varied local government centerline-address data into a statewide
dataset. This data model is being tested and will be revised as a part of the
NebraskaMAP effort.
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Action: Metadata and State Geospatial Data Catalog. Document existing
state agency GIS/geospatial data with formal metadata and encourage the listing
of available geospatial data in Nebraska Geospatial Data Center Clearinghouse
Catalog.

Lead: Larry Zink, Coordinator, Nebraska GIS Council
Participating Entities: State Government Council; GIS Council
Timeframe: December 31, 2010

Funding: Primarily supported through in-kind support of state and local agency
personnel

Status: Continuation. The NITC has adopted a Geospatial Metadata Standard
(http://www.nitc.state.ne.us/standards/data/metadata standard 20050923.pdf),
which calls for the progressive documentation of state agency geospatial data,
within a one-year timeframe (originally by Sept. 2006). The Department of
Natural Resources, in partnership with the Nebraska GIS Council, developed a
Nebraska Geospatial Data Center, which included metadata development tools.
Metadata training sessions have been held in Lincoln and Omaha. Despite the
existence of the NITC standard requiring metadata, the availability of metadata
development tools and training, there remains a large body of state agency
GIS/geospatial data that has not been documented with metadata and has not
been listed on the Data Center Clearinghouse Catalog. It has been proposed
that the Nebraska Geospatial Data Center, operated by the Department of
Natural Resources, be transferred to the NebraskaMAP geospatial data portal.
It is hoped that that development of the NebraskaMAP - Geospatial Data Sharing
and Web Services Network will help to further the development of metadata
documentation, as metadata is a requirement for the functioning of the
NebraskaMAP online data sharing tools.

Action: Statewide Geospatial Infrastructure Strategic Planning. Develop an
enterprise-level, statewide, GIS/geospatial infrastructure strategic plan for the
geographic area of Nebraska. The planning process should involve the broader
GIS user community (state, local, and federal agencies, tribes and the private
sector) and seek to identify parallel needs and plans for geospatial data,
standards, online distribution networks and services, coordination, funding, and
policies.

Lead: Larry Zink, Coordinator, Nebraska GIS Council
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Participating Entities: State Government Council; GIS Council
Timeframe: December 2010

Funding: A $50,000 strategic planning grant proposal has been awarded by the
Federal Geographic Data Committee (FGDC) to the Office of the CIO on behalf
of the Nebraska GIS Council. The majority of these grant funds are to be used to
hire a planning consultant.

Status: Continuation. Over the last 6-7 years, the activities of the Nebraska GIS
Council have been guided by an existing Strategic Plan, the goals of which were
originally developed in 2001. The Council has endorsed a major outreach and
planning effort to develop a new GIS/Geospatial Strategic Plan with the goal of
facilitating the coordination and collaboration of the broader GIS user community
in Nebraska. Due to a prioritization of other efforts, this strategic planning
process has been delayed but will proceed in 2010. A Strategic Planning
Advisory Committee will be established to oversee the process. The GIS
Council, through its Planning Advisory Committee, will lead this process but the
active support of the NITC, the State Government Council and its member
agencies will be very helpful.

Action: Planning for Periodic, Collaborative Orthoimagery Acquisition.
Research and develop recommendations for standards, policies, infrastructure,
and funding to support collaborative efforts by state, local and federal agencies to
periodically acquire updated orthoimagery. Most GIS applications require or
benefit from the availability of current aerial imagery. The acquisition of updated,
orthorectified (corrected for camera tilt and the slope of the earth’s surface)
imagery requires a significant public investment, but if done collaboratively, on a
regular periodic basis, these costs can be minimized and shared across a broad
user community.

Lead: Larry Zink, Coordinator, Nebraska GIS Council

Participating Entities: GIS Council, state, local and federal government
agencies

Timeframe: December 2010

Funding: Itis believed that existing staff and resources will be sufficient to
complete this planning process.

Status: This effort will seek to learn from, and build on, existing collaborative
imagery acquisition efforts such as the Nebraska-lowa Regional Orthoimagery
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Consortium (NIROC) and the USDA Farm Services Agency — National Aerial
Imagery Program (NAIP).

Action: Planning for Statewide LiDAR Acquisition. Research and develop a
plan outlining the needs for; benefits of, recommended standards; and funding
proposals for developing an updated and enhanced digital model of the earth’s
surface for the geographic area of Nebraska. A wide range of applications
benefit from having available current, accurate information on the relative height
and slope of the earth’s surface. In the past the collection of this type of
information on a large geographic area was cost prohibitive. Relatively new
LiDAR (Light Detection and Ranging) technology uses airborne remote sensing,
radar-like technology and has sufficiently lowered the costs/benefit ratio to make
it feasible to acquire updated, accurate digital surface modeling data for large
geographic areas.

Lead: Doug Hallum, Nebraska Department of Natural Resources and Larry Zink,
Coordinator, Nebraska GIS Council

Participating Entities: GIS Council; Nebraska Department of Natural
Resources; and state, local and federal agencies

Timeframe: December 2010

Funding: Itis believed that existing staff and resources will be sufficient to
complete this planning process

Status: An interagency working group has been established under the auspices
of the GIS Council, and supported by staff from the Department of Natural
Resources, to explore this area and develop recommendations. A collaborative
intergovernmental effort was undertaken in the summer of 2009 to contract for
the collection of LIDAR data in south central Nebraska for area approximately
one-fifth of the total geographic area of Nebraska. That data is expected to be
available early in 2010. Current discussions are underway to collect LiDAR for
the urban areas around Douglas, Sarpy and Lancaster Counties. This action item
will build upon these existing efforts.

Standards and Guidelines

7. The State Government Council working with the Technical Panel, will continue
to develop standards and guidelines to better coordinate state agency technology
efforts.

Lead: Rick Becker
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Participating Entities: Technical Panel, State Government Council
Timeframe: Ongoing
Funding: None

Status: Ongoing. New and revised standards and guidelines adopted in 2008-2009:
NITC 1-101: Definitions; NITC 1-103: Waiver Policy; NITC 1-201: Agency Information
Technology Plan; NITC 1-202: Project Review Process; NITC 1-203: Project Status
Reporting; NITC 1-204: IT Procurement Review Policy; NITC 1-205: Enterprise
Projects; NITC 5-202: Blocking Email Attachments; NITC 5-301: Use of Computer-
based Fax Services by State Government Agencies; NITC 7-101: Acceptable Use
Policy; NITC 7-403: Scheduling Standard for Synchronous Distance Learning and
Videoconferencing; NITC 8-301: Password Standard; NITC 8-401: Incident
Response and Reporting Standard

Other

8. Review issues and determine process for maintaining an inventory of non-
education state government technology assets, including hardware, applications,
and databases.

Lead: Office of the CIO
Participating Entities: State Government Council
Timeframe: 2010
Funding: None
Status: Continuation
9. Provide access to OCIO electronic billing information for state agencies.
Lead: Steve Schafer
Participating Entities: Office of the CIO and State Government Council
Timeframe: 2010
Funding: None

Status: New.

Future Action Items

1. Services identified as potential shared services by the State Government Council
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include:
¢ Active Directory
¢ Automated Building Systems (HVAC, access, etc.)
e Backup Management
o Data Security
¢ Database Management
e Desktop Support
¢ Desktop Virtualization
¢ Electronic Filing
e Electronic Records Management
e Encryption
¢ Enterprise Knowledge Management Databases
¢ General Platform Management
e Help Desk
e Payment Portal
¢ Project Management
e R&D
e Remote Access
e Security
e Server Consolidation / Virtual Servers
¢ Software Deployment and Management
¢ SQL Database Design and Development
¢ VVoice Network Design
¢ \/oIP
o Wireless
¢ Wiring Services

Completed Action Items (2007-2009)

Standards and Guidelines

1. New and revised standards and guidelines adopted: [2007] NITC 8-303: Remote

Access Standard; NITC 4-204: Emergency Information Page; NITC 8-304: Remote

Administration of Internal Devices; NITC 8-103: Minimum Server Configuration; NITC 7-

103: SMTP Routing Standard; NITC 7-102: DNS Forwarding Standard; NITC 8-101:

Information Security Policy; NITC 8-102: Data Security Standard; NITC 8-301 Password

Standard; and NITC 5-201: Email Policy for State Government Agencies. [2008-2009]
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NITC 1-101: Definitions; NITC 1-103: Waiver Policy; NITC 1-201: Agency Information
Technology Plan; NITC 1-202: Project Review Process; NITC 1-203: Project Status
Reporting; NITC 1-204: IT Procurement Review Policy; NITC 1-205: Enterprise Projects;
NITC 5-202: Blocking Email Attachments; NITC 5-301: Use of Computer-based Fax Services
by State Government Agencies; NITC 7-101: Acceptable Use Policy; NITC 7-403: Scheduling
Standard for Synchronous Distance Learning and Videoconferencing; NITC 8-301: Password
Standard; NITC 8-401: Incident Response and Reporting Standard.

Other

2. Review and revise procurement review process for IT related purchases by
state agencies. (2007)

3. Review options for integrating agency IT plans and IT project proposal forms
into new budget system. (2007)

4. Email shared service implementation. (2009)

5. Video conferencing shared service implementation. (2009)

6. Instant messaging shared service implementation. (2009)

7. Review secure file transfer shared service options. (2009)

8. RFP for contract vendors that provide temporary IT personnel. (2009)

9. Review issues and determine process for project status reporting. (2009)
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E-Government

2010

Objective

e To further the use of e-government to improve services and increase the
efficiency and effectiveness of agencies.

Description

The three goals for e-government are:

e Government-to-Citizen and Government-to-Business. Anyone needing to do
business with state government will be able to go to the state’s Web site, easily
find the information or service they need, and if they desire, complete all
appropriate transactions electronically. Areas to be addressed include citizen
portal enhancement; business portal enhancements; education portal; and forms
automation.

o Government-to-Government. State agencies will improve services and
increase the efficiency and effectiveness of government operations through
collaboration, communication, and data sharing between government agencies at
all levels.

e Government-to-Employee and Internal Operations. Agencies will examine
internal operations to determine cost-effective e-government applications and
solutions. The purpose of these efforts is to improve efficiency and effectiveness
by replacing manual operations with automated techniques.

The e-government principles guiding the council are:

o E-government should be considered a continuous process of using technology to
serve citizens and improve agency operations;

¢ Internet technologies create new opportunities for major change, including self-
service, integration of information and services, and elimination of time, distance
and availability of staff as constraints to providing information and services;

e Agencies have responsibility for performing statutory functions, which means that
agency directors must retain ownership of data, responsibility over the use of
information technology, and prioritization of projects within the agency to achieve
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the greatest benefit;

o Cooperation is critical to achieving the goals of e-government, in order to
integrate information and services and allow the easy exchange of information;

¢ An enterprise approach is essential to e-government, including the topics of
accessibility for disabled persons, architecture, directories, funding, portal,
privacy, security, and other issues; and

¢ E-government is defined as the use of technology to enhance information
sharing, service delivery, constituency and client participation, and governance
by transforming internal and external relationships.

Benefits
The primary benefits from the use of e-government are:
o Improved services for citizens and businesses.

¢ Increased efficiency and effectiveness for agencies.

Action Plan

Action Items

1. Provide better mobile browsing access and functionality for state government
websites.

Lead: State Government Council

Participating Entities: Office of the CIO, Webmasters Workgroup
Timeframe: Ongoing

Funding: None

Status: New action item.

2. Provide for better access to information and services from the OCIO by
providing services through an online Apps Catalog and Store.

Lead: Steve Schafer
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Participating Entities: Office of the CIO, State Government Council
Timeframe: 2010
Funding: To be determined.

Status: New action item.

3. Maintain the Education Portal on the State of Nebraska website.
Lead: Nebraska.gov (Nebraska Interactive LLC)
Participating Entities: Education Council
Timeframe: 2010-2011
Funding: No funding requested for this action item at this time

Status: New

Future Action Items

1. Work with the Nebraska.gov Manager and county officials to provide the means for
online payment of property taxes and other local fees. This system is currently being
provided by NACO/MIPS. Nebraska.gov will consider the cost benefit of moving forward
with this project.

2. Work with the Nebraska State Patrol to review options for providing online access to
certain, limited, criminal history information.

3. Develop an online application for use by businesses attempting to find a suitable site
for business development.

4. Develop strategies to address the following government-to-government activities:
* Intergovernmental Cooperation Groups. Expand upon current intergovernmental
cooperative efforts like the CJIS Advisory Committee and the GIS Council; and
develop new cooperative groups for those agencies that have specific, shared
interests.

* Integration of Government Information and Services. Develop strategies for using
Internet technologies to provide integrated access to information and services to
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citizens, businesses, employees, and other governmental entities.

* Forms Automation. Work with state agencies and political subdivisions to identify
and prioritize opportunities for automating forms that local government uses to
interact with state government.

5. The State Government Council will identify specific improvements and value-added
services to be incorporated into the state employee portal.

6. Develop method of providing authentication for “first time” users.

Completed Action Items (2007-2009)

1. Phase 1 of the online business registration project was completed in November 2007
with the creation of the Nebraska One-Stop Business Registration Information System
website (https://www.nebraska.gov/osbr/).

2. Department of Motor Vehicles provided for online specialty plate ordering in March
2008.

3. Phase 2 of the online business registration project was completed in January 2009.

In December of 2008, new code was launched, giving One Stop users the option to
create a basic account allowing them to save their business start up checklist, and to file
online. In January of 2009 the first online filings were integrated. The Office of the
Secretary of State’s Business Division accepted its first corporate filings online through
the system, LLC Biennial Reports and LLP Annual reports.

4. Department of Motor Vehicles provided for online vehicle registration renewals in
December 2008.
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Security and Business Resumption

2010

Objective

e To define and clarify policies, standards and guidelines, and responsibilities
related to the security of the state's information technology resources.

Description
Information security serves statutory goals pertaining to government operations and
public records. These include:

¢ Insure continuity of government operations (Article Ill, Section 29 of the Nebraska
Constitution; Neb. Rev. Stat. § 28-901 and 84-1201);

e Protect safety and integrity of public records (Neb. Rev. Stat. § 28-911, 29-2391, and
84-1201);

 Prevent unauthorized access to public records (Neb. Rev. Stat. § 29-319, 81-1117.02,
and 84-712.02);

e Insure proper use of communications facilities (Neb. Rev. Stat. § Section 81-1117.02);
and

e Protect privacy of citizens (Neb. Rev. Stat. § 84, Article 7).

Major activities include:

¢ Development of an overall security strategy, including policies, security awareness,
and security infrastructure improvements;

o Network security standards and guidelines;

e Education and training;

¢ Authentication (directory services);

¢ Disaster recovery for information technology systems (as part of a broader business

continuity planning);
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o Compliance with federal privacy and security mandates;

o Security assessments.

Benefits

Benefits will include lower costs by addressing security from an enterprise perspective,
cost avoidance, and protecting the public trust.

Action Plan

Action Items

Security
1. Implement security incident response team.
Lead: State Information Security Officer and State Patrol
Participating Entities: State Government Council, Security Work Group
Timeframe: 2010
Funding: No funding required for this task.

Status: Continuation

2. Develop policies and procedures governing the use of mobile devices on the
state network and review and make recommendations on the use of personal
devices on the state network.

Lead: State Information Security Officer

Participating Entities: State Government Council, Security Work Group
Timeframe: 2010

Funding: No funding required.

Status: New

3. Review and revise policies and procedures relating to identity management and
directory services.
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Lead: State Information Security Officer

Participating Entities: State Government Council, Security Work Group
Timeframe: 2010

Funding: No funding required.

Status: New

Business Resumption

4. Implement shared disaster recovery facilities. Mission critical systems have three
common requirements: 1) Recovery times must be measured in hours, not days or
weeks. 2) Recovery facilities should be physically separated so that they will not be
affected by a single disaster. 3) There must be staff available to assist with the recovery
efforts. Achieving these requirements is very expensive. Sharing disaster recovery
facilities and establishing a collaborative approach to disaster recovery is one strategy
for managing costs. The Office of the CIO and the University of Nebraska are jointly
developing a fast recovery capability using mutual assistance of physically separated
data centers.

Lead: Office of the CIO and University of Nebraska

Participating Entities: State Government Council

Timeframe: Ongoing

Funding: The cost and source of funding have not been determined.

Status: Continuation. An alternate site providing greater geographical
separation has been established. The University of Nebraska and the Office of
the CIO have acted on two important items:

o Established a fiber optic communications link between the University
and State enterprise server primary sites located in Lincoln and an
alternate site that provides greater geographic separation.

¢ Acquired and implemented an enterprise server that can provide
backup and execute assigned processing loads.

The acquisition and implementation of both items are complete. The University

and the State not only have their critical data mirrored at a geographically

separated site, but are working toward the capability, at the alternate site, to

continue the most critical enterprise server production processing with less than
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10 hours interruption.
The University of Nebraska and the Office of the CIO will continue to:

e Develop plans and procedures for fast recovery capability using the
mutual assistance of physically separated data centers.

o Develop a capabilities-based all-hazards approach to a multi-year
exercise program to evaluate plans, procedures and infrastructure
associated with the alternate site. The purpose of this exercise
program will be to measure and validate performance of capabilities
and critical tasks.

5. Promote disaster planning for information technology systems, including
developing elements of a common planning document and developing an
approach for common governance during an event.

Lead: Steve Henderson / Mark Robertson
Participating Entities: State Government Council
Timeframe: Ongoing

Funding: No funding required.

Status: Continuation. The Director-level meetings, chaired by Lt. Governor
Sheehy, identified critical business functions and categorized them into one of
three categories: public safety, public health and institutional care. Progress has
been made with public safety (lead by Nebraska State Patrol) in identifying:

» The agencies that work together in the public safety domain
» The data the partners use to complete their work
» The IT infrastructure used to support the data

Initial kick-off meetings have been held with public health (lead by Department of
Health and Human Services) to identify the same items. Work continues with
Nebraska Emergency Management Agency to understand and refine the
implementation of the incident command system and its interactions with the
State EOC. Work to integrate continuity of operations, disaster recovery,
emergency operations and emergency action plans has begun.
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6. Convene awork group to improve disaster recovery and business continuity
procedures, including homeland security preparedness, for all public entities.

Lead: Steve Henderson / Mark Robertson
Participating Entities: State Government Council
Timeframe: Ongoing

Funding: No funding required.

Status: New

Completed Action Items (2007-2009)

Security
1. Conduct annual independent security audits. (2008)
2. Enhance Network Security and Network Management.

Action: Investigate and recommend an enterprise solution to ensure that
encrypted traffic adheres to State security requirements. Status: Completed.
Migration of all Avaya firewalls to the Fortinet infrastructure. (2008)

Action: Evaluate and recommend options for providing encryption to clients
across the state’s Wide Area Network. Status: Completed. The State of
Nebraska has entered into a contract with PGP for whole disk encryption. (2008)

Action: Evaluate and recommend options for providing compliance auditing
across the state’s Wide Area Network. Status: Completed. The State of
Nebraska has purchased Cisco’s Compliance Manager and has been attending
training classes for staff. (2008)

Business Resumption

3. Encourage testing and updating of disaster plans. The Continuity of Operations
Planning/Disaster Recovery Planning Shared Services Group worked to develop and act
on ways to better coordinate disaster recovery planning and to provide for more
consistent disaster recovery plans. Status: Completed. An NITC standard (“Information
Technology Disaster Recovery Plan Standard”) has been put in place. Work has been
completed to better understand disaster recovery plan assumptions and dependencies.
(2008)
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