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Tuesday, June 12, 2007 
9:00 a.m. - 10:00 a.m.  

Varner Hall - Board Room  
3835 Holdrege St., Lincoln, Nebraska 

AGENDA 

Meeting Documents: Click the links in the agenda 
or click here for all documents (xx Pages, xxx KB). 

1. Roll Call, Meeting Notice & Open Meetings Act Information  

2. Public Comment 

3. Approval of Minutes* - April 10, 2007 

4. Project Reviews  

Ongoing Reviews 
- Retirement Systems - Jerry Brown  
Government Technology Collaboration Fund* 
- GIS - Nebraska Geospatial Data Sharing and Web Services Network  

5. Standards and Guidelines 

Recommendation to the NITC* 
- Remote Administration of Internal Devices Standard | Comments Received 
(One)  

6. Regular Informational Items and Work Group Updates (as needed) 

Accessibility of Information Technology Work Group  
Learning Management System Standards Work Group  
Security Architecture Work Group  

7. Other Business  

8. Next Meeting Date - July 10, 2007  

9. Adjourn 

* Denotes Action Item 

(The Technical Panel will attempt to adhere to the sequence of the published agenda, but reserves 



the right to adjust the order of items if necessary and may elect to take action on any of the items 
listed.) 

NITC and Technical Panel Websites: http://www.nitc.state.ne.us/ 
Meeting notice posted to the NITC Website: 2 MAY 2007  
Meeting notice posted to the Nebraska Public Meeting Calendar: 2 MAY 2007  
Agenda posted to the NITC Website: 8 JUN 2007
 



T E C H N I C A L  P A N E L  M I N U T E S  
TECHNICAL PANEL 

Nebraska Information Technology Commission 
April 10, 2007, 9 a.m. 

Varner Hall, 3835 Varner Hall 
Lincoln, Nebraska  

PROPOSED MINUTES 

MEMBERS PRESENT: 
Brenda Decker, Chief Information Officer, State of Nebraska 
Kirk Langer, Lincoln Public Schools 
Walter Weir, University of Nebraska 

MEMBERS ABSENT: 
Christy Horn, University of Nebraska, Compliance Officer 
Mike Winkle, Nebraska Educational Telecommunications Commission 

ROLL CALL, MEETING NOTICE & OPEN MEETINGS INFORMATION 

Mr. Weir called the meeting to order at 9:05 a.m. A quorum was present to conduct 
official business. The meeting notice was posted to the NITC website and the 
Nebraska Public Meeting Calendar website on February 28, 2007. The agenda was 
posted to the NITC website on April 5, 2007.  The Open Meetings Act Information 
was posted on the south wall of the meeting room. 

PUBLIC COMMENT 

There was no public comment. 

APPROVAL OF FEBRUARY MINUTES 

Under the Student Information System section, Mr. Weir corrected the name 
Sunguard SET to Sunguard SCT. 

Ms. Decker moved to approve the February 13, 2007 minutes with noted 
correction.  Mr. Langer seconded.  Roll call vote:  Decker-Yes, Langer-Yes, 
Weir-Yes.  Results:  Yes-3, No-0.  Motion carried. 

STANDARDS AND GUIDELINES-SCHEDULING STANDARD FOR 
SYNCHRONOUS DISTANCE LEARNING AND VIDEOCONFERENCING 

Donna Hammack, Chair of the Telehealth Governing Board, and Max Thacker, 
member of the Telehealth Governing Board, were present to address the panel.   

The Public Service Commission was not able to attend the meeting but did send a 
response via correspondence to Anne Byers.  The correspondence from the 
Nebraska Public Service Commission stated: 

The Telehalth Program does not utilize “state” owned technology or “state”
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funds.  The Telehealth Program is only a funding mechanism.  NSUF support 
directly flows to the telecommunications companies to lower the rates to 
access to their networks for the hospitals.  The NPSC does not own or 
purchase any of the telecommunications equipment, software or hardware 
used in the Telehealth Program.  
The contract for the purchase of this software was solely entered into between 
Windstream, Nebraska Inc. and the relevant hospital(s) using the system. The 
NPSC did not contract and is not legally responsible for the use, maintenance 
of or, the payment for the scheduling software purchases by Windstream or 
used by the hospitals.   

Ms. Hammack and Mr. Thacker proceeded with a telehealth scheduling system 
demonstration (http://www.netelehealth.net/). The website went live January 1st to 
begin tracking session and to collect data and is still under development.  There is 
a FAQ information section available for private citizens.  For actual users & 
administrators, some of the features include: 

On-line ability to request participation of a videoconference  
Checks schedules to avoid conflicts  
Currently, there are 109 sites in place  
System will advertise events open to the public  
Ability to generate usage reports   

Usage reports are submitted monthly to the PSC, and include qualitative feedback 
and tracking miles and time saved.  Ms. Hammack will send these to the panel.  
Ms. Hammack and Mr. Thacker answered questions of the panel members. 

RENOVO – DISTANCE LEARNING & VIDEOCONFERENCING SCHEDULING 
SYSTEM 

Renovo is currently being used in the state of Maryland, Wisconsin, Kansas, Maine 
and now Nebraska.  Different functional groups can interact with one another.  
Users will log on to “My Calendar” and will be able to do semester settings or one-
time class offering.  Gordon Rothemeyer stated that Renovo has been responsive 
to Nebraska’s needs, for example, offering a means of providing asynchronous 
courses.  The system can work efficiently with any email system sent directly from 
the web. 

USF RURAL HEALTHCARE PROGRAM RESTRICTIONS ON NETWORK 
CONNECTIONS 
Anne Byers, Community I.T. Manager and Donna Hammack and Max Thacker 

Bill England, administrator for Rural Health Care, was contacted on March 14th to 
discuss rules and guidelines for eligibility.  Entities eligible for rural health care 
dollars are post secondary institutions, rural and medical health clinics, non-profit 
hospitals, or a consortium of these entities.  Ms. Hammack will provide the 
Technical Panel with documentation detailing eligibility requirements. The rules 
make it very difficult to provide health care and health education information to 
entities such as K12 and state correctional facilities.  There is also a new definition 
for rural that will affect the hubs which would make Kearney and Norfolk ineligible.  
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Any community over 25,000 is now considered an urban community. 

It was suggested that this issue be presented to the NITC. 

STANDARDS AND GUIDELINES-RECOMMENDATIONS TO THE NITC 

No comments were received during the 30-day comment period.  The Technical 
Panel made no recommended changes. 

Mr. Langer moved to recommend the Minimum Server Configuration Standard, 
the SMTP Routing Standard, and the DNS Forwarding Standard to the NITC for 
review and final approval.  Ms. Decker seconded.  Roll call vote:  Decker-Yes, 
Langer-Yes, and Weir-Yes.  Results:  Yes-3, No-0.  Motion carried. 

STANDARDS AND GUIDELINES-SET FOR 30-DAY COMMENT PERIOD – 
REMOTE ADMINISTRATION OF INTERNAL DEVICES STANDARD 

Purpose:  These standards are designed to minimize the potential exposure from 
damages which may result from unauthorized use of resources; which include loss 
of sensitive or confidential data, intellectual property, damage to public image or 
damage to critical internal systems, etc. The purpose of this document is to define 
standards for agencies that connect from any State of Nebraska network or device 
to any State of Nebraska network or device. 
Objectives include: 

Provide guidance to State of Nebraska agencies employees, contractors, 
vendors and any other agent that access any State of Nebraska network or 
device.  
Provide a high level of security through industry standards and best practices.
Ensure a solution that is scalable to meet the current and future needs of 
state agencies, their employees, clients and customers, and business 
partners.  
Meet federal security requirements for remote access control.  

Mr. Langer moved to post the Remote Administration of Internal Devices 
Standard for the 30-day comment period. Ms. Decker seconded. Roll call 
vote:  Langer-Yes, Weir-Yes, and Decker-Yes.  Results:  Yes-3, No-0.  Motion 
carried. 

Mr. Hartman informed the panel that the work group is developing an Electronic 
Data Security Standard and part of the standard would be an agency compliance 
report. 

Mr. Becker reported that all of the NITC standards on the website will be conveted 
from PDF to HTML files. 

PROJECT REVIEWS – RETIREMENT SYSTEMS 
Jerry Brown, Project Manager 

The RFP was released on March 2, 2007.  The RFP and all addendums can 
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be viewed at http://www.das.state.ne.us/materiel/purchasing/1887.htm .  
March 15, 2007:  Round 1 of questions/answers from the vendors (Addendum 
Three; 69 questions).  Question/answer highlights: 

Wanted to know budget amount:  would not provide  
Wanted PIONEER program code:  could not provide  
Clarification of “look and feel”:  would include screen presentations, 
workflow, and report output formats, as much as is feasibly possible.  
Could the vendor work off-site/off-shore:  this is a vendor decision  
Is current vendor in good standing with NPERS? : Indicated yes.  

April 2, 2007:  Round 2 of questions/answers from the vendors (Addendum 
Seven; 55 questions).  Question/answer highlights: 

Wanted a change to proposal submission date: NPERS said no.  
Wanted to know if the State wanted Windows XP or Vista:  Indicated 
either was OK.  
Questions about FileNet (Imaging and Workflow) & COGNOS (reporting): 
Easily answered.  

April 18, 2007 @ 2:00 pm:  Proposal Opening. Review team has been formed. 
The Office of the CIO has assigned Skip Philson, Project Office, to be the 
Project Manager.  Skip has begun familiarizing himself with the business 
processes of NPERS.  
The Independent Verification & Validation function will be provided through 
the Office of the CIO.  

Panel members were given an opportunity to ask questions. 

REGULAR INFORMATIONAL ITEMS (AS NEEDED) 

Security Architecture Work Group, Steve Hartman.  Mr. Hartman reminded member 
about the Cyber Security Conference, April 18th, at Southeast Community College.
Howard Schmidt and Ira Winkler are keynote speakers. 

OTHER 

The Office of the CIO provided a special briefing on the Public Safety Radio project 
to the Appropriation Committee on March 30th.  

NEXT MEETING DATE AND ADJOURNMENT 

The next meeting of the NITC Technical Panel will be held on Tuesday, May 8, 
2007, 9:00 a.m., University of Nebraska-Varner Hall, 3835 Holdrege Street, 
Lincoln, Nebraska. 

Mr. Langer moved to adjourn. Ms. Decker seconded.  All were in favor.  
Motion carried. 

The meeting was adjourned at 10:55 a.m. 

Meeting minutes were taken by Lori Lopez Urdiales and review by  Rick Becker, 
Office of the CIO. 
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Nebraska Information Technology Commission 
 

Government Technology Collaboration Fund Grant Request 

Section 1: General Information  
 

Project Title Nebraska Geospatial Data Sharing and Web 
Services Network 

Agency (or entity) Office of the CIO 

Contact Information for this Project:
 

Name Larry Zink 
Address 502 S. 14th 

City, State, Zip Lincoln, NE 68508 
Telephone 402-471-3206 

E-mail Address Larry.Zink@cio.ne.gov 
 
 
 
Section 2: Executive Summary  
 
This proposal is a request is for partial startup funding of a two-year project to establish the Nebraska 
Geospatial Data Sharing and Web Services Network and to lay the foundation for its long-term 
sustainability.  This project is a collaborative interagency, intergovernmental project to develop an 
enterprise-level GIS/Geospatial Data Sharing Network and Web Services portal for Nebraska.  Geospatial 
data is data that contains information about the physical location (street address, latitude/longitude, etc.) 
of data elements and can be mapped and/or integrated with other data based on common or proximate 
locations. This geospatial data portal will facilitate interactive data access and exchange between state, 
local, federal agencies, the private sector and the general public.  The project will provide for both 
private/secured and open data access protocols for specific datasets.  The project will utilize the latest 
online GIS (Geographic Information System) mapping technologies to provide a foundation upon which 
public agencies can build their own agency-specific online geospatial analysis/mapping applications.  
Agency applications could be for either external data/map sharing and/or internal-only use and they could 
be built to rely on agency-only data or use the data-sharing network to integrate data from multiple 
sources. 
 
Some agencies currently provide online data access and/or online GIS/mapping services, and the project 
will not duplicate those efforts, but will instead provide interactive links to those existing services through 
the geospatial portal.  Where agencies do not currently provide online data access or online mapping 
services, the project will provide agencies with the opportunity to store their geospatial data in a data 
repository.  This data could then be made available through the data-sharing network and web mapping 
services to other entities — in either an open or secure environment.  The project will also provide limited 
technical assistance to help agencies establish online linkages to the data-sharing network and develop 
online applications based on the project’s infrastructure and access to a wide range of geospatial data. 
 
Section 3: Goals, Objectives, and Projected Outcomes (15 Points) 
 
1. Describe the project, including:  

• Specific goals and objectives;  
• Expected beneficiaries of the project; and 
• Expected outcomes. 
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Nebraska Information Technology Commission 
 

Government Technology Collaboration Fund Grant Request 

Goal.  Develop a Nebraska enterprise-level geospatial web portal, with Internet mapping and data 
services, to serve the users of Nebraska related GIS/geospatial data and enable those users to efficiently 
and reliably find, access, display, and build public information applications utilizing the geospatial data 
maintained by a wide variety of state, local and federal agencies.   
 
Objectives of this two year project 

1. Create Data-sharing Network.  Create an online geospatial data-sharing network, which will 
allow public agencies to share their geospatial data with other public agencies and/or the public 
and the private sector via live interactive links to their most up-to-date data. 

2. Develop Data-sharing Security Protocols.  Develop data access security protocols and 
mechanisms for the geospatial data-sharing network, which will enable data-sharing agencies to 
allow either full open public access and/or password-controlled access to specific datasets and/or 
functionalities. 

3. Provide Enterprise Internet Mapping Services.  Implement an enterprise-level online GIS 
Internet mapping service to enable public agencies to share/publish/display their geospatial data 
and to enable users to combine, map, analyze, display and download geospatial datasets from 
multiple agencies. 

4. Establish Enterprise Geospatial Data Repository. Develop an enterprise-level geospatial data 
repository, which will allow public agencies to maintain up-to-date copies of selected agency 
geospatial datasets on enterprise data servers and provide online access to those datasets 
through the data-sharing network and/or the GIS Internet mapping service. 

5. Empower Public Agencies. Strengthen the capability of public agencies to fulfill their missions 
by providing them with new tools to develop customized, agency-specific online GIS applications 
through the utilization of the enterprise-level infrastructure, technical support, and access to data 
from multiple agencies that will be provided by this project. 

6. Improve Public Services.  Improve public services by enabling the general public and other 
agencies to access and display an agency’s information via a more user-friendly, intuitive 
graphical map interface rather than tabular data formats.  Make public policy implementation 
more consistent and coordinated across state and local agencies by making commonly needed, 
up-to-date data more readily accessible to all.   

7. Save Public Resources.  Save public resources by making these public investments for 
hardware, software, and technical support resources at the enterprise level and thereby minimize 
the need to duplicate these investments at every public agency.  Save resources by reducing the 
likelihood of duplicate data investments, by making it easier to reliably find and access similar 
geospatial data that is available at other agencies.   Save resources by developing data-sharing 
protocols at the enterprise level instead of the individual agency-to-agency level, which would 
then need to be revised or synchronized when other agencies’ data-sharing protocols conflict.     

8. Facilitate Data-sharing.  Facilitate data-sharing between public agencies at the state, local and 
federal level by making it easier to find and access data of the specific type of data needed that 
may be available at another agency.  Facilitate data-sharing by requiring data listed on the data-
sharing network to be documented with formal metadata (data about the data).  Facilitate data-
sharing by arranging, in advance, specific data-sharing agreements, which outline the 
understandings related to sharing of a specific dataset.    

 
Expected Beneficiaries: 

Public agencies will gain reliable access to current geospatial data that is maintained by others and 
to an online enterprise-level geospatial applications development platform. 

Public agencies that currently do not have the technical expertise, hardware, software, and/or 
collaboration agreements with other agencies will gain an enhanced ability to display and 
analyze geospatial data at a minimal startup cost for the agency,  
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Nebraska Information Technology Commission 
 

Government Technology Collaboration Fund Grant Request 

Private Sector will gain enhanced access to public information in a more intuitive and graphically 
enabled format more suited for making their business decisions. 

General Public will gain enhanced access to public information presented in a more intuitive 
graphical mapping format. 

 
Expected Outcomes: 
 

An Enterprise-level GIS/Geospatial Data Sharing Network and the Web Services portal which will 
address the expanding needs of public/private Nebraska GIS users and applications are the primary 
expected result of this project.  Increased efficiency, reduced duplication, expanded services, and 
increased access to existing state, local and federal Nebraska-related geospatial data is also 
expected. This Data Sharing Network portal will facilitate intergovernmental access and integration of 
geospatial data from a wide variety of state/local and federal agencies and serve a wide range of 
public applications requiring current geospatial data.     

 
2. Describe the measurement and assessment methods that will verify that the project outcomes have 

been achieved. 
 

The Nebraska GIS Steering Committee, with the support of the Office of the CIO, will provide 
oversight and will establish policy and standards for implementation and operation of the Nebraska 
Geospatial Data Sharing and Web Services Network. Day-to-day management will be guided by 
an intergovernmental advisory committee identified by the Steering Committee.   
 
A preliminary two-year timeline of project milestones and deliverables has been developed by the 
Project Team.  These will be reviewed and refined when the project technical lead and support staff 
become available.  A summary of these proposed deliverables is provided below.  While these 
milestones and deliverables very well may need to be adjusted as the project progress, they will 
provide a visible means of verifying project outcomes that have been achieved.  A more detailed 
breakout of this preliminary two-year project timeline and milestones is available in Section 6, 
question 10. 
 
Year 1 Deliverables 
• Staff the project and develop administrative model  
• Develop initial proposal for overall Project Architecture 
• Initial development of standards (e.g., data exchange, network, documentation) 
• Initial assessment of security needs 
• Identify and acquire hardware and software for Year I 
• Initiate data-sharing agreements process 
• Establish network for data exchange 
• Build and populate repository storage as necessary  
• Build and populate Phase 1 web site for data exchange  
• Hold workshops for users – training and system assessment 
• Prepare a report detailing lessons learned, standards adopted, and needs to be addressed during 

the next project phases 
  

Year 2 Deliverables 
• Conduct user’s assessment of Year 1 accomplishments/prototype portal  
• Enhance automated data access with additional non-sensitive data (e.g., aerial and satellite 

imagery, dynamic data such as climate and drought data) 
• Refine requirements for operations and maintenance and acquisition of initial dedicated technical 

staff resources 
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• Finalize processes for moving data between participating agencies 
• Finalize standards development 
• Finalize security processes and protocols 
• Finalize administrative model and needs (long term funding plan) 
• Finalize data-sharing agreement protocols  
• Finalize requirements for operations and maintenance 
• Initiate sharing of web-mapping services and base geospatial information from the open public 

access/view component of the project with GOS and The National Map. 
• Hold workshops for users – training and system assessment 
• Prepare a report detailing needs to be addressed during the next project phases 

 
 
3. Describe the project’s relationship to your agency comprehensive information technology plan. 
 

This Nebraska Geospatial Data Sharing and Web Services Network project proposal has been 
developed by the Office of the CIO, in conjunction with, and in response to, an NITC GIS Shared 
Services initiative jointly sponsored by the NITC State Government Council and the Nebraska GIS 
Steering Committee.  The Office of the CIO worked with these two IT coordinating entities to convene 
a GIS Shared Services Working Group to develop a proposal for implementing an enterprise-level 
Internet mapping service and geospatial data-sharing network, which was defined as a desired 
Shared Service in the 2006 NITC Statewide Technology Plan.  Most recently, this GIS Shared 
Services initiative was outlined on page 52 of the NITC’s Statewide Technology Plan, Digital 
Nebraska: Envisioning Our Future 2007 Update. 

 
Implement Geographic Information System (GIS) as a shared service. 
Action: Develop a plan for the coordinated delivery of Internet mapping services by state agencies, 
with the objectives of making GIS services and existing GIS/geospatial data readily available to a 
broader array of agencies, improving data access and services to the public, minimizing unnecessary 
duplication of effort, providing data and system backup, and where appropriate, provide for a 
coordinated security system, including the possibility for limited data access and password protection. 

Participating Entities: State Government Council; GIS Steering Committee 

Timeframe: Follow-up implementation planning in 2007. 

Funding: Initial planning should be possible with existing resources available for agencies currently 
providing or developing Internet mapping services.  More detailed planning and implement may 
require additional resources, which would become clear as a result of the initial planning. 

Status: Continuation. Interagency working group has developed a consensus Project Charter and an 
initial pilot demo of a geospatial data exchange and web services network. A $43,000 grant has been 
secured. 

 
 
Section 4: Project Justification / Business Case (25 Points) 
 
4. Provide the project justification in terms of tangible benefits (i.e. economic return on investment) 

and/or intangible benefits (e.g. additional services for customers). 
 
A high percentage of the decisions made in government and industry, and many day-to-day decisions 
made by individuals, are substantially based on analyses of geospatial data.  These include decisions 
related to property valuation and taxation, redistricting, drought management, grazing management, 
school bus routing, economic development, water pollution mitigation, water rights management, soil 

 Page 6 of 25 



Nebraska Information Technology Commission 
 

Government Technology Collaboration Fund Grant Request 

conservation, wildfire risk assessment, dispatching emergency vehicles, homeland security, law 
enforcement, public health and literally hundreds of others.  GIS technology cuts across virtually all of 
the social and natural sciences, business, agronomy, medicine, planning, law, emergency services, 
engineering and computer science – in short, every area of endeavor in which maps have traditionally 
been employed. Today, GIS is one of the fastest growing information technologies. 
 
Much of the power of GIS lies in its ability to facilitate integration and analysis of data from multiple 
sources.  As the use of GIS has expanded across Nebraska (Table 1), the need for users to quickly 
and reliably identify, access and share data across institutional and jurisdictional boundaries has 
become acute. 
 
Table 1.  Some Nebraska Agencies Using GIS 

 
Conservation and Survey Division, University 
of Nebraska-Lincoln 

Lincoln Electric System 
 

Nebraska Department of Environmental Quality Hastings/Adams County 
Nebraska Department of Health and Human 
Services 

Lincoln/Lancaster County 

Nebraska Department of Natural Resources Omaha/Douglas County 
Nebraska Department of Roads Grand Island/Hall County 
Nebraska Emergency Management Agency Scottsbluff/Scotts Bluff County 
Nebraska Game & Parks Commission Kearney/Buffalo County 
Nebraska National Guard Sarpy County 
Nebraska Natural Resources Districts Merrick County 
Nebraska Department of Property Assessment 
and Taxation 

U.S. Army Corps of Engineers, Omaha District  

Nebraska Public Service Commission U.S. Geological Survey Nebraska Science 
Center 

Nebraska Public Power District U.S. Environmental Protection Agency  
Nebraska State Data Center, University of 
Nebraska-Omaha (census data) 

U.S. Department of Agriculture Farm Services 
Agency (Nebraska Office) 

Nebraska State Surveyor’s Office U.S. Department of Agriculture Natural 
U.S. Fish and Wildlife Service (Nebraska 
Office) 

Resources Conservation Service (Nebraska 
Office) 

Omaha Public Power District U.S. Department of Agriculture Farm Services 
Agency (Nebraska Office) 

 
The challenge of facilitating broad and easy access to the growing array of geospatial data is not 
limited to Nebraska.  Most states and federal agencies, and many local governments are struggling 
with how best to address this need. The federal government has taken the lead in attempting to 
resolve such issues among federal agencies.  The most noteworthy efforts include Geodata.gov 
(Geospatial One-Stop) (http://gos2.geodata.gov/wps/portal/gos) operated under the auspices of the 
Federal Geographic Data Committee and The National Map (http://nationalmap.gov/) developed by 
the U.S. Geological Survey.   In addition, the Environmental Systems Research Institute (ESRI), a 
private GIS software firm, provides the Geography Network (http://www.geographynetwork.com/).  
These portals generally provide a variety of tools to facilitate searches for data  and often allow users 
to view and download data.  Datasets developed by federal agencies are often readily accessed with 
these sites, but data from state and local governments is only sporadically available. 
 
Many states have, in recent years, developed geospatial data portals that emulate, and often improve 
on, services offered by the national portals.  Such sites are tailored to meet specialized needs of each 
state’s agencies and other clients.   
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Table 2.  Some Existing State Geospatial Data Portals 
California Spatial Information Library – http://gis.ca.gov/index.epl
North Carolina One Map - http://www.nconemap.com/
Delaware Geospatial Information Clearinghouse - http://maps.rdms.udel.edu/Portal/
Arkansas GeoData Clearinghouse - http://www.geostor.arkansas.gov/Portal/index.jsp
Missouri Spatial Data Information Service - http://www.msdis.missouri.edu/
Kansas Geospatial Community Commons - http://www.kansasgis.org/
Wisconsin Land Information Clearinghouse - http://www.sco.wisc.edu/wisclinc/index.php
Arizona GeoData Portal - http://agic.az.gov/portal/main.do
Kentucky GeoPortal - http://kgsweb.uky.edu/arcimsSearch.asp

 
A few agencies in Nebraska have made significant efforts to assist GIS users in identifying and 
accessing selected data.  On a statewide basis, the most noteworthy is the work of the Nebraska 
Department of Natural Resources (NDNR) which has continually enhanced its Data Bank over the 
past 20 years (http://www.dnr.ne.gov/databank/geospatial.html).  The Conservation and Survey 
Division (CSD) of UNL has also provided a web site that assists users in finding and acquiring 
geospatial data (http://csd.unl.edu/general/gis-datasets.asp).  The Center for Advanced Land 
Management Information Technologies (CALMIT) at the University of Nebraska-Lincoln uses IMS 
(Internet Map Server) technology to provide access to selected satellite imagery and to datasets on 
land use (http://www.calmit.unl.edu/cohyst/).  The Nebraska Game & Parks Commission (NGPC) has 
recently begun to implement an IMS (Internet Map Server) site to access some of that agency’s data. 
 
Locally, the City of Lincoln and Lancaster County have been leaders in developing user access to 
local government GIS data (http://ims.lincoln.ne.gov/gisweb/home.htm).  The City of Omaha/Douglas 
County, Sarpy County, Scottsbluff County, and others are also developing online access portals to 
local GIS data. And regional agencies such as the Lower Platte North Natural Resources District 
have implemented extraordinarily useful IMS-based tools such as NRD MapMaker 
(http://www.lpnnrd.org/projects/gis/mapmaker.html). 
 
Although several Nebraska agencies have made much progress in GIS and some provide online 
access to geospatial data, no site currently provides anything close to comprehensive access to the 
Nebraska-related geospatial data maintained by local, regional, state and federal agencies.  At the 
present time, no Nebraska agency is charged with the responsibility for operating such a site or 
funded to provide such services.   
 
Because of the lack of such a comprehensive Nebraska geospatial portal, it is often difficult for 
agencies to find and arrange for access to needed existing data.  It is also difficult to assure that one 
agency has a copy of the most recent version of a dataset that is maintained by another agency.  
Consequently, many agencies expend considerable technical resources in finding, accessing and 
maintaining up-to-date versions of existing geospatial datasets, or in some cases duplicating existing 
datasets.  While it will undoubtedly take a period of time to develop the interagency relationship that 
will allow anything near a comprehensive geospatial portal to be developed, this intergovernmental 
project is designed to put in place the technical foundation and the initial intergovernmental 
coordination and agreements necessary to build and sustain such a portal. 
 
In many ways, this proposed project reflects the goals outlined in the NITC mission statement:  

"The mission of the Nebraska Information Technology Commission is to make the State of 
Nebraska's information technology infrastructure more accessible and responsive to the needs of 
its citizens, regardless of location, while making investments in government, education, health 
care and other services more efficient and cost effective." 
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5. Describe other solutions that were evaluated, including their strengths and weaknesses, and why 
they were rejected. Explain the implications of doing nothing and why this option is not acceptable. 
 
Several nuances/options were considered in developing a proposal which was consistent with the 
charge of the NITC GIS Shared Services action item to ”Develop a plan for the coordinated delivery 
of Internet mapping services by state agencies, with the objectives of making GIS services and 
existing GIS/geospatial data readily available to a broader array of agencies, improving data access 
and services to the public, minimizing unnecessary duplication of effort, providing data and system 
backup, and where appropriate, provide for a coordinated security system, including the possibility for 
limited data access and password protection”.   
 
Centralized versus Decentralized Data Repository.  Among the options evaluated was a design 
consideration as to whether the system would be designed around a requirement that all served 
geospatial data would be hosted by and served from an enterprise-level geospatial data repository 
server(s).  This option was ultimately rejected in favor of allowing agencies the option of either 
copying data to and serving data from an enterprise-level data repository or allow agencies to arrange 
for online linkages, through the geospatial portal, to their data via existing online data and/or mapping 
services.  Providing linkages to existing agency online data and/or mapping services make it more 
likely that the most current version of the data will be accessible to users.    Requiring all data to be 
stored on an enterprise data repository would have significantly increased the storage and 
management requirements related to maintaining a data repository.  Some agencies have also 
expressed reluctance to relinquish control of their sensitive data by copying it to a data repository 
server.  On the other hand, by building an enterprise-level data repository in the proposed system 
design, the project will enable agencies that do not currently provide online data and mapping 
services to partner in this effort by making their data available through the data repository.  Some 
agencies that currently have online data services have also indicated that they may choose to use the 
data repository, as a means to minimize the impact of system users upon their internal data servers.  
Other agencies have expressed an interest in potentially using an automated update of their data in 
the data repository serving as another means of data backup for them. 
 
Hardware and Software.  Another nuance/option considered was the software and hardware upon 
which to base the development of the system.  While the final decision on these items will be deferred 
until the technical staff for the project can have input, preliminary decisions have been made, which 
have provided some of the foundation for this proposal.  The Working Group has preliminarily decided 
to base the GIS component on the relative new ESRI product, ArcGIS Server 9.2 and the system’s 
database management functionality around SQL Server software.  Additional discussion of the 
rationale behind these preliminary decisions can be found in Section 5, question 7.   
 
Interagency versus Public Access.  Another nuance/option considered was the degree to which this 
system would be designed around primarily serving the geospatial data exchange needs of state and 
local agencies as contrasted with a focus on providing open public access to this data.  Other 
perspectives on this contrast might be arranging for secure data access versus arranging for 
providing open data access; or yet another perspective is the need to design for differing levels of 
GIS sophistication for the expected users of the system.  The Working Group has proposed the 
development of a system, which will over time seek to address a wide range of expected user needs 
including secure and non-secure data access; user-friendly front-ends with limited geo-analytic tool 
availability and also providing access to and support for a wide-range of geo-analytic tools upon 
which agencies can develop customized applications.  The Working Group also recognizes that this 
will involve a development process, with some of these capabilities developed prior to others.   
 
Institutional Base for Project. Another nuance/option considered was the most appropriate 
institutional home for this collaborative intergovernmental project.  Because no state agency currently 
has a clearly defined mandate to develop and maintain such an enterprise geospatial data-sharing 
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network, there was not an obvious choice.  Several cooperating agencies had some aspects of the 
needed technical expertise and experience, technical infrastructure, agency mandates, and 
institutional management capabilities and flexibilities, but no one agency had all of these perceived 
requirements.  For these reasons, it is proposed that this Geospatial Data Sharing and Web Services 
Network will be initially developed as a collaborative effort based primarily in the Office of the CIO and 
the University of Nebraska Center for Advanced Land Management and Information Technology 
(CALMIT), with active partnerships and collaboration from several state and local agencies.  The 
Office of the CIO will provide the formal institutional home and oversight for the project and will enter 
into an interagency agreement with UNL-CALMIT to provide technical support services for the project.  
The Office of the CIO will bring to this project its supportive relationships with the Nebraska GIS 
Steering Committee and the State Government Council, its project management capabilities, its SQL 
Server capabilities, its flexible organizational capabilities for IT project management, and its 
experience in implementing interagency IT project.  UNL-CALMIT will bring to this project its in-house 
GIS expertise, its organizational flexibility in hiring needed GIS technical support and management, 
and its access to a professional and student community exposed to the latest innovations in GIS 
technology.  Other state and local agencies will be invited to be actively involved in the development 
and management of this enterprise service.  It is proposed that an intergovernmental advisory 
committee will be convened by the Nebraska GIS Steering Committee to provide on-going technical 
and policy guidance for the development and maintenance of this enterprise-level service. 

  
“Do Nothing” Option.  Currently numerous state, local and federal agencies have purchased and/or 
invest in maintaining geospatial data to assist in carrying out their assigned agency mission.  Some of 
these state or local agencies also provide limited agency-specific online access and/or Internet 
mapping services related to the geospatial data that they maintain.  There are also many public 
geospatial datasets that are not currently available via online access.  Most agencies also acquire 
copies of other geospatial datasets that have been purchased and/or are maintained by other state, 
local or federal agencies for use as a part of their geospatial data analyses.  In most cases this 
transfer of geospatial data from one agency to another is accomplished via unique agency-to-agency, 
one-point-in-time file transfer agreements and arrangements, using either Internet download or 
portable hard drives.  There is currently no functioning enterprise-level Nebraska geospatial portal 
where an agency can go to find, access and download the broad cross-section of available geospatial 
data related to Nebraska.  The “doing nothing” option would likely result in a continuation of the slow 
proliferation of agency-specific online portals for their particular agency’s geospatial data and the 
further development of a complex web of overlapping agency-to-agency specific agreements for one-
point-in-time data transfer arrangements.  A considerable amount of agency technical personnel time 
and resources are involved in finding and arranging for these data transfers.  Because these 
arrangements are agency specific, when another agency is interested in the same data, the 
processes  (and therefore the technical resource requirements) start all over again.   
 

6. If the project is the result of a state or federal mandate, please specify the mandate being addressed.  
 
This project is not the result of a specific state or federal mandate.  However, it is the direct result of a 
Shared Services initiative endorsed by the NITC State Government Council and the Nebraska GIS 
Steering Committee and included in the NITC Statewide Technology Plan.  Numerous national 
studies and white papers have addressed the importance of GIS/geospatial coordination and have 
pointed to the pivotal role of strong state GIS coordinating councils in facilitating data-sharing across 
all levels of government.  As the technology and coordinating structures have evolved, state 
geospatial portals, such as the one proposed in this project, are becoming a key tool for facilitating 
geospatial data-sharing. 

Federal Geographic Data Committee’s Fifty States Initiative  
 http://www.nsgic.org/hottopics/fiftystates_initiative.pdf

National States Geographic Information Council - A State Model for Coordination of Geographic 
Information Technology  http://www.nsgic.org/states/statemodel_git.pdf 
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Section 5: Technical Impact (20 Points) 
 
7. Describe how the project enhances, changes or replaces present technology systems, or implements 

a new technology system. Describe the technical elements of the project, including hardware, 
software, and communications requirements. Describe the strengths and weaknesses of the 
proposed solution. 
 
There are currently over 100 statewide, regional and local geospatial datasets, and thousands of 
aerial and satellite images, now available for Nebraska. Collectively, these datasets probably 
currently total at least 50 Terabytes (Tb) of disk storage (note that 10 Tb = printed collection of the 
Library of Congress).  These data constitute an invaluable resource for the State.  There is currently 
no central access point to find and access this wealth of Nebraska-related data. 
 
This project will lay a solid foundation for the development of a centralized geospatial portal, which 
will enable users of Nebraska-related geospatial data to find, display and download available data. 
The project will also provide the online geospatial tools and interagency data access that will enable 
public agencies to develop customized online GIS applications (internal or external) to further the 
accomplishment of their agency missions.  The project will not replace, but will build on and provide a 
central access point for existing, distributed online geospatial data and mapping services currently 
provided by state, local and federal agencies.  The project will also provide a geospatial data 
repository which will enable agencies which maintain geospatial data, but do not currently provide 
online data access or mapping services related to their data to provide other agencies and the public 
with access to their data.   
 
Hardware and Software.  While the final decision on hardware and software will be deferred until the 
lead technical staff for the project can have input, preliminary decisions have been made, which have 
provided some of the foundation for this proposal.  The two primary software components are the 
online GIS data/mapping server and the database management system.  The Working Group has 
preliminarily decided to base the GIS component on the relatively new version of ESRI ArcGIS Server 
9.2, which was designed specifically for this type of application.  ESRI is the GIS software vendor 
used by the vast majority of the state and local partners in this project.  The use of this software will 
make it very likely that the software used by these project partners will be compatible with this online 
GIS server engine and that the project partners will be familiar with the software tools.  The one 
significant exception to this pattern is the Nebraska Department of Roads that primarily uses 
Intergraph and GeoMedia GIS software.  However, NDOR also uses ESRI products and feels 
comfortable that data-sharing protocols can be arranged. It is expected that a relatively high-end 
server will be required for the hosting the ArcGIS Server software, but a decision on the specifics of 
this hardware will be deferred until lead GIS technical support staff can have input.  The Working 
Group has also made a preliminary decision to build the system’s database management functionality 
around SQL Server software.  Drivers for this decision include: costs; the availability of SQL Server 
software, related hardware, and technical assistance within the Office of the CIO; the fact that the 
existing OCIO SQL Server-related hardware/software capabilities would allow for considerable 
flexibility in starting small, but expanding the system as it grows; and the fact that ESRI ArcGIS 
Server software is designed to integrate easily with SQL Server software.   
 
Communications. The data communications network for the project will based on Internet protocols 
and rely on the existing broadband network to provide connectivity between state and local agencies 
and existing private Internet connectivity to provide service to the general public and private sector. 
 
 
 
 
 

 Page 11 of 25 



Nebraska Information Technology Commission 
 

Government Technology Collaboration Fund Grant Request 

8. Address the following issues with respect to the proposed technology: 
• Describe the reliability, security and scalability (future needs for growth or adaptation) of the 

technology. 
• Address conformity with applicable NITC technical standards and guidelines (available at 

http://www.nitc.state.ne.us/standards/) and generally accepted industry standards. 
• Address the compatibility with existing institutional and/or statewide infrastructure. 

 
It is important to note that the number of datasets and data volume will increase annually as new data 
are digitized, more agencies adopt GIS, and existing datasets are updated. As more agencies use 
GIS, the demand for data access will increase as well.    This growth trend is particularly noteworthy 
as more local governments adopt GIS technology and state agencies desire ready access to these 
highly accurate local datasets for state-level applications.  This trend towards an increasing demand 
for online GIS capability and data access will also be heightened as more agencies become 
comfortable with the concept and the reliability of the proposed Nebraska Geospatial Data Sharing 
Network.  This will result in more data being made available thru the Data Sharing Network and more 
agency applications being built based on the availability of that Network.  The project Working Group 
is aware of these trends and proposes to build a system with the flexibility to adapt. 
 
Reliability and Scalability. The adoption of ESRI ArcGIS Server and SQL Server software to should 
provide this proposed system with a considerable level of reliability, security, and scalability as these 
are leading OTS software designed with these considerations in mind.  The adoption of the new 
version ArcGIS Server 9.2 raises some concerns of bugs to be worked through.  However, since 
ESRI is the number one GIS software vendor and this software is a key ESRI initiative, it is likely that 
there will be considerable support available through ESRI to solve those problems.  The Working 
Group decided that even given these likely problems with a significantly new software product, it did 
not make sense to design a new system around yesterday’s technology.  The proposed project is 
designed around the Office of the CIO SQL Server capability in part because the Working Group felt 
that the OCIO would take on much of the burden of providing the reliability, security, and scalability 
on the DMS side.   
 
Security.  One of the early project implementation foci will be developing the data/network security 
protocols that will allow participating partners to fell comfortable in selectively sharing geospatial data 
and services over the Data Sharing Network.  Tools to provide that data security are available in both 
the ArcGIS Server and the SQL Server software and efforts will be made to build upon existing 
security protocols built into the state’s network. 
 
Standards.  One of the major NITC technical standards that this project will impact is the requirement 
that state-funded geospatial data be documented with formal metadata describing the data.  Data will 
not be made available on the Data Sharing Network unless it is documented consistent with the NITC 
Metadata Standard.  The adoption of ESRI ArcGIS Server as a foundation software means from a 
practical point of view the system will be consistent with generally accepted industry standards, since 
ESRI is the number one GIS software vendor.  However, it is also the intention of the project Working 
Group to develop the system such that data and mapping services will also be available according to 
Open GIS standards and therefore be vendor neutral.  
 
Compatibility with Existing Infrastructure.  This project will be designed to build upon and be 
compatible with existing infrastructure wherever practical.  Existing online data and mapping services 
provided by public agencies will be linked through the portal.  The adoption of ArcGIS Server and 
SQL Server software will enhance system compatibility as they are widely used.  The data 
communication network will be based on existing services and protocols.  The portal will be designed 
to work and communicate with national geospatial portals such as The National Map, Geospatial 
One-Stop, and the ESRI Geography Network.  Efforts to comply with Open GIS standards will also 
increase the level of compatibility with systems that maybe somewhat less in the mainstream. 
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Section 6: Preliminary Plan for Implementation (10 Points) 
 
9. Describe the preliminary plans for implementing the project. Identify project sponsor(s) and examine 

stakeholder acceptance. Describe the project team, including their roles, responsibilities, and 
experience. 

 
Project Sponsors  
 Office of the CIO, on behalf of the 

 Nebraska GIS Steering Committee and the NITC State Government Council 
 

Background and Proposed Implementation Approach 

Following the adoption of the Shared Services — Internet Mapping Action Item by the NITC State 
Government Council and the Nebraska GIS Steering Committee, the Office of the CIO took the lead 
in convening a broad-based, intergovernmental Project Team to further develop the concept and 
define an conceptual approach for implementation.  In 2006, this Project Team developed a Project 
Charter, which outlined a broad interagency vision for a Nebraska Geospatial Data Sharing and Web 
Services Network.  This shared vision included a multi-year implementation process and recognized 
the need for dedicated technical staff to sustain the effort.  A listing of the key members of that Project 
Team is provided below. 
 

 Project Team: NE CIO:  Steve Henderson, Information Technology Manager, Office of the CIO  
  NE GIS Steering Committee/CIO:  Larry Zink, GIS Coordinator 
  NE Dept. of Natural Resources:  Steve Rathje, Senior Analyst  
  NE Dept. of Environmental Quality:  Dennis Burling, Info. Technology Manager  
   and Paul Yamamoto, Infrastructure Support Analyst Senior 
  NE Dept. of Roads:  Jon Ogden, Business Technology Support Manager and 
   Steve Brown, GIS Manager  
  NE Health and Human Services System:  Chris Chalmers, GIS Coordinator 
  NE Emergency Management Agency: Sue Krogman, Information Tech. Admin.  
  NE Game and Parks Commission:  Sudhir Ponnapan, GIS Specialist 
  NE Dept. of Agriculture:  Tom Jensen, Div. Administrator, Ag. Laboratories and 
   Craig Romary, Environmental Programs Specialist 
  UNL-Center for Advanced Land Mgmt. Info Tech.:  Chad Boshart, Project Mgr. 
  Lincoln/Lancaster County:  Jim Langtry, GIS Manager, County Engineer’s Office 
  Omaha/Douglas County:  Mike Schonlau, GIS Coordinator 
  Sarpy County:  Eric Herbert, GIS Coordinator 

 
Although, as previously noted, some federal agencies and other states have implemented geospatial 
data portals, the work is technically and administratively complex.  The Project Team believed that 
establishing a fully-functional Nebraska Geospatial Data Sharing and Web Services Network 
would take two/three years of effort and dedicated full-time staff.  The Team proposed that the project 
be implemented in phases, each phase designed to achieve concrete deliverables and provide 
specific advances in interagency data exchange capabilities.  Each project phase will build on the 
previous phase(s).   For example, sensitive data will not be available through the data exchange 
network until the later phases of the project, after security and permission protocols have been 
developed and tested.  As part of this learning and building process, it is expected that the design of 
the project phases will evolve over time. 
 
Need for Dedicated Technical Staff.  In the latter half of 2006 and early 2007, a Working Group (a 
subset of the Project Team) continued efforts to further define and pursue early project 
implementation steps.  While the adopted Project Charter spoke directly to the need for dedicated 
technical staff to support and lead the project, it also envisioned the possibility of initial steps being 
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taken based on existing in-house technical staff from project partner agencies. The technical 
complexity of the project, together with the reality of limited free time of the existing agency technical 
staff, lead this Working Group to prioritize the pursuit of the dedicated technical resources necessary 
to lead and support this project.  It became clear to the Working Group that while it was reasonable to 
expect existing agency technical staff to support their particular agency’s linkage and participation in 
the project, it was not realistic to expect those agency technical staff to develop and support the 
central enterprise-level components of the project. This funding proposal is a response to that 
perceived need to secure the services of the dedicated technical resources to lead and support this 
project.  See Appendix 1 for the responsibilities and qualifications identified by the above committee 
as necessary for the Project Manager hired for this project. 

 
In the meantime, the Working Group has continued to flesh out the concepts and the implementation 
steps related to achieving the vision outlined in the initial Project Charter.  The Working Group is 
proposing the development of a data-sharing and web services system with the following 
characteristics. 

Distributed System.  A distributed system which will allow public agencies the option of either 
copying data to and serving data from an enterprise-level data repository or allow agencies to arrange 
for online linkages, through the geospatial portal, to their existing online data and/or mapping 
services.   

System Designed for Range of User Needs. The development of a system, which will over time 
seek to address a wide range of expected user needs including both secure and non-secure data 
access.  A system designed to provide both user-friendly front-ends with limited geo-analytic tool 
availability for non-sophisticated GIS users and also provide agencies with access to and support for 
a wide-range of geo-analytic tools upon which the more GIS sophisticated agencies can develop 
customized applications.  The Working Group also recognizes that this will involve a development 
process, with some of these capabilities developed prior to others.   

Online or Desktop Use. The proposed system will allow users to find, access, and download 
available geospatial data onto their desktop.  The system will allow users to display and conduct 
geospatial analysis online using data from multiple sources and/or the system will allow users to 
perform geospatial analysis on their desktop while accessing desired datasets via the data-sharing 
network.   

Compatibility with Existing Infrastructure. The GIS component of the proposed system will be 
based on the ESRI product, ArcGIS Server 9.2 and the system’s database management functionality 
around SQL Server software available thru the Office of the CIO.  These two popular OTS software 
packages will insure a high degree of compatibility with existing infrastructure, database formats, and 
the knowledge base of agency technical staff.  To further enhance compatibility, efforts will be made 
to also comply with Open GIS standards where practical.  

 
Collaborative Development Model. Initial development will be a collaborative effort based primarily 
in the Office of the CIO and the University of Nebraska Center for Advanced Land Management and 
Information Technology (CALMIT), with active partnerships and collaboration from several state and 
local agencies.  The Office of the CIO will provide the formal institutional home and oversight for the 
project and will enter into an interagency agreement with UNL-CALMIT to provide technical support 
services for the project.  The Office of the CIO will bring to this project its supportive relationships with 
the Nebraska GIS Steering Committee and the NITC State Government Council, its project 
management capabilities, its SQL Server capabilities, its flexible organizational capabilities for IT 
project management, and its experience in implementing interagency IT project.  UNL-CALMIT will 
bring to this project its in-house GIS expertise, its organizational flexibility in hiring needed GIS 
technical support and management, and its access to a professional and student community exposed 
to the latest innovations in GIS technology.  Other state and local agencies will be invited to be 
actively involved in the development and management of this enterprise service.  It is proposed that 
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an intergovernmental advisory committee will be convened by the Nebraska GIS Steering Committee 
to provide on-going technical and policy guidance for the development and maintenance of this 
enterprise-level service. 

 
Startup Funding Development.  The Working Group for this project is dedicated to developing a 
quality product and service that with garner the institutional support necessary to sustain the project 
over the long haul.  The broad-based support shown in the development of the initial Project Charter 
for this project demonstrated both the perceived need and a willingness of agencies to support this 
type of service. The Project Team and its Working Group knows that to develop a IT quality product 
and service, dedicated skilled technical support and leadership are necessary.  The challenge is how 
one funds the start up of an interagency, intergovernmental collaborative project, such that one can 
demonstrate the product, determine the costs for on-going support, and then develop the interagency 
buy-in to a funding model that will sustain the service.  This funding proposal is based on the belief 
that the NITC Government Technology Collaboration Fund and the State Records Board Grant to 
Improve Access to Public Information are two funding sources with missions ideally suited to help 
fund this type of project.  What is proposed is to two-year funding from both of these funds, that when 
coupled with other grants, state agency direct contributions and additional in-kind services will allow 
for the initial development of this service.  During this development period, additional information will 
be gathered and analyzed that will allow for a sustainable funding model to be developed and 
implemented. 
 
Proposed two-year startup funding package  

US Geological Survey Grant $43,000  one-time hardware/software funds already obtained 
 
NITC Collaborative Fund $150,000 $75,000 for each of the first two years of the project 
State Records Board $50,000  $25,000 for each of the first two years of the project 
State Agency Partners * $60,000 $30,000 for each of the first two years of the project 
 
Total two year budget            $303,000   

* Does not include the extensive in-kind contributions that are expected from state and local 
agency in the form of technical support  

 
10. List the major milestones and/or deliverables and provide a timeline for completing each. 
 

Preliminary Project Plan 
 
Year 1 

• Identify/hire a Project Manager (Appendix1) and technical support staff 
• Identify other project staff and obtain commitments of time/resources via MOAs with 

collaborating agencies (e.g., CIO, NDNR, DOR, UNL) 
• Conduct systematic review of existing state and federal prototypes (services, navigation, 

administration, institutional structure, funding) 
• Conduct detailed user needs assessment 
• Identify datasets currently available from local, state, regional and federal agencies and 

establish custodians for each 
• Initial development of standards (e.g., data exchange, network, documentation) 
• Initial assessment of security needs 
• Identify requirements for hardware and software 
• Develop initial proposal for overall Project Architecture 
• Identify minimum subset of datasets and services to be incorporated into initial phase 
• Insure targeted datasets are documented with FGDC-compliant metadata 
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• Initial specification of administrative model and staffing needs 
• Initiate data-sharing agreements process 
• Acquire hardware and software needed for Phase I 
• Establish network for data exchange 
• Initiate agreements with USGS (The National Map) and FGDC 
• Build and populate repository storage as necessary  
• Build and populate Phase 1 web site for data exchange  
• Conduct initial requirements analysis for operations and maintenance 
• Hold workshops for users – training and system assessment 
• Prepare a report detailing lessons learned, standards adopted, and needs to be addressed 

during the next project phases 
 

Year 2 
• Conduct performance analysis of Phase 1 accomplishments/prototype portal (user’s 

assessment) 
• Enhance automated data access with additional non-sensitive data (e.g., aerial and satellite 

imagery, dynamic data such as climate and drought data) 
• Refine requirements for operations and maintenance and acquisition of initial dedicated 

technical staff resources 
• Finalize processes for moving data between participating agencies 
• Finalize standards development 
• Finalize security processes and protocols 
• Finalize administrative model and needs (long term funding plan) 
• Finalize data-sharing agreement protocols  
• Finalize requirements for operations and maintenance 
• Initiate sharing of web-mapping services and base geospatial information from the open 

public access/view component of the project with GOS and The National Map. 
• Hold workshops for users – training and system assessment 
• Prepare a report detailing needs to be addressed during the next project phases 
 

Year 3 (beyond current project proposal timeline) 
 

• Implement recommendations, standards, and protocols 
• Implement secure sharing of sensitive data within the network 
• Implement and expand public view component (map services) 
• Implement procedures for long-term maintenance and enhancement of the Nebraska 

Geospatial Data Sharing and Web Services Network. (including funding) 
 

 
11. Describe the training and staff development requirements. 
 

Existing agency staff will need at least a limited amount of training and staff development to enhance 
their familiarity with ArcGIS Server 9.2.  As the system is developed, training is built into the annual 
project timeline to familiarize agency personnel on how to use the system.  It is envisioned that the 
technical lead/support personnel hired for this project will take the lead in this training. 
 

12. Describe the ongoing support requirements. 
 

The project proposal is designed around a two-year project implementation process.  As part of that 
implementation process, an assessment will be completed to define the requirement for on-going 
system support. 
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Section 7: Risk Assessment (10 Points) 
 
13. Describe possible barriers and risks related to the project and the relative importance of each. 

Risk Assessment and Mitigation (Questions 13 & 14) 
 
14. Identify strategies which have been developed to minimize risks. 
 

All IT projects have risks.  In the previous sections a business case has been made that the best way 
for Nebraska to proceed in development is to build an enterprise-level geospatial data exchange 
network and related services.  Although the recommendation was based on multiple factors of 
evaluation this project still has risks.  What differentiates successful projects from unsuccessful is 
proactive assessment and mitigation of risks rather than waiting until the risks become problems.  
Early detection and mitigation of potential issues is much less time consuming and expensive than is 
waiting.   
This section of the presents the first step in the process to manage risks.  The following “Risk Factors 
Matrix” identifies risks considered in the following categories.  Risk assessment for an IT project is 
about more than technology.  Often the most risky items relate to change or leadership.  

• Strategic 
• Leadership 
• Management 
• Financial 
• User Participation/Considerations 
• Project Participants 
• Technology 

The risk factors were assessed and ranked according to whether the risk of failure associated with 
each particular factor is High, Medium, or Low. Mitigation strategies were determined for all risk 
factors determined to be High or Medium.   
 

Risk Factors High Risk Medium Risk Low Risk Rating 
H,M,L 

Risk Mitigation 
Strategies 

Risk Factors - Strategic  
State 
Mission 
and Goals  

Project does not support 
or relate to any state 
missions or goals. 

Project will indirectly 
impact state goals or 
mission. 

Project directly 
supports state goals or 
mission. 

L 
 

Key 
Agency 
Mission 
and Goals 

Project does not support 
or relate to any agency 
missions or goals. 

Project will indirectly 
impact agency goals or 
mission. 

Project directly 
supports agency goals 
or mission. L 

 

Process 
Impact 

Project will directly alter 
the business process. 

Project will alter parts or 
have a slight effect on the 
business processes 

Project will have little 
or no effect on the 
business process  M 

Each agency will have 
the flexibility to 
determine the level of 
involvement relative to 
their business 
processes 

Cultural 
Impact  

Reluctance to change 
Multiple, varying 
expectations 

Slow but steady 
acceptance 

Readily accepted 
L 
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Risk Factors High Risk Medium Risk Low Risk Rating 

H,M,L 
Risk Mitigation 

Strategies 
 Risk Factors - Leadership  
Budget Office 
Executive 
Management 
Support 

No support for project or 
major unresolved issues. 

Budget Office 
somewhat supportive 
of the project. 

Strong support of the 
project in expressed 
by a commitment of 
resources. 

M 

Project Team will 
work to demonstrate 
and build support for 
project of 2-yr period 

Performance 
Objectives 

No established 
performance requirements 
or requirements that are 
ill-defined and not 
measurable. 

Some performance 
questions or 
uncertainty of 
performance 
measures. 

Verifiable 
performance, 
reasonable 
requirements, and 
measures clearly 
defined. 

L 

 

Commitment 
to Project 

Project has little or no 
support from state 
leadership 

Some support for 
project expressed but 
it may be temporary  

State leadership 
strongly committed to 
success of project. 

L 
 

 
Risk Factor High Risk Medium Risk Low Risk Rating 

H,M,L 
Risk Mitigation 

Strategies 
Risk Factors - Management 

Detailed 
Project Plan 

Project plan is non-
existent. 

Project plan is 
partially completed 

Project plan is in place 

M 

Prelim.project plan 
will be updated as 
dedicated technical 
leadership resources 
become available 

Project 
Schedule  

Arbitrary and dictated Planned using 
external factors 

Planned based on 
scope and resources 

M 

Plan schedule subject 
to securing resources 
for tech. lead.  Will be 
adjusted relative to 
success in that area 

Experience 
with Similar 
Projects 

No experience with 
projects of this type. 

Moderate experience 
or experience with 
different type 
projects. 

Very experienced with 
similar projects. 

M 

OCIO experience with 
interagency IT project 
implementation, UNL 
has GIS experience,  
Experience will be a 
key factor in hiring 
decisions for tech. lead 

Project 
Estimation  

No real basis for 
estimates. 
Little or no verification. 

Estimates based on 
established 
techniques. 
Little or no 
verification. 

Estimates based on 
established techniques 
and verifiable. M 

Estimates based on 
established techniques 
but will be reviewed 
when technical lead 
becomes available 

Monitoring/ 
QA Process 

No process established or 
process is ignored. 

Process established, 
not well followed, or 
is ineffective. 

Process well-
established, 
procedures followed, 
and highly effective. 

L 

 

Change 
Management 
Process  

No defined process. Defined, but loosely 
followed. 

Defined and followed. 
M 

Will be defined when 
technical lead 
personnel available 

Project Size 
and Scope 

Rapidly changing size or 
scope, requirements not 
defined. 

Requirements 
defined and agreed to 
but changes to scope 
expected. 

Requirements well 
established and 
expected to remain 
stable. M 

Minimum project 
objectives will 
achieved, additional 
scope to be adjusted 
relative to resource 
availability 

 Page 18 of 25 



Nebraska Information Technology Commission 
 

Government Technology Collaboration Fund Grant Request 

 
Risk Factors – Management (cont) 

Deliverable 
Requirements 
Defined 

No requirements defined 
for deliverables or 
unreasonable 
requirements. 

Some deliverable 
requirements remain 
to be defined or are 
vague and 
immeasurable. 

All deliverable 
requirements defined, 
reasonable, and 
measurable. 

L 

 

Time 
Allocated for 
Development 

Significant time 
constraints on project 

Moderate time 
constraints on project 

Adequate time is 
allocated to 
development. 

L 
 

 
Risk Factor High Risk Medium Risk Low Risk Rating 

H,M,L 
Risk Mitigation 

Strategies 
Risk Factors - Financial 

Funding Sources 
and Constraints 

Budget allocation 
in doubt or 
subject to change 
without notice. 

Some questionable 
allocations or 
doubts about 
availability. 

Funds allocated 
without constraints. M 

Grants funds still 
being sought, project 
will not proceed until 
secured 

Cost Controls Cost control 
system lacking or 
nonexistent. 

Cost control system 
in place but weak in 
some areas. 

Cost controls 
established, in place, 
and effective. M 

Preliminary budget 
items, personnel and 
hardware, may need 
to be adjusted 
relative to market 

Economic 
Justification/Cost 
Effectiveness 

Not justified or 
cost-effective. 

Justification 
questionable or 
cost-effectiveness 
not completely 
established. 

Completely justified 
and cost-effectiveness 
proven. L 

 

Budget Size Insufficient 
budget available 
to complete 
project as 
defined. 

Questions remain 
concerning budget. 

Sufficient funds 
available to complete 
project as currently 
defined. 

M 

Grants funds still 
being sought, project 
will not proceed until 
secured 

 
Risk Factor High Risk Medium Risk Low Risk Rating 

H,M,L 
Risk Mitigation 

Strategies 

Risk Factors – User Participation/Considerations 

User Training 
Requirements 

Training 
requirements 
have not been 
defined or have 
not been 
addressed. 

User training needs 
have been 
considered but 
training or training 
plan is in 
development. 

User training needs 
considered, training 
plan in place and in 
process. L 
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Risk Factor High Risk Medium Risk Low Risk Rating 

H,M,L 
Risk Mitigation 

Strategies 

Risk Factors – User Participation/Considerations 

User Acceptance State/court 
participants have 
not accepted any 
of the concepts or 
design details of 
the system. 

State/court 
participants have 
accepted most of the 
concepts and details 
of the system and 
process is in place 
for user feedback. 

State/court 
participants have 
accepted all concepts 
and details of the 
system and process in 
place for user 
feedback. 

M 

High degree of 
acceptance of key 
partners and plans in 
place for training 
and orientation 

Involvement of 
Users 

Minimal or no 
user involvement 
expected on 
development 
team. 

Users on project 
team play minor 
roles or expected to 
have only moderate 
impact on system. 

User staff highly 
involved with project 
team, provide 
significant input and 
have significant 
ownership of system. 

L 

 

Risk Factors High Risk Medium Risk Low Risk Rating 
H,M,L 

Risk Mitigation 
Strategies 

Risk Factors – Project Participants 
Experience of 
Staff 

Staff has little or 
no experience with 
projects of this 
type and lacks 
experience with 
hardware or 
software. 

Project staff has 
some experience 
with projects of this 
type, but lacks 
experience with 
hardware or 
software. 

Project staff is highly 
experienced with 
projects of this type, 
and has experience 
with hardware and/or 
software. 

M 

Key agency personnel 
very familiar with GIS, 
needed online GIS server 
skills will be contracted 
for with grant funds  

Availability of 
and Experience 
with Productivity 
Tools 

Productivity tools 
not being used or 
considered. 

Productivity tools 
available but not 
being used to full 
potential, or in 
process of being 
implemented and 
training needed. 

Productivity tools 
being used and staff 
are trained in use of 
tools. M 

Training will be needed 
for agency personnel on 
use of online GIS server 
software, technical lead 
being hired with this skill 
set 

Commitment of 
Staff 

Project staff has 
little or no 
commitment to the 
success of this 
project. 

Project staff states 
commitments to 
project, but 
indications are that 
commitment is not 
genuine. 

Project staff is highly 
committed to success 
of project. L 

 

Expertise with 
Hardware 

New hardware, 
little experience, 
different 
technology. 

Technology similar 
to existing systems, 
and some in-house 
experience. 

Mature technology, 
current in-house 
experience, and high 
experience ratio. 

L 

 

Expertise with 
Software 

New software and 
no experience with 
software or similar 
products. 

Some experience 
with software or 
similar product. 

High experience ratio 
with software or 
similar systems. M 

Technical lead being 
hired with grant funds to 
lead online GIS server 
implementation 
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Risk Factor High Risk Medium Risk Low Risk Rating 
H,M,L 

Risk Mitigation 
Strategies 

Risk Factors – Project Participants (cont) 
Availability of 
Users 
 

Users not available 
for requested 
functions, e.g., 
testing, meetings.  

Limited availability 
of users 

Full user 
involvement in 
requested functions. L 

 

Project Manager Little or no PM 
experience. 

Managing multiple 
projects. 

Experienced and 
dedicated to project. 

M 

Technical lead/Project 
Mgr being hired with 
grant funds to lead online 
GIS server 
implementation 

Resource 
Allocation  

No resources 
assigned. 
Not recognized as 
a priority project. 
 

Resources assigned 
to multiple projects. 
Multiple priorities. 

Dedicated resources 

M 

Dedicated resources be 
sought with grant 
requests and state agency 
contributions 

Staff Turnover 
 

Little or no notice. 
Little or no 
documentation. 

Some notice. Some 
documentation. 

No loss of staff. 

M 

Will be a consideration 
when tech. lead hired, 
major reason for seeking 
two-year funding 

 
Risk Factors High Risk Medium Risk Low Risk Rating 

H,M,L 
Risk Mitigation 

Strategies 
Risk Factors - Technology 

Analysis of 
Alternatives 

Analysis of 
alternatives not 
completed, not all 
alternatives 
considered, and/or 
assumptions faulty. 

Analysis of 
alternatives 
completed, some 
assumptions 
questionable, and 
alternatives not 
fully considered. 

Analysis of alternatives 
completed, alternatives 
and options considered, 
and assumptions 
verifiable. 

L 

 

Complexity of 
Requirements 

Project is very 
complex with 
multiple 
requirements from 
many different users; 
requirements are 
complex and hard to 
define. 

Project is fairly 
complex with 
some 
requirements 
more easily 
defined; several 
user groups will 
be aiding in the 
design. 

Requirements are few 
and easily defined.   

M 

Need for flexibility 
built into project 
design, project 
partners to be actively 
involved in 
implementation, 
project’s 2-yr timeline 
includes consideration 
of these factors  
 

System 
Integration/ 
Interfaces 

Extensive integration 
of systems or 
exchange of 
information or 
interfaces is a major 
part of project. 

Some integration 
or interfaces 
required and/or of 
some importance 
to project. 

Little or no integration 
or interfaces required. 

H 

Need for flexibility 
and adjustments built 
into project design 
and 2-yr timeline, 
project partners to be 
actively involved in 
implementation, 
software designed to 
facilitate integration 
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Risk Factors High Risk Medium Risk Low Risk Rating 
H,M,L 

Risk Mitigation 
Strategies 

Risk Factors – Technology (cont) 
 
Fit with Existing 
Environment 

 
Introduces new 
technologies to the 
environment. 

 
Limited use of 
new technologies. 

 
Uses proven technology 
that integrates well. M 

ArcGIS Server 
technology new to 
OCIO environment, 
Tech. lead will assist 
with integration 

Maturity of 
Solution 

Leading edge (in 
operation less than 
one year) or aged 
technology (over 5 
years old). 

State-of-the-art 
(in operation 
from 1-3 years). 

Mature technology 
established and proven 
(in operation 3-5 years). M 

New version of 
ArcGIS Server, but 
ESRI tech support 
will assist 

Security  Security 
requirements not 
defined. 

Some security 
requirements 
defined, but 
complex to 
implement. 

All security 
requirements defined, 
and simple to 
implement. 

M 

Use of data requiring 
security will only be 
introduced into the 
system after it matures 

Platform Completely foreign 
platform 

Some platform 
unique code 

Familiar platform 

M 

Familiarity with SQL 
Server, but ArcGIS 
Server 9.2 will be new 
and skills of GIS tech 
lead will be needed 

Accessibility Previously undefined 
accessibility 
requirements. 

 Accessibility 
requirements known and 
within current 
guidelines. 

M 

These issues are not 
yet defined and will 
need further study 
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Section 8: Financial Analysis and Budget (20 Points) 
 

15. Financial Information 
 

EXPENSES 
 
The bulk of the proposed project costs are associated with an interagency agreement between 
the Office of the CIO and UNL-CALMIT to provide GIS Project Management and Technical 
Support for this project. 
 
Interagency Agreement with UNL-CALMIT for Project Technical Support  
 Project Mgr/Programmer/GIS Support (100% FTE)  $75,000 $150,000
 Principal Investigator (.05 FTE)  $6,000 $12,000
 Subtotal - direct personnel costs  $81,000 $162,000
     

 Fringe Benefits (28%)  $22,680 $45,360
 Supplies  $1,000 $2,000
 Computer Support and Services  $3,150 $6,300
 Travel  $4,000 $8,000
 Communications  $1,000 $2,000
 Subtotal - personnel and other direct costs  $112,830 $225,660
     
 Indirect Costs (10%)   $11,283 $22,566
     
 Subtotal UNL-CALMIT Interagency Agreement Costs $124,113 $248,226
     
Other Costs Beyond Univ. Interagency Technical Support Agreement   
 Estimated Hardware & Software Purchase Costs   $43,000
 OCIO SQL Server and Technical Support Costs  $6,000 $12,000
     
Two-Year Project Budget Total   $303,226

 
 
 

INCOME 
 
    Proposed two-year startup funding package  

US Geological Survey Grant $43,000  one-time hardware/software funds already obtained 
 
NITC Collaborative Fund $150,000 $75,000 for each of the first two years of the project 
State Records Board $50,000  $25,000 for each of the first two years of the project 
State Agency Partners * $60,000 $30,000 for each of the first two years of the project 
 
Total two year budget            $303,000   

* Does not include the extensive in-kind contributions that are expected from state and local 
agency in the form of technical support to integrate their data and systems into Data Sharing 
Network 
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16. Provide a detailed description of the budget items listed above. Include: 
• An itemized list of hardware and software. 
• If new FTE positions are included in the request, please provide a breakdown by position, 

including separate totals for salary and fringe benefits. 
• Provide any on-going operation and replacement costs not included above, including funding 

source if known. 
• Provide a breakdown of all non-state funding sources and funds provided per source. 

 
Hardware and Software 
At least one high-end server will be required to support the ArcGIS Server, the exact specifications 
will be deferred until the GIS Technical Lead/Project Manager is available to provide input. 
 
It is currently estimated that at least in the early stages of this project the existing OCIO SQL Server 
and storage capacity will be adequate.  As the project matures and participation increases, additional 
storage capacity may be needed.   
 
An enterprise license for ESRI ArcGIS Server 9.2 will be required when the project goes into 
production mode.  During the initial development phase, it is anticipated that we will be able to utilize 
the UNL ESRI site license for this software at a minimal cost. 
 
New FTEs 
At this point no new FTEs are planned for the initial two-year implementation phase of this project.  
The equivalent of one new FTE, for two-years, will be secured under an interagency agreement 
between the Office of the CIO and UNL-CALMIT to provide technical leadership and support to this 
project.  Because individuals with the skills required for this project are not widely available, the 
estimated costs for this position are somewhat high.  Likely, because of the relative scarcity of these 
skill sets, it was felt necessary to secure funding for at least two years to be able to attach an 
individual with these skills to the position.  As part of this project design, during the initial two-year 
implementation phase an assessment will be made of the types of resources that will be necessary to 
sustain the project on and on-going basis.  As part of that process, an assessment will also be made 
regarding the possible requirement for new FTEs to support the project. 
 
Replacement Costs 
The major replacement and/or maintenance costs associated with this project will be a need to 
periodically acquire an updated high-end server to support the ArcGIS Server and the need to 
maintain the annual license fee for ArcGIS Server. 
 
Non-State Funding 
At this point, a $43,000 grant has been secured from the US Geological Survey to support hardware 
and software costs related to this project.  As additional non-state sources become potentially 
available they will be pursued.    
 
The most significant source of non-state funding will likely be in the form of in-kind services in the 
form of geospatial data and technical support provide by local and regional public entities such as 
Omaha/Douglas County, Lincoln/Lancaster County, Sarpy County and local NRDs. 

 
17. Please indicate where the funding requested for this project can be found in the agency budget 

request, including program numbers. 
 

NA 
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APPENDIX 
Appendix 1 - Draft Position Description for Project Manager 
 
Responsibilities 

• Provide technical leadership for building the Nebraska Geospatial Data Sharing and Web 
Services Network 

• Manage and maintain ArcIMS servers and software. Utilize ArcIMS to develop online map 
applications. Utilize ArcGIS for managing data for publication in ArcIMS map services 

• Manage and maintain ArcSDE and SQL Server servers and software. Perform data loading and 
maintenance. Perform regular backups of database 

• Write, test, and document Java web applications to enhance or modify online capabilities of SCO 
and AGIC. Manage and maintain MYSQL RDBMS in conjunction with Java web applications. 

• Provide support to Nebraska GIS Steering Committee functions and activities 
• Assist in developing and maintaining statewide geospatial data and databases 
• Customer service and outreach to the statewide GIS community for cooperative data & GIS 

development projects as needed 
 
Qualifications: 
Master’s degree in an appropriate field with a minimum of two years experience working with ArcGIS 
and one year experience working with ArcIMS, ArcSDE. Experience with web scripting and markup 
languages (HTML, CSS, JavaScript). Experience with one or more RDBMS packages (Oracle, SQL 
Server, MySQL, PostgreSQL), ArcObjects programming, geodatabase design and Object Oriented 
language (Java, C++, C#, Visual Basic) are helpful. Current legal ability to work in the United States and 
current residency in the United States is required. 
Additional skills preferred:  

• Knowledge of other GIS software such as ERDAS Imagine or Intergraph  
• Experience in implementing FGDC and ISO metadata standards  
• Working knowledge of Open GIS Consortium standards and initiatives  
• Competence in SQL scripting  
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Technical Panel 
of the 

Nebraska Information Technology Commission 
 

Standards and Guidelines 
 

Draft Document 
30-Day Comment Period 

 
Title: Remote Administration of Internal Devices Standard 

 
 
 
Notes to Readers: 
 

1. The following document is a draft standard under review by the Technical Panel of the 
Nebraska Information Technology Commission (NITC). This document is available in 
both PDF and Word versions at http://www.nitc.state.ne.us/standards/index.html. 

2. If you have comments on this document, you can send them by e-mail to 
rick.becker@nitc.ne.gov, or call 402-471-7984 for more information on submitting 
comments. 

3. The comment period for this document ends on May 11, 2007. 
4. The Technical Panel will consider this document and any comments received at their next 

meeting following the comment period. Information about this meeting will be posted on 
the NITC web site at http://www.nitc.state.ne.us/. 

 



 
 
  

 

Nebraska Information
Technology Commission

 
STANDARDS AND GUIDELINES 
 
Remote Administration of Internal Devices Standard 
 

Category Security Architecture 

Title Remote Administration of Internal Devices 
Standard 

Number  
  

Applicability

 State Government Agencies  
         All...................................................Not Applicable
  Excluding higher education 

institutions ................................................Standard 
 State Funded Entities - All entities 

receiving state funding for matters 
covered by this document...............Not Applicable 

 Other: All Public Entities......................Not Applicable 

Definitions: 
Standard - Adherence is required. Certain exceptions and conditions 

may appear in this document, all other deviations from the 
standard require prior approval as outlined in section 3.2 

Guideline - Adherence is voluntary. 
  

Status Adopted  Draft  Other:________ 

Dates
Date: April 3, 2007 
Date Adopted by NITC:  
Other:  

 Prepared by:  Technical Panel of the Nebraska Information Technology Commission 
Authority:  Neb. Rev. Stat. § 86-516(6) 
http://www.nitc.state.ne.us/standards/ 



1.0 Standard 
 

It is the responsibility of all State of Nebraska agencies to strictly control remote access from any 
device that connects from inside the State of Nebraska network to a desktop, server or network 
device elsewhere within the State of Nebraska network (e.g. from a 10.x.x.x device to a 10.x.x.x 
device) and ensure that employees, contractors, vendors and any other agent granted remote 
access privileges adhere to common methods of secure remote administration which shall 
include but are not limited to: 

 
• Use of strong authentication mechanisms (e.g., strong passwords, public/private key pair, two 

factor authentication, etc.)  
• Utilize device host access (by IP address) lists to restrict remote access 
• Use of secure protocols that provide encryption of both passwords and data (e.g., SSL, 

HTTPS) when reasonable and appropriate, rather than insecure protocols (e.g., Telnet, FTP).  
• Grant permissions to only those with a job related need. 
• Implement concepts of least privilege to those who are granted permissions. 
• Reset factory default device passwords and regularly change any default accounts or 

passwords for the remote administration utility or application.  
• Disable remote capabilities of devices or device accounts if remote access is not employed 

by the agency. 
 
2.0 Purpose and Objectives 
 

As employees utilize remote access connectivity to conduct business within and amongst the 
State of Nebraska networks, security becomes increasingly at risk. These standards are designed 
to minimize the potential exposure from damages which may result from unauthorized use of 
resources; which include loss of sensitive or confidential data, intellectual property, damage to 
public image or damage to critical internal systems, etc.  The purpose of this document is to 
define standards for agencies that connect from any State of Nebraska network or device to any 
State of Nebraska network or device.   
 
Objectives include: 

• Provide guidance to State of Nebraska agencies employees, contractors, vendors and 
any other agent that access any State of Nebraska network or device. 

• Provide a high level of security through industry standards and best practices. 
• Ensure a solution that is scalable to meet the current and future needs of state agencies, 

their employees, clients and customers, and business partners. 
• Meet federal security requirements for remote access control. 

 
3.0 Applicability 
 

3.1 State Government Agencies 
All State agencies, boards, and commissions are required to comply with the standard listed in 
Section 1.0. All existing Agencies utilizing non-standard remote access applications must convert 
to the standard listed in Section 1.0 as soon as fiscally prudent, unless the application is exempt. 
 
3.2 Exemption 
Exemptions may be granted by the NITC Technical Panel upon request by an agency. 
 

3.2.1 Exemption Process 
Any agency may request an exemption from this standard by submitting a “Request for 
Exemption” to the NITC Technical Panel. Requests should state the reason for the 
exemption. Reasons for an exemption include, but are not limited to: statutory exclusion; 
federal government requirements; or financial hardship. Requests may be submitted to 



the Office of the NITC via e-mail. The NITC Technical Panel will consider the request and 
grant or deny the exemption. A denial of an exemption by the NITC Technical Panel may 
be appealed to the NITC. 
 

4.0 Responsibility 
 

4.1 NITC 
The NITC shall be responsible for adopting minimum technical standards, guidelines, and 
architectures upon recommendation by the technical panel. (Neb. Rev. Stat. § 86- 
516(6)) 
 
4.2 State Agencies 
Each state agency will be responsible for developing a process that ensures that secure remote 
access to internal State resources is maintained, and/or implemented, including but not limited to 
following appropriate best practices in a manner consistent with this standard and other state 
agency security policies. 
 

5.0 Related Documents 
 

5.1 NITC Security Officer Handbook 
(http://www.nitc.state.ne.us/standards/security/so_guide.doc) 
5.2 NITC Network Security Policy (http://www.nitc.state.ne.us/standards/index.html) 
5.3 NITC Remote Access Standard 
(http://www.nitc.state.ne.us/standards/index.html) 
5.4 NITC Acceptable Use Policy 
(http://www.nitc.state.ne.us/standards/network/aup_20040309.pdf) and applicable Agency 
acceptable Use Policies 

 
6.0 References 
 

6.1 National Institute Standards and Technology (NIST) Special Publication, 800-46, “Security for 
Telecommuting and Broadband Communications”.  
(http://csrc.nist.gov/publications/nistpubs/index.html). 

 
 
 



1.0 Standard 
 

It is the responsibility of all State of Nebraska agencies to strictly control remote access from any 
device that connects from inside the State of Nebraska network to a desktop, server or network 
device elsewhere within the State of Nebraska network (e.g. from a 10.x.x.x device to a 10.x.x.x 
device) and ensure that employees, contractors, vendors and any other agent granted remote 
access privileges adhere to common methods of secure remote administration which shall 
include but are not limited to: 

 
• Use of strong authentication mechanisms (e.g., strong passwords, public/private key pair, two 

factor authentication, etc.)  
• Utilize device host access (by IP address) lists to restrict remote access 
• Use of secure protocols that provide encryption of both passwords and data (e.g., SSL, 

HTTPS) when reasonable and appropriate, rather than insecure protocols (e.g., Telnet, FTP).  
• Grant permissions to only those with a job related need. 
• Implement concepts of least privilege to those who are granted permissions. 
• Reset factory default device passwords and regularly change any default accounts or 

passwords for the remote administration utility or application.  
• Disable remote capabilities of devices or device accounts if remote access is not employed 

by the agency. 
 
2.0 Purpose and Objectives 
 

As employees utilize remote access connectivity to conduct business within and amongst the 
State of Nebraska networks, security becomes increasingly at risk. These standards are designed 
to minimize the potential exposure from damages which may result from unauthorized use of 
resources; which include loss of sensitive or confidential data, intellectual property, damage to 
public image or damage to critical internal systems, etc.  The purpose of this document is to 
define standards for agencies that connect from any State of Nebraska network or device to any 
State of Nebraska network or device.   
 
Objectives include: 

• Provide guidance to State of Nebraska agencies employees, contractors, vendors and 
any other agent that access any State of Nebraska network or device. 

• Provide a high level of security through industry standards and best practices. 
• Ensure a solution that is scalable to meet the current and future needs of state agencies, 

their employees, clients and customers, and business partners. 
• Meet federal security requirements for remote access control. 

 
3.0 Applicability 
 

3.1 State Government Agencies 
All State agencies, boards, and commissions are required to comply with the standard listed in 
Section 1.0. All existing Agencies utilizing non-standard remote access applications must convert 
to the standard listed in Section 1.0 as soon as fiscally prudent, unless the application is exempt. 
 
3.2 Exemption 
Exemptions may be granted by the NITC Technical Panel upon request by an agency. 
 

3.2.1 Exemption Process 
Any agency may request an exemption from this standard by submitting a “Request for 
Exemption” to the NITC Technical Panel. Requests should state the reason for the 
exemption. Reasons for an exemption include, but are not limited to: statutory exclusion; 
federal government requirements; or financial hardship. Requests may be submitted to 

Comment [JW1]: Does this standard 
include citizen access to purchase 
licenses, certificates etc? 

Comment [JW2]: Not sure I’m 
following this statement.  At first I 
thought it said “whoever grants 
permission has the least privileges in the 
application” but now I’m not sure what it 
says. 
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Here is my response to the comments.... 
 
Comment1 [JW1] - Does this standard include citizen access to purchase licenses, certificates, 
etc? 
 
No, this standard is for any remote administration originating on the state's internal 
network to another device on the state's internal network. Citizens would not have access 
to the internal state network (10.x.x.x) 
 
Comment2[JW2] - Not sure I'm following this statement.  At first I thought it said :whoever grants 
permission has the least privilege in the application" but I'm not sure what it says. 
 
The concept of least privilege is that you only assign the minimum level of access in order 
to perform the given task.  E.g. if a user has a need to view documents within an 
application, you grant 'Read-Only' access instead granting 'Full-Admin' access or perhaps 
'Read/Write' access.  This concept of least privilege is applied to the end user needing the 
access, not the administrator. 
 
Thanks, 
 
Steven W. Hartman 
State of Nebraska 
State Information Security Officer 
(402) 471-7031 Office 
(402) 416-3668 Cellular 
steve.hartman@cio.ne.gov 
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