
AGENDA

State Government Counci l
of the

Nebraska Information Technology Commission

Thursday, Ju ly 11, 2013
1:30 p.m. -  2:30 p.m.

Execut ive Bui ld ing -  Lower Level  Conference Room
521 S 14th Street
Lincoln,  Nebraska

AGENDA

Meeting Documents

1.  Rol l  Cal l ,  Meet ing Notice & Open Meet ings Act In format ion

2.  Publ ic  Comment

3.  Approval  of Minutes* -   Apr i l  11,  2013

4.  Standards and Guidel ines

Recommendat ions to the NITC*
NITC 4-201:  Web Branding and Pol icy Consistency (Amended)
NITC 5-401:  Act ive Directory;  User Photographs (New)
NITC 8-301.01:  Password and Authent icat ion Standard for  Publ ic  Appl icat ions
(New)

5.  Discussion:  Use of Socia l  Media by Nebraska.gov -  Brent Hoffman, General  Manager

6.  Agency Reports and Other Business

7.  Adjourn (Next  Meet ing -  September 12,  2013)

*  Denotes Act ion I tem

(The  Counc i l  w i l l  a t tempt  to  adhere to  the sequence  o f  the  pub l i shed  agenda,  bu t  reserves  the r igh t  to
ad just  the  orde r  o f  i t ems  i f  necessary  and  may  e lec t  to  take act ion  on  any o f  the  i tems  l i s ted. )

Meet ing  no t i ce  was  posted to  the NITC webs i te  and the  Nebraska Publ i c  Meet ing Calendar  on June  7 ,
2013.  The  agenda was pos ted  to  the N ITC webs i te  on Ju ly  3 ,  2013.  Nebraska Open  Meet ings  Ac t
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STATE GOVERNMENT COUNCIL 
of the 

Nebraska Information Technology Commission 
Thursday, April 11, 2013, 1:30-2:30 p.m. 

Executive Building - Lower Level Conference Room 521 S 14th Street 
Lincoln, Nebraska 

MINUTES 
 
MEMBERS PRESENT:  
Brenda Decker, Chief Information Officer, Chair  
Beverlee Bornemeier, OCIO-Enterprise Computing Services  
Dennis Burling, Department of Environmental Quality 
Josh Daws, Secretary of State’s Office 
Keith Dey, Department of Motor Vehicles  
Suzy Fredrickson, Nebraska State Patrol 
Brent Gaswick, Department of Education  
Eric Henrichsen, Department of Health and Human Services  
Joe Kellner, Department of Roads  
Kelly Lammers, Department of Banking  
Glenn Morton, Workers’ Compensation Court  
Gerry Oligmueller, Budget Office 
Steve Rathje, Department of Natural Resources  
Jayne Scofield, OCIO-Network Services  
Bob Shanahan, Department of Correctional Services  
Len Sloup, Department of Revenue  
Rod Wagner, Library Commission 
 
MEMBERS ABSENT:  Mike Calvert, Legislative Fiscal Office; Carlos Castillo, Administrative Services; 
Pat Flanagan, Private Sector; Dorest Harvey, Private Sector; Lauren Kitner, Policy Research Office; 
Janice Walker, State Court Administrator's Office; Mike Overton, Crime Commission; and Terri Slone, 
Department of Labor  
 
ROLL CALL, MEETING NOTICE & OPEN MEETINGS ACT INFORMATION  
 
The Chair, Brenda Decker, called the meeting to order at 1:30 p.m. There were 17 voting members 
present at the time of roll call. A quorum existed to conduct official business. The meeting notice was 
posted to the NITC website and the Nebraska Public Meeting Calendar on March 5, 2013. The agenda 
was posted to the NITC website on April 5, 2013. A copy of the Nebraska Open Meetings Act was located 
on the podium at the front of the room.  
 
PUBLIC COMMENT  
 
There was no public comment.  
 
APPROVAL OF FEBRUARY 14, 2013 MINUTES*  
 
Mr. Dey moved to approve the February 14, 2013 minutes as presented.  Mr. Rathje seconded.  
Roll call vote: Burling-Yes, Bornemeier-Yes, Decker-Yes, Sloup-Yes, Daws-Abstain, Rathje-Yes, 
Lammers-Yes, Morton-Yes, Dey-Yes, Henrichsen-Yes, Oligmueller-Yes, Gaswick-Yes, Fredrickson-
Yes, Scofield-Yes,    Shanahan-Yes, Wagner-Abstain, and Kellner-Yes.  Results:  Yes-15, No-0, 
Abstained-2.  Motion carried. 
 
SECURITY UPDATE  
Chris Hobbs, State Security Officer 
 
In a survey of agencies, the following features were identified as being the most important for mobile 
device management: 

http://nitc.nebraska.gov/sgc/meetings/documents/20130411/sgc_minutes20130214.pdf
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 Restricting Access from Non-Compliant Devices 

 Locking the Device After a Period of Inactivity 

 Lost Phone Recovery 

 Asset Management and Inventory 

 Local Data Encryption 

Mr. Hobbs asked Council members to consider what should be included in a standard for mobile devices 
for state government.   
 
The work group has been developing a standard for externally hosted data. They are also examining 
issues related to file hosing services such as Dropbox, and Google Drive. Members were reminded that 
there will be Qualys training next week in Omaha if any members were interested in attended.  The 8

th
 

Annual Cyber Security Conference will be held on June 4th.   
 
VIRUS AND MALWARE UPDATE 
Annie King, Manager, Open Systems 
 
As was discussed at the last SGC meeting, state government had experienced an increase in virus and 
malware incidents in late January and early February of this year. The source for many of these infections 
was determined to be an online newspaper.  Undetected malware was being distributed via their website. 
The Office of the CIO will be posting information on how agencies can address this issue. In addition, the 
SCCM environment is being upgraded which should also help with situations like this one. 
 
AGENCY REPORTS AND OTHER BUSINESS 
 
NASCIO Award Nominations.  NASCIO is soliciting nominations for government technology projects that 
were successfully completed between December 1, 2010 and December 1, 2012.  There is also a fast 
track category for projects completed within 9 months and completed after December 1, 2012.  If 
members would like to submit any projects, they were asked to contact the Mr. Becker.    
 
Service Features for Microsoft Products.  As a follow-up from the last meeting, Ms. Decker distributed a 
table of Microsoft products and related features which compared as-promised functionality from the 
original Microsoft proposal in 2010 with the functionality currently being provided.   
 
Microsoft Enterprise Enrollment.  At our August meeting, the Council recommended extending the 
Microsoft Enterprise Enrollment at the conclusion of the current term on May 31, 2013.  The enrollment 
includes Windows Enterprise, Office Suite, and ECALs.  Microsoft has offered a three year extension. 
The OCIO has been working with agencies to ensure there is sufficient participation to fund the extension.  
 
IBM Software Audit.  IBM has requested a software licensing audit on the use of IBM products by the 
OCIO, Labor, DHHS and Roads.  KPMG is the contractor for IBM working on this audit. The OCIO is 
currently negotiating with IBM on an audit agreement. 
 
Revenue.  There was an issue with one of the tax preparation vendors which affected payments on 
approximately 800-900 returns. Notice is being sent directly to those affected and information about the 
issue is posted on the department’s website. 
 
ADJOURNMENT AND NEXT MEETING DATE 
 
Mr. Shanahan moved to adjourn.  Mr. Henrichsen seconded.  All were in favor.  Motion carried. The 
meeting was adjourned at 2:01 p.m.  The next meeting of the State Government Council will be held at 
1:30 p.m. on June 13, 2013.  
 
Meeting minutes were taken by Lori Lopez Urdiales and reviewed by Rick Becker of the Office of the 
CIO/NITC. 



NITC 4-201

State of Nebraska
Nebraska Information Technology Commission

Standards and Guidel ines

NITC 4-201  (Draft Revised)

Tit le Web Branding and Pol icy Consistency

Category E-Government Archi tecture

Appl icabi l i ty
Appl ies to al l  state government agencies,
excluding h igher education

1. Standard

1.1 Header

1.1.1  The Brand Graphic shal l  appear in  the upper left  o f every web
page.

1.1.2  Any method of  skipp ing l inks wi l l  come after the Brand Graphic.

1.1.3  The Brand Graphic must  be saved on the individual  web s i te.

1.1.4  The Brand Graphic wi l l  have an al t  tag stat ing “Off ic ia l  Nebraska
Government Websi te” (see Sect ion 4.3.2).

1.1.5  No changes may be made to the physical  layout of the Brand
Graphic wi thout  approval  of the Nebraska Webmasters Working Group
(see Section 4.3).

1.1.6  Use of  HTML at tr ibutes to al ter  the s ize of the Brand Graphic on
the web page is not  permi tted. The image on the web page must
remain the exact  s ize of the image f i le (see Sect ion 4.3.1).

1.1.7  The Brand Graphic may be used as a l ink to the Nebraska home
page,  Nebraska.gov (see Sect ion 4.3.2).

1.2 Footer

1.2.1  The bottom of each web page wi l l  contain a l ink to
Nebraska.gov, the off ic ia l  State home page

1.2.2  The bottom of each web page wi l l  contain a l ink to the State
pr ivacy pol icy,  or the agency's pr ivacy pol icy.

1.2.3  The bottom of each web page wi l l  contain a l ink to the State
secur i ty pol icy, or the agency's secur i ty pol icy.

2. Purpose

2.1 Header. The purpose of  the Brand Graphic is  to make i t  c lear that  the web
page being viewed is an off ic ia l  State of Nebraska web page with an image that
cannot  legal ly  be used on non-State of Nebraska web pages.



2.2 Footer.  The purpose of  the footer requirements is  to ensure that  the publ ic
can easi ly  v iew the pr ivacy and secur i ty  po l icies and that every web page has
them avai lable.

3. Definit ions

3.1 Brand Graphic.  The Brand Graphic is  an image consist ing of a f i l led outl ine
of  Nebraska with a star in the lower r ight  hand area,  wi th the words Off ic ia l
Nebraska Government Websi te, al l  on a colored background.  The Brand Graphic
is  a  f i f teen (15) pixel  ta l l  image. I f  the optional drop shadow is  used,  the Brand
Graphic is a twenty (20) pixel  ta l l  image.

3.2 Footer.  The footer is a space at  the bot tom of  a  web page,  genera l ly of a
smal ler font than the rest  of  the page, where legal information and l inks are
usual ly  placed.

3.3 Web Page.  A document stored on a server,  consist ing of  an HTML f i le and
any re lated f i les for scr ipts and graphics, v iewable through a web browser on the
World Wide Web. Fi les l inked f rom a Web Page such as Word (.doc), Portable
Document Format ( .pdf) ,  and Excel  ( .xls)  f i les are not Web Pages,  as they can be
viewed without  access to  a web browser.

3.4 Web Site.  A set  of  interconnected Web Pages, usual ly  inc luding a homepage,
general ly located on the same server,  and prepared and maintained as a
col lect ion of information by a person,  group, or organizat ion.

4. Responsibi li ty

4.1 Header Placement

Each agency is  responsible for ensur ing the Brand Graphic is  placed upon their
web s i te, in compl iance with the Standard.

4.2 Header Avai labil ity

The Nebraska Webmasters Working Group shal l  maintain a port ion of their  web
si te  to house a col lect ion of  Brand Graphics for use and add to i t  whenever a
modif ied version is created.  (ht tp: / /www.webmasters.ne.gov)

4.3 Header Changes

Should an enti ty  wish a color scheme for the Brand Graphic di f ferent  than is
avai lable,  that ent i ty  wi l l  have two opt ions.  The f i rs t opt ion is to  contact the Chai r
of  the Nebraska Webmasters Working Group.  (Contact  informat ion avai lable at
ht tp :/ /www.webmasters.ne.gov) The Chair  wi l l  put an author ized member in
contact  wi th the requester. The member wi l l  modify  the Brand Graphic wi thin
certain parameters (see sect ion 4.3.1). The Brand Graphic wi l l  then be p laced on
the Nebraska Webmasters Working Group web si te for use.  The second opt ion is
to obtain the or iginal  f i le from the Nebraska Webmasters Working Group websi te
(ht tp: / /www.webmasters.ne.gov) and make the al lowable changes (see Sect ion
4.3.1) us ing the appropr iate sof tware.

4.3.1 Al lowable Changes to the Brand Graphic

Allowable changes for the Brand Graphic are:

The color of the text
The color of the state



The color of the background
The color of the star
The drop shadow is opt ional
The length of the graphic. CSS (Cascading Style Sheets),
background f i l ler  images, or other s imi lar methods may be used
to a l low the Branding Graphic to visual ly  s tretch across the width
of  the browser.  Examples of  th is  are avai lable at :
ht tp :/ /www.webmasters.ne.gov.
The use of HTML att r ibutes to dynamical ly  decrease the s ize of
the Brand Graphic in relat ion to the web page across varying
resolut ions and devices.

The fol lowing changes are not  a l lowed for the Brand Graphic:

The s ize of  the text
The font  of  the text
The s ize and posi t ion of the state
The s ize and posi t ion of the star
The s ize and posi t ion of the drop shadow ( i f  used)

Addit ional ly,  the colors for the text and the background of  the Brand
Graphic must be clear ly  v isible/high contrast  wi th c lear ly legible text.

4.3.2 Brand Graphic Alt  Tag and Link

The Brand Graphic has the opt ion of  being a l ink to the home page of
Nebraska, Nebraska.gov.  I f  th is opt ion is taken,  the appropr ia te al t  tag
wi l l  be “Off ic ia l  Nebraska Government Websi te. Go to Nebraska.gov”.

4.4 Footer Placement

Each agency is  responsible for ensur ing the footer elements are placed upon
their  web si te, in compl iance with the Standard.

5. Exemption

5.1 Standard Exemption

Any web page that cannot be accessed from outside of  an agency web si te is
exempted.  Example:  A document speci f ical ly  cal led up f rom a database, that
cannot  be found through a search engine.

6. Related Documents

6.1 Brand Graphic Options :  http:/ /www.webmasters.ne.gov/branding.html

6.2 State Privacy and Security Policies :  http:/ /www.nebraska.gov/pol ic ies.html

- - - - - - - - - -
DRAFT DATE:  June 26 ,  2013
HISTORY:  Adopted  on  June 14 ,  2005.  Rev ised  on  Ju l y  12 ,  2010.  L ink  in  §6 .2  cor rec ted  on  November  13 ,  2012.
PDF FORMAT:  h t tp : / /n i t c .ne .gov/s tandards/4 -201.pd f
- - - - - - - - - -



NITC 5-401

State of Nebraska
Nebraska Information Technology Commission

Standards and Guidelines

NITC 5-401  (Draft)

Tit le Act ive Directory;  User Photographs

Category Groupware Architecture

Appl icabi l i ty Al l  state agencies, boards, and commissions

1. Purpose

Microsof t ’s Act ive Directory has an at tr ibute ( ”thumbnailPhoto”)  to store a thumbnail  por trai t
photograph of each user.  Other appl icat ions,  including Microsoft  Out look and the Exchange
Global  Address List ,  wi l l  disp lay these photographs automatical ly in the context of  provid ing
information about the user.  This document provides guidance on the use of  th is feature in the
State's shared Act ive Directory forest.

2. Standard

2.1 Optional Use

Each agency has the opt ion to use, or not use, the photograph funct ional i ty in  the
State's shared Act ive Directory forest.  I f  an agency chooses to use this
funct ional i ty,  the fol lowing requirements and procedures wi l l  apply.

2.2 Image File Requirements

Fi le type: JPEG
Fi le s ize: 10K or  smal ler
Fi le name: Same as the user login ID plus the . jpg extension (example
john.doe. jpg)
Photo s ize: 96x96 pixels is recommended
Photo content:  A recent head-and-shoulders photograph of the user (not an
avatar,  icon,  drawing, etc.)

2.3 Procedures

Each agency is responsible for  obta ining photographs of their  users.
The OCIO wi l l  provide a mechanism for receiv ing agency image f i les to be
uploaded.
Agencies shal l  not modify the Act ive Directory thumbnai lPhoto att r ibute
direct ly.

- - - - - - - - - -
VERSION DATE:  DRAFT -  Ju ly  2 ,  2013
H ISTORY:
PDF FORMAT:  ( to  be  added)
- - - - - - - - - -



NITC 8-301.01

State of Nebraska
Nebraska Information Technology Commission

Standards and Guidelines

NITC 8-301.01 (Draft)

Tit le
Password and Authent icat ion Standard for  Publ ic
Appl icat ions

Category Securi ty Archi tecture

Appl icabi l i ty
Appl ies to a l l  state agencies,  boards,  and
commissions,  excluding higher educat ion

1. Purpose

Passwords are a pr imary means to control  access to appl icat ions.  The purpose of  this
standard is to require al l  users to create,  use,  and manage passwords to protect against
unauthor ized discovery or usage.

2. Standard

For Publ ic  Appl ications,  the fo l lowing standards requi re a minimum level of  password
complexi ty and define the appl icat ion’s  handl ing of  inval id login attempts,  password reset  and
not i f icat ion requi rements.

2.1 Access Requirements

One of  the fo l lowing methods of  access wi l l  be uti l ized:

2.1.1 Password Access

The fo l lowing are the minimum publ ic password construct ion
requi rements:

Must contain at least  e ight  (8)  characters
Must contain at least  three (3) of  the fo l lowing four (4)
requi rements:

At  least  one (1) uppercase character
At least  one (1) lowercase character
At least  one (1) numer ic  character
At least  one (1) symbol

2.1.2 PIN Access

The fo l lowing are the minimum PIN access requi rements:

Must contain at least  4 d ig i ts/characters.
PIN must be pre-generated and given to user through a
separate process such as email .

2.2 Password Expirat ion

Passwords wi l l  expi re at  least every 14 months.  The user  cannot re-use
any of  the last three (3)  passwords used. Passwords wi l l  have a
minimum t ime between user  in i t iated resets of  one (1) day.



2.3 Account Lock-out

The fo l lowing are the minimum lock-out  required procedures:

Accounts not  used wi th in 14 months wi l l  be marked as inact ive.
Accounts not  used wi th in 24 months must be removed from the
system.
Three (3) consecut ive fa i lures to enter a correct  password wi l l
lock-out  the account for a minimum of 3 minutes.
I f  the user prov ided an email  address whi le set t ing up the account,
they must be not i f ied by emai l  when the account has been
locked-out.

2.4 Account Re-activation

One of  the fo l lowing methods must be uti l ized when re-act ivat ing a
user ’s account:

Must successful ly answer 2 of the 3 securi ty  quest ions presented.
Ident i ty  must be ver i f ied by a successful  response to an emai l
val idat ion request.

2.5 Data Security Requirements

Access to information must comply wi th a l l  local ,  s tate and federal
safeguard requi rements.  Access to informat ion must comply wi th any
Agency speci f ic  informat ion pol icy.  Al l  data must be c lassi f ied using the
class if icat ion safeguard requirements.

 

[NITC 1-101: Definit ions]

Add the fol lowing new def in i t ions to NITC 1-101: Def in i t ions.

Personal Ident i f icat ion Number (PIN) : The mul t ip le d ig i t  access code general ly
used in securing systems having only  numeric  entry  abi l i ty.  Can also used as form
of informat ion ut i l ized for ident i fy ing account access.

Publ ic  Appl icat ion:  Software that  is pr imar i ly ut i l ized by c i t izens and State business
par tners.

- - - - - - - - - -
DATE:  D ra f t  -  Ju ly  8 ,  20 13
HISTORY:
- - - - - - - - - -
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