AMENDMENT TO NITC 8-101 (Information Security Policy)

http://nitc.nebraska.gov/standards/security/8-101.pdf

1. Section 8, Portable Devices, is amended to read:

Portable Devices

All portable computing devices (notebooks, USB flash drives, PDA’s, laptops and mobile
phones) and information must be secured to prevent compromise of confidentiality or
integrity. No device may store or transmit sensitive information without suitable
protective measures that are approved by the agency data owner(s).

Special care must be taken to ensure that information stored on the device is not
compromised. Appropriate safeguards must be in place for the physical protection,
access control, cryptographic technique, back up, virus protection, and properly
connected to the State network. All mobile devices must utilize the screen locking
feature on their device when not in use and after a period of inactivity.

Devices storing sensitive and/or critical information must not be left unattended and,
where possible, must be physically locked away, or utilize special locks to secure the
equipment.

Employees in the possession of portable devices must not check these devices in airline
luggage systems. These devices must remain in the possession of the traveler as hand
luggage unless restricted by Federal or State authorities.
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