
AGENDA

State Government Council
of the

Nebraska Information Technology Commission

Thursday, February 9,  2012
1:30 p.m. -  2:30 p.m.

Execut ive Bui ld ing -  Lower Level Conference Room
521 S 14th Street
Lincoln,  Nebraska

AGENDA

Meeting Documents (13 pages)

1. Rol l  Cal l ,  Meet ing Not ice & Open Meet ings Act Informat ion

2. Publ ic Comment

3. Approval of  Minutes* -  December 8, 2011

4. Standards and Guidel ines -  Recommendat ions to the NITC*

NITC 1-204: IT Procurement Review Pol icy (Revised)
NITC 5-101: Enterpr ise Content Management System for State Agencies (New)
NITC 7-301: Wireless Local  Area Network Standard (Revised)

5. Agency Reports and Other Business

6. Adjourn

* Denotes Act ion I tem

(The  Counc i l  w i l l  a t tempt  to  adhere  to  the  sequence  o f  the  pub l i shed  agenda,  bu t  rese rves  the  r i gh t  to  ad jus t  the
order  o f  i t ems  i f  necessary  and  may  e lec t  to  take  ac t ion  on  any  o f  the  i t ems  l i s ted . )

Meet ing not ice was posted to the NITC websi te and the Nebraska Publ ic Meet ing Calendar on
December 15, 2011. The agenda was posted to the NITC website on February 3,  2012.



-1- 

 

STATE GOVERNMENT COUNCIL 
of the 

Nebraska Information Technology Commission 
Thursday, December 8, 2011, 1:30 p.m. - 2:30 p.m. 
Executive Building - Lower Level Conference Room 

521 S 14th Street, Lincoln, Nebraska 
MINUTES 

 
MEMBERS PRESENT:  
Brenda Decker, Chief Information Officer, Chair  
Beverlee Bornemeier, OCIO-Enterprise Computing Services  
Dennis Burling, Department of Environmental Quality 
Keith Dey, Department of Motor Vehicles  
Rex Gittins, Department of Natural Resources  
Eric Henrichsen, Department of Health and Human Services 
Joe Kellner, Department of Roads  
Kelly Lammers, Department of Banking  
Carlos Castillo, Administrative Services  
Bill Miller, State Court Administrator's Office  
Glen Morton, Workers’ Compensation Court  
Gerry Oligmueller, Budget Office  
Bob Shanahan, Department of Correctional Services 
Jayne Scofield, OCIO-Network Services  
Terri Slone, Department of Labor 
  
MEMBERS ABSENT: Josh Daws, Secretary of State’s Office; Pat Flanagan, Private Sector;   
Dick Clark, Policy Research Office; Mike Calvert, Legislative Fiscal Office; Dorest Harvey, Private Sector; 
Lori Henkenius, Nebraska Department of Education; Mike Overton, Crime Commission; Col. David 
Sankey, State Patrol; Len Sloup, Department of Revenue; Rod Wagner, Library Commission  
 
ROLL CALL, MEETING NOTICE & OPEN MEETINGS ACT INFORMATION 
 
Ms. Decker called the meeting to order at 1:30 p.m.  There were 15 members present at the time of roll 
call.  A quorum existed to conduct official business.  The meeting notice was posted to the NITC website 
and the Nebraska Public Meeting Calendar on November 21, 2011. The agenda was posted to the NITC 
website on December 5, 2011.  The Open Meetings Act was located on the podium at the front of the 
room. 
 
PUBLIC COMMENT 
 
There was no public comment. 
 
APPROVAL OF NOVEMBER 10, 2011 MINUTES* 
 
Mr. Dey moved to approve the November 10, 2011 minutes as presented.  Mr. Miller seconded.  
Roll call vote:  Burling-Abstain, Castillo- Yes, Bornemeier-Yes, Decker-Yes, Gittins-Abstain, Slone-
Abstain, Lammers-Yes, Morton-Abstain, Dey-Yes, Henrichsen-Yes, Oligmueller-Yes, Scofield-Yes, 
Shanahan-Yes, Miller-Yes, and Kellner-Yes.  Results:  Yes-11, No-0, Abstained-4.  Motion carried. 
 
STATE ACCOUNTING RFI RELATED TO FUTURE TECHNOLOGY OPTIONS FOR THE STATE’S 
ENTERPRISE RESOURCE PLANNING SYSTEM 
Carlos Castillo, Director, Administrative Services 
 
Mr. Castillo informed the council that Administrative Services will be releasing an RFI to explore the 
state’s options to either enhance or replace JD Edwards. There have been discussions about JD 
Edwards for quite some time.  The Governor wants to investigate and explore options, as well as bring 

http://nitc.nebraska.gov/sgc/meetings/documents/20111208/sgc_minutes20111110.pdf
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interested parties to the table for discussions.  Many agencies have other programs that feed into JD 
Edwards for billing or other purposes.  Next week, Administrative Services will be notifying agency 
director about the RFI.  In additional, Directors will be contacted to discuss their agency’s needs.  Work 
groups will be organized. If members had any feedback or comments after today’s meeting, they were 
asked to send them directly to Mr. Castillo.   
 
AGENCY REPORTS AND OTHER BUSINESS  
 
Agency representatives were given an opportunity to provide agency updates.   
 
ADJOURN 
 
Mr. Miller moved to adjourn the meeting.  Mr. Shanahan seconded.  All were in favor.  Motion carried by 
unanimous voice vote. 
 
The meeting was adjourned at 2:00 p.m. 
 



NITC 1-204

State of Nebraska
Nebraska Information Technology Commission

Standards and Guidelines

NITC 1-204 (DRAFT REVISED)

Tit le IT Procurement Review Pol icy

Category General  Provis ions

Appl icabi l i ty
Appl ies to al l  s tate agencies,  boards, and
commissions,  excluding the Universi ty of
Nebraska

1. Policy

By statute,  certa in state agency purchases of  communicat ions equipment and information management
i tems require the approval  of the Off ice of  the Chief  Informat ion Off icer (OCIO).  This pol icy provides
guidance to agencies for  compl iance wi th these statutory requirements.

1.1 Criteria for Reviews of Information Technology Equipment,  Software, and Services

1.1.1  Does the procurement comply wi th NITC standards and enterpr ise
archi tecture?
1.1.2  Does the procurement avoid unnecessary dupl icat ion of  expendi tures?
1.1.3  Does the procurement address opportuni t ies for  col laborat ion or data
shar ing,  i f  appl icable?
1.1.4  Does the procurement represent the r ight technology for  the job?
1.1.5  Does the procurement require ski l ls  or  resources that  exceed the
capabi l i ty  of  the agency to provide or acquire?

1.2 Information for Reviews

The Agency Information Technology Plan (NITC 1-201),  which is submit ted in
conjunct ion wi th the biennial  budget request ,  provides the general  context  for
procurement decis ions.  In some cases,  a diagram and explanat ion of the
technical  archi tecture is  necessary for  determining the appropr iate technology
for the purpose. Technical  archi tecture descr ibes the hardware,  software and
network infrastructure needed to support  the deployment of  core,  mission-cr i t ical
appl icat ions.  The speci f ic  documentat ion that  is  useful  depends on the type of
purchase.

1.2.1  Documentat ion for  purchase requis i t ions and purchase orders in NIS
(document types ON and 06)
-  Agencies must at tach suff ic ient  informat ion in NIS that  a l lows the reviewer to
determine what is  being purchased, the purpose being served, tota l  cost ,  and a
contact  for  addi t ional  informat ion.  This informat ion can be provided as ei ther a
text note or  an at tachment to the header in NIS. In addi t ion,  the fo l lowing types
of documents are helpful ,  i f  avai lable:
•  Bi l l  of  mater ie l  f rom the vendor
•  Quotat ion f rom the vendor
-  For scanners over $500, agencies must document that  they have consul ted
with the Records Management Div is ion of  the Secretary of  State 's Off ice to
consider the use of  the Records Management Div is ion's scanning services.
1.2.2  Documentat ion for  Compet i t ive Sol ic i tat ions (request for  proposals,
requests for  informat ion,  invi tat ions to bid)
-  Agencies must provide a draf t  copy to the OCIO of  the sol ic i tat ion (RFP, RFI,
ITB) at  least  30 days pr ior  to i ts  p lanned release.
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1.2.3  Documentat ion for  Sole Source Requests /  Requests for  Deviat ion f rom the
Competi t ive Process
- Agencies must document the reasons for  not  fo l lowing the compet i t ive process.

1.3 Approval Timelines

1.3.1  Rout ine purchases recorded in NIS (using document types ON and 06),
such as PCs, laptops,  pr inters,  and low cost  i tems wi l l  be reviewed and acted
upon wi th in one workday.
1.3.2  Procurement requests that  are more complex wi l l  be reviewed and acted
upon wi th in 3 workdays.  The act ion may be a request  for  c lar i f icat ion or
addi t ional  informat ion.  The goal  is  to resolve al l  issues and provide a f inal
act ion wi th in 10 workdays,  excluding the t ime an agency requires to respond to
requests for  addi t ional  informat ion.
1.3.3  Reviews of  major sol ic i tat ions (RFPs, RFIs,  ITBs) wi l l  be reviewed and
acted upon wi th in 7 workdays.  The act ion may be a request  for  c lar i f icat ion or
addi t ional  informat ion.  The goal  is  to resolve al l  issues and provide a f inal
act ion wi th in 12 workdays,  excluding the t ime an agency requires to respond to
requests for  addi t ional  informat ion.

1.4 List of Preapproved Items for Purchase

1.4.1  For the purpose of  procurement reviews pursuant to Neb. Rev.  Stat .  §§
81-1117, 81-1120.17 and 81-1120.20, the Off ice of  the CIO wi l l  maintain a l is t  of
preapproved i tems for  purchase by agencies.  The l is t  wi l l  ident i fy
communicat ions equipment and informat ion management i tems that by their
nature are low cost and pose l i t t le r isk of v io lat ing the cr i ter ia establ ished in
Sect ion 1.1.  The l is t  may also designate certa in i tems as not  requir ing a review
because the pr imary purpose of the i tems is other than informat ion management.
Agencies have pr ior  approval  to purchase i tems on th is l is t .
1.4.2  The l is t  descr ibed in th is sect ion wi l l  appear in Attachment “A” to th is
document.  The Technical  Panel  may approve revis ions to At tachment “A” as
requested.

2. Purpose and Objectives

2.1 Statutory Requirements

2.1.1  Communicat ions Equipment
Sect ion 81-1120.17(1) requires the Div is ion of  Communicat ions to “coordinate
the purchase, lease, and use of  communicat ions services equipment and
faci l i t ies for  state government.”  Subsect ions (4)  and (5)  require DOC to
consol idate and integrate radio communicat ions systems and services,
consol idate te lephone and te lephone-related act iv i t ies,  to provide for  jo int  use
of communicat ions services,  and to “approve al l  purchases and contracts for
such communicat ions act iv i t ies.”  Sect ion 81-1120.20 requires state agencies to
“coordinate al l  communicat ions services or faci l i t ies procurement through the
Director  of Communicat ions.”
2.1.2  Al l  Other Information Management I tems
Sect ion 81-1117(2)(e)  states that “No state agency shal l  h i re,  purchase, lease,
or rent  any informat ion management i tem l is ted in subsect ion (1)  of  th is sect ion
without the wr i t ten approval  of  the informat ion management serv ices
administrator. ”

2.2 Objectives

The procurement review process should serve the fo l lowing object ives
establ ished in statute:

2.2.1  “ [S]ubstant ia l  economies can be effected by jo int  use of  a consol idated
communicat ions system by departments,  agencies,  and subdiv is ions of  state
government.”  [Sect ion 81-1120.01]
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2.2.2  “To coordinate the purchase, lease, and use of  communicat ions services
equipment and faci l i t ies for  state government.”  [Sect ion 81-1120.17(1)]
2.2.3  “To advise departments and agencies of  the state and pol i t ical
subdiv is ions thereof  as to systems or methods to be used to meet requirements
eff ic ient ly and effect ively.”  [Sect ion 81-1120.17(2)]
2.2.4  “The purpose of  the informat ion management services div is ion is to
provide central ized,  coordinated,  and eff ic ient informat ion management services
to al l  s tate agencies and to prevent unnecessary dupl icat ion of  informat ion
management operat ions and appl icat ions in state government.”  [Sect ion
81-1116.02]
2.2.5  “To assure the most cost-effect ive use of  state appropr iat ions” … and “ to
coordinate the state’s investments in informat ion technology in an eff ic ient and
expedi t ious manner.”  [Sect ion 86-513]
2.2.6  To “ [a]dopt minimum technical  standards, guidel ines,  and archi tectures…”
[Sect ion 86-516(6)]
2.2.7  To “ [c]oordinate effor ts among other noneducat ion state government
technology agencies and coordinat ing bodies.”  [Sect ion 86-520(4)]
2.2.8  To “ [w]ork wi th each governmental  department and noneducat ion state
agency to evaluate and act  upon opportuni t ies to more eff ic ient ly and effect ively
del iver government services through the use of informat ion technology.”  [Sect ion
86-520(7)]
2.2.9  To “ [ r ]ecommend … methods for  … making informat ion sharable and
reusable,  e l iminat ing redundancy of  data and programs, improving the qual i ty
and usefulness of data, and improving access to data…” [Sect ion 86-520(8)]
2.2.10  To “aggregate demand, reduce costs … and encourage col laborat ion
between communit ies of  interest”  [Sect ion 86-524(1)(c) ]
2.2.11  To “encourage compet i t ion among technology and service providers.”
[Sect ion 86-524(1)(c) ]
2.2.12  To "coordinate the state’s investments in informat ion technology in an
eff ic ient and expedi t ious manner."  "The provis ions are not  intended to impede
the rapid deployment of  appropr iate technology or establ ish cumbersome
regulat ions or  bureaucracy.”  [Sect ion 86-513]

3. Definit ions

3.1 Communications

Sect ion 81-1120.02 includes the fo l lowing def ini t ions:
“(3)  Communicat ions system shal l  mean the total  communicat ions faci l i t ies and equipment
owned, leased, or  used by al l  departments,  agencies,  and subdiv is ions of  state
government;  and
(4) Communicat ions shal l  mean any transmission,  emission,  or  recept ion of s igns,  s ignals,
wr i t ing,  images, and sounds or inte l l igence of  any nature by wire,  radio,  opt ical ,  or  other
electromagnet ic systems.”

3.2 Information Management I tem

Pursuant to Sect ion 81-1117(1),  “ information management i tem” includes but  is  not  l imi ted
to: (a)  Computer equipment;  (b)  Per ipheral  devices (such as data input,  data output,  data
storage, or  data communicat ions);  (c)  Computer code, programs or operat ing systems; and
(d) Service contracts for  informat ion technology.

4. Related Documents

4.1  Direct  Market Purchase Author i ty (DAS Mater ie l  Memo dated July 1 of  each year)
(Memo from Administat ive Services -  Mater ie l  Div is ion)
4.2  NIS Procurement Manuals,  Document Flows and Menu Select ions -  Except ion Order
Purchases for  Communicat ion Equipment and Informat ion Management I tems
4.3  NIS Final  Level  of  Approvals
4.4  Enter ing a Purchase Requis i t ion ( Including Informat ion Management I tems)
4.5  Enter ing a Purchase Requis i t ion for  OT Equipment  (Communicat ions Equipment)
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Attachment A :  List  of Preapproved Items for Purchase

- - - - - - - - - -
H ISTORY:  Adop ted  on  March  4 ,  2008.  Amended on  November  30 ,  2009 .  S ta tu to ry  re fe rences  updated  on  January  3 ,  2011.
DRAFT -  February  3 ,  2012.
PDF FORMAT:  h t tp : / /n i t c .ne .gov /s tandards /1 -204 .pd f
- - - - - - - - - -
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NITC 1-204 

Attachment A 

http://nitc.ne.gov/standards/1-204.html 

 
State of Nebraska 
Office of the CIO 

 

List of Preapproved Items for Purchase 
 

For the purpose of procurement reviews conducted pursuant to NEB. REV. STAT. §§ 81-1117, 
81-1120.17 and 81-1120.20, the following items are preapproved for purchase by agencies, if 
the cost of the item is less than $500.00: 

 
1. Functionally equivalent parts needed to repair existing equipment  
2. Cables for connecting computer components 
3. Power Cords / Adapters 
4. Extender Cables for Keyboards / Mice  
5. KVM (Keyboard - Video - Mouse) Switches 
6. USB / PS2 Connectors 
7. Memory Chips 
8. Laptop Batteries 
9. Laptop Docking Stations 
10. UPS (Uninterruptible Power Supply) Units, and replacement batteries 
11. Keyboards, including those for tablet computers 
12. Mice 
12.13. Microphones 
13.14. Speakers 
14.15. Monitors that are ordered without a system 
15.16. Hard Drives 
16.17. CD/DVD/Blu-ray Drives and Players 
17.18. Video Cards 
18.19. Network Cards 
19.20. Barcode Pens and Readers 
20.21. Card Readers 
21.22. Smart Board Overlays 
22.23. Projectors and Projector Lamps 
23.24. Desktop Printers 
24.25. Printer Toner and Ink 
25.26. Desktop Scanners 
26.27. Small Label Printers 
27.28. Blank CDs or, DVDs or Blu-ray Discs 
28.29. Blank Tapes 
29.30. Digital Voice Recorders 
30.31. Flash Drives 
31.32. Software Books 
32.33. Training CDs or, DVDs or Blu-ray Discs 
33.34. Logic boards and computers that are integral parts of equipment that serves a 

primary purpose other than information management, including digital cameras, lab 
equipment, and motor vehicles. (Items covered here are not subject to the $500.00 
limit.) 

34.35. The Office of CIO may provide documented preapproval for the purchase of 
certain other items by an agency. 

 
 
Document History: Adopted on March 4, 2008, revised on May 13, 2008 and November 30, 2009.  
[Current version posted at: http://nitc.ne.gov/standards/1-204-Attachment-A.pdf] 



NITC 5-101

State of Nebraska
Nebraska Information Technology Commission

Standards and Guidel ines

NITC 5-101 (DRAFT)

Tit le
Enterpr ise Content Management System for State
Agencies

Category Groupware Archi tecture

Appl icabi l i ty
Standard for  a l l  State government agencies,
excluding h igher educat ion

1. Standard

1.1 State agencies managing content  and creat ing workf low as descr ibed in Sect ion 2
shal l  use the Enterpr ise Content Management  System (ECM) that is  provided through
the Off ice of Chief  Information Off icer (OCIO).

1.2 Agencies must consider,  through consul tat ion wi th the OCIO, using the ECM’s
E-Forms software for  any new elect ronic forms appl icat ions.

2. Managing content and creating workflow includes the following:

Captur ing paper documents through the use of  scanners and stor ing them in e lect ronic
form;
Captur ing al l  type of content (audio,  v ideo,  e- faxes, emai ls,  MS Off ice documents, etc)  and
stor ing them in e lect ronic form;
Electronic searching and retr ieval of  captured content ;
Automat ing records retent ion and archiv ing;
Automat ing business processes through workf low;
Reducing and/or e l iminat ing paper document storage.

3. Purpose

The purpose of th is standard is  to  provide,  to  the extent  possible, a s ingle technical  solut ion for
State agencies:

Captur ing al l  types of content and stor ing content  e lectronical ly ;
Convert ing and min imiz ing the number of paper documents the State mainta ins;
Faci l i ta te searching and ret r ieval  of  e lect ronic documents;
Retain and d ispose of electronic documents based on establ ished document  retent ion
pol ic ies;
Improve eff ic iency and accuracy of  exchanging in format ion;  and
Uni fy document  management  in  a s ingle system to take advantage of  economies of  scale.

4. Exception

This standard does not apply to systems already in use by an agency,  unless:

The agency in tends to buy s ignif icant  upgrades;
The agency in tends to buy a s igni f icant  amount of  new modules; or
The agency in tends to do a s igni f icant  amount of  custom development

For guidance on these points,  contact the OCIO.
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5. Definit ions

5.1 Documents  – The State current ly  ut i l izes a great deal  of paper-based documents.
These documents are generated in ternal ly  from both manual and automated
processes. Paper documents a lso come from external  businesses and c i t izens.
Addi t ional ly,  each paper document is  read by a person to determine i ts  purpose,  what
informat ion i t  conta ins,  what i t  is  associated wi th and what should be done wi th i t .

Indexing is  a process of extract ing the key content of  the document and stor ing that
in format ion wi th the electronic vers ion of  the document.  The purpose of the index
informat ion is  to  faci l i ta te searching and retr ieval of  the document and faci l i tate
automating processes using workf low in an agency.  The index information can a lso be
used for  secur ing the document as wel l  as to associate mul t ip le documents together.

The ECM wi l l  consume paper documents by ei ther using scanners and/or e lect ronic
document  uploads.  The documents can be indexed by automated means using Optica l
Character Recognit ion (OCR), In te l l igent Character Recogni t ion ( ICR) and/or bar
codes.  The ECM faci l i ta tes both automated and manual  indexing.

5.2 Processes (Workflow)  –For those paper documents that are processed manual ly,
( i .e .  f rom one desk to another,  one agency to another,  and are dependent  on
indiv idual  organizat ional  sk i l l  sets to insure documents are not lost,  processed t imely,
processed accurate ly and f i led correct ly)  can be great ly improved wi th automated
workf low.  Even automated processes that  were previous bui l t  wi th l i t t le  or  no
integrat ion to other processes can be improved and enhanced as wel l .

The ECM suppl ies a framework to al low agencies to easi ly  create f lex ible automated
workf lows that  can ut i l ize documents or work as independent processes. These
automated workf lows readi ly  integrate wi th exist ing processes.

- - - - - - - - - -
VERSION DATE:  Dra f t  -  December  1 ,  2011
HISTORY:
PDF FORMAT:  ( to  be  added)
- - - - - - - - - -
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NITC 7-301

State of Nebraska
Nebraska Information Technology Commission

Standards and Guidelines

NITC 7-301 (DRAFT REVISED)

Tit le Wireless Local Area Network Standard

Category Network Archi tecture

Appl icabi l i ty
Appl ies to a l l  state agencies, boards, and
commissions, excluding higher educat ion

1. Standard

This standard appl ies to state agencies which deploy a Wireless Local  Area Network (WLAN).
This standard is in replacement of  previous requirements and is retroact ive in perpetui ty in the
pursui t  of  remaining current wi th the constant ly changing secur i ty needs of  wire less connect iv i ty.

1.1.  Registration of Wireless Devices

State agencies must register  WLANs, including each Access Point  (AP) that connects
to the State of Nebraska’s pr ivate network,  wi th the Off ice of  the CIO (OCIO).

1.1.1.  Registration

The registrat ion process wi l l  ident i fy:  contact informat ion; WLAN
device informat ion, including the manufacturer,  model,  and
physical  locat ion; the secur i ty/ f i rewal l  technologies being
deployed; and, where logging information is to be stored.
Registration must occur prior to deployment  to prevent the
access point f rom being declared as rouge.

1.1.2. Review and Approval

The OCIO wi l l  contact the register ing agency after reviewing the
registrat ion information.

1.1.3.  Naming Convention

Final  device names are assigned by the OCIO during the
registrat ion process to avoid conf l icts and confusion, and to aid
in incident response and in ident i fy ing and locat ing wire less
devices. I f  technology al lows for the broadcast of a device
name, standardized names should appear in the broadcast
descr ipt ion, a long with any unique ident i f iers assigned to the
unit .

1.1.4. Unregistered (Rogue) and Unsecured Devices

Only approved WLANs and access points wi l l  be deployed within
state agencies.  Unregistered (rogue) devices wil l  be removed
from service.  Network managers for the OCIO wi l l  incorporate
procedures for scanning for  unregistered (rogue) wire less
devices and access points.  This requires a fu l l  understanding of
the topology of the network. I t  a lso requires performing per iodic
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securi ty test ing and assessment,  including randomly t imed
securi ty audits to monitor and track wireless and handheld
devices. OCIO reserves the r ight to disable network access
for a device, server or LAN if  inadequate security is found
or improper procedures are discovered.

1.1.5.  Internet Only Wireless

I f  the use of  the wireless access is only for internet,  then the
request ing agency must provide a wri t ten method showing how
they plan on keeping traff ic separate.

1.2.  Management and Security of the access point

1.2.1.  Physical Security

Access points must be proper ly secured within a safe,
adequately monitored area to prevent unauthor ized access and
physical  tampering. Devices wi l l  not be placed in easi ly
accessib le publ ic locat ions.

1.2.2.  Configuration Management

All  wireless access points must be secured using a strong
password. Passwords wi l l  be changed at least every six months.
Administrators must ensure al l  vendor defaul t  user names and
passwords are removed from the device.

1.3.  Security of the wireless network

1.3.1. Logging

All  access to the wireless network must be logged with records
kept for a minimum of one (1) year.  Records must include the
t ime of access, the IP and MAC address of  the device, and the
username.

1.3.2. Access to State Network

I f  access is to the states network:

1.3.2.1.  Access to the wireless network requires a username
and password combinat ion that is unique to each user;  and

1.3.2.2.  The SSID must use a minimum of WPA2 with the use of
a FIPS 140-2 val idated AES encrypt ion module

1.3.3.  Wireless Intrusion Detection Systems

All  wire less networks require the use of  wire less intrusion
detect ion systems (WIDS), capable of  locat ion detect ion of  both
author ized and unauthor ized wireless devices. Al l  systems wi l l
provide 24/7 cont inuous scanning and monitor ing. WIDS logs
and documented act ions wi l l  be maintained for a minimum of (1)
year.

1.4.  Management of Airspace

All  conf l icts regarding wire less connect iv i ty are resolved by the OCIO. Review of
airspace requirements and changes wi l l  be addressed with not i f icat ion of  compl iance.
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2. Purpose

Wireless communicat ions offer organizat ions and users many benef i ts such as portabi l i ty,
f lexibi l i ty,  increased product iv i ty,  and lower instal lat ion costs.  Wireless technologies cover a
broad range of d i ffer ing capabi l i t ies or iented toward di fferent uses and needs. Wireless local
area network (WLAN) devices, for  instance, al low users to move their  laptops from place to place
within their  off ices without the need for wires and without losing network connect iv i ty.  Less wir ing
means greater f lexibi l i ty,  increased eff ic iency, and reduced wir ing costs.

In addi t ional  to the inherent r isks associated with any wired network, wireless technology
introduces several unique vulnerabi l i t ies.  Since wireless s ignals are radio t ransmissions,  they
can be intercepted by sui table radio receiving devices, sometimes even devices operat ing outside
the intended service area. I f  data transmissions are not encrypted or  are inadequately encrypted,
the intercepted data can be read and understood in a matter of  seconds. Any data transmission
sent through the wireless network is at  r isk.  These include correspondence, usernames and
passwords, f inancial  data,  and other sensi t ive informat ion. Because wire less transmissions
circumvent t radi t ional  per imeter f i rewal ls,  those exist ing protect ions establ ished to prevent
unauthor ized access are ineffect ive.  Advances in wireless s ignal ing technology may increase
transmission distances, further exacerbat ing the problem of unauthor ized recept ion. Unauthor ized
users may gain access to agency systems and informat ion, corrupt the agency’s data, consume
network bandwidth,  degrade network performance, and launch attacks that prevent author ized
users from accessing the network,  or use agency resources to launch at tacks on other networks.
Also, s ince wire less network devices operate using radio signals,  their  prol i ferat ion within an
area can lead to Radio Frequency Interference (RFI) among these devices and other radio
devices using the same frequency bands.

The purpose of th is standard is to ensure that only properly secured and managed WLANs are
deployed by agencies.

- - - - - - - - - -
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