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PURPOSE

The purpose of this Information Security Policy is to provide a uniform set of reasonable and
appropriate security safeguards for protection of the confidentiality, integrity, availability and
privacy of State of Nebraska information collected, stored, and used to serve the citizens of the
State of Nebraska. This Information Security Policy contains the minimum safeguards,
responsibilities and acceptable behaviors required to establish and maintain a secure environment.

The Information Security Policy is based upon the ISO 27002 standard framework and is
designed to comply with applicable laws and regulations; including the Records Management Act
(Neb. Rev. Stat. § 84-1201 - 1227), however, if there is a conflict, applicable laws and regulations
take precedence.

This Information Security Policy sets the direction, gives broad guidance, and defines
requirements for information security processes and actions across agencies. This policy
documents many of the security practices already in place in some agencies.

The primary objectives are to:

effectively manage the risk of exposure or compromise to State resources;

communicate the responsibilities for the protection of information;

establish a secure, resilient processing environment;

provide security controls for internally developed software to protect unauthorized access,
tampering, or programming errors;

provide a formal incident management processes; and

e promote and increase the awareness of information security.

SCOPE

This policy is applicable to State of Nebraska full time and temporary employees, third party
contractors and consultants, volunteers and other agency workers (hereafter referred to as
“Staff”). The Nebraska Information Technology Commission (hereafter referred to as the
“NITC”) is fully committed to information security and agrees that all staff or any other person
working on behalf of the State of Nebraska have important responsibilities to continuously
maintain the security and privacy of agency data.

This policy applies to all State Agencies, Boards and Commissions (hereafter referred to as
“Agency”). Any agency may enact stronger security safeguard requirements, as necessary, to
meet their individual business needs, State or Federal regulations. Where conflicts exist between
this policy and an agency’s policy, the more restrictive policy shall take precedence.

This Information Security Policy encompasses all systems, automated and manual, for which the
State has administrative responsibility, including systems managed or hosted by third parties on
behalf of an agency. This policy, subject to the provisions of the Records Management Act,
applies to information in all forms, including but not limited to paper, microfilm, and electronic
formats, created or used in support of business activities of the agency. This policy must be
communicated to all staff that have access to or manage agency information.
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Guidelines and standards, published by the NITC, which are associated with this policy, provide
specific details for compliance with this mandatory Information Security Policy. Published
guidelines and standards reflect current practices and will be periodically reviewed and updated
as necessary to meet changes in business needs, State or Federal regulations, or changes in
technology implemented or supported by the State of Nebraska.

APPLICABILITY

The NITC has statutory responsibility to adopt minimum standards and guidelines for acceptable
and cost-effective use of information technology, and to provide strategic direction for State
agencies and educational institutions for information technology. This Information Security
Policy will be implemented to ensure uniformity of information protection and security
management across the different technologies deployed within an agency.

The Secretary of State (State Records Administrator) has statutory responsibility to establish
standards, procedures, and techniques to assist agencies in identifying essential records, and guide
them in the establishment of schedules for the creation, preservation, and disposal of such
records.
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POLICY

The components of this Information Security Policy encompass: 1) Operational Roles and
Functional Responsibilities, 2) Management of the confidentiality, integrity and availability of
State of Nebraska Information, 3) Personnel Accountability and Security Awareness, 4)
Compliance, 5) Physical and Environmental Security, 6) Asset Classification, 7) Access Control,
8) Operational Management, and 9) System Development and Maintenance.

Part 1. Operational Roles and Functional Responsibilities

Agencies that create, use or maintain information systems for the State of Nebraska must create
and maintain an internal information security infrastructure that ensures the confidentiality,
availability, and integrity of the State’s information assets.

State Agencies: Management will ensure that an information security organization
structure is in place to:

e appoint, designate or hire an Information Security Officer to serve as the primary
agency point of contact to the State Information Security Officer;

e implement information security policies, procedures and standards as necessary to

meet security requirements imposed on the agency by federal, state or local regulations

and as promulgated by the NITC;

assign information security responsibilities;

implement a security awareness program;

monitor exposure and implement appropriate safeguards of information assets;

monitor and implement changes to meet legal or regulatory requirements;

respond to security incidents; and

develop a process to measure compliance with this policy.

As required by this policy, an Agency Information Security Officer must be designated
to oversee all security-related events and information. Depending on the agency’s size
and complexity, this role may be a fulltime position. The Agency Information Security
Officer may report to the Agency Management.

Office of Chief Information Officer: The Chief Information Officer is the executor of this
Information Security Policy, which establishes and monitors the effectiveness of
information security, standards and controls within the State of Nebraska. The State
Information Security Officer, operating through the Office of the Chief Information
Officer, performs as a security consultant to agencies and Agency Information Security
Officers. The Office of the CIO may also perform periodic reviews of agency security for
compliance with this and other security policies and standards.

Nebraska Information Technology Commission (NITC): The NITC is the owner of this
policy with statutory responsibility to promote information security through adoption of
policies, standards, and guidelines. The NITC develops strategies for implementing and
evaluating the effectiveness of information security.
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The NITC Technical Panel, with advice from the Security Work Group, has responsibility
for recommending security policies and guidelines and making available best practices to
operational entities.

For additional roles and responsibilities that an agency may adopt, see Addendum A.

Part 2. State of Nebraska Information

State information is a valuable asset and must be protected from unauthorized disclosure,
modification, or destruction. Prudent information security policies, standards, and practices must
be implemented to ensure the confidentiality, integrity, and availability of State information is not
compromised.

Management of the Confidentiality, Integrity, and Availability of State Information

The confidentiality, integrity, and availability of State of Nebraska information is critical to
support an agency's business activities. Security controls provide the necessary physical,
logical and procedural safeguards to protect State resources.

All information, regardless of the form or format, which is created, acquired or used in
support of State of Nebraska’s business activities, must be used for state business only.
Agency information is an asset and must be protected from its creation through its useful
life, and to its authorized disposal in accordance with the Records Management Act and
your agency’s retention schedule. State information must be maintained in a secure,
accurate, and reliable manner and be readily available for authorized use. Information must
be classified and protected based on its importance to business activities, risks, and security
best practices.

Sharing Information Outside the Agency

For information to be released outside an agency or shared between agencies, a process
must be established that, at a minimum:

evaluates and documents the sensitivity of the information to be released or shared;
identifies the responsibilities of each party for protecting the information;

defines the minimum controls required to transmit and use the information;

records the measures that each party has in place to protect the information;

defines a method for compliance measurement;

provides a signoff procedure for each party to accept responsibilities;

establishes a schedule and procedure for reviewing the controls (Refer to Section 6.
Asset Classification).

Sensitive or confidential State information must not be made available through a public
network without appropriate safeguards approved by the information owner. The agency
must implement safeguards to ensure access control, and data protection measures are
adequately protecting State information and logs are collected and protected against
unauthorized access. Sensitive information includes, but is not limited to:
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e critical infrastructure assets which are so vital that their infiltration, incapacitation,
destruction or misuse could have a debilitating impact on health, welfare or economic
security of the citizens and businesses of the State of Nebraska

e data that identifies specific structural, operational, or technical information, such as:
mechanical or architectural drawings, floor plans, operational plans or procedures, or
other detailed information relating to electric, natural gas, steam, water supplies,
nuclear or telecommunications systems or infrastructure, including associated facilities;

e personal identifying information as defined under Neb. Rev. Stat. § 87-802.

Part 3. Personnel Accountability and Security Awareness

The State of Nebraska provides information technology resources to authorized Users to facilitate
the efficient and effective performance of their duties. The use of such resources imposes certain
responsibilities and obligations subject to state government policies and applicable state and
federal laws. It is the responsibility of all staff to protect information resources and ensure that
such resources are not misused.

Individual Accountability

Each user must understand his/her role and responsibilities regarding information security
issues and protecting state information. Access to agency computer(s), computer systems,
and networks where the information owner has authorized access, based upon the
“Principle of Least Privilege”, must be provided through the use of individually assigned
unique computer identifiers, known as UserlDs, or other technologies including biometrics,
token cards, etc. Each individual is responsible for reasonably protecting against
unauthorized activities performed with their UserID.

Associated with each UserlD is an authentication token, such as a password or pin, which
must be used to authenticate the person accessing the data, system or network. These
authentication tokens or similar technology must be treated as confidential information, and
must not be shared or disclosed. (Refer to Part 7. Access Control and, NITC Individual Use

Policy).

Agency Accountability

All agency information must be protected from unauthorized access to help ensure the
information’s confidentiality and maintain its integrity. As with other assets, not all
information has the same use or value, and therefore information requires different levels of
protection. Each agency will follow established data classification processes in accordance
with the NITC Security Officer’s Handbook, best practices, State directives, and legal and
regulatory requirements, as determined by the appropriate levels of protection and
sensitivity of that information. All information will be classified and managed based on its
confidentiality, integrity, and availability characteristics as defined in the NITC Security
Officer Handbook.

To ensure interruptions to normal agency business operations are minimized and critical
agency business applications and processes are protected from the effects of major failures,
each agency, in cooperation with the Chief Information Officer, must develop backup plans
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that meet the recovery requirements defined by the agency. Back-ups of critical data and
software must be performed regularly and stored properly. Appropriate processes will be
defined in the agency’s recovery plan to ensure the reasonable and timely recovery of all
information, applications, systems and security regardless of platform or physical form or
format, should that information become corrupted, destroyed, or unavailable for a defined
period. (Refer to NITC Information Technology Disaster Recovery Plan Standard)

Including Security in Job Responsibilities

Specific security roles and responsibilities for those individuals responsible for information
security must be documented. (See Addendum A and Addendum B for specific roles and
responsibilities).

User Training

An information security awareness program must be developed, implemented, documented,
and maintained that addresses the security education needs of the State. To ensure staff is
knowledgeable of security procedures, their role and responsibilities regarding the
protection of agency information and the proper use of information processing to minimize
security risks, all staff with access to agency information must receive security awareness
training, which must be reinforced at least annually. (See NITC Individual Use Standard).
Technical staff must be trained to a level of competence in information security that
matches their duties and responsibilities. (See NITC Education, Training & Awareness

Policy)

Separation of Duties

To reduce the risk of accidental or deliberate system misuse, separation of duties must be
implemented where practical.

Whenever separation of duties is impractical, other compensatory controls such as
monitoring of activities, audit trails and management supervision must be implemented. At
a minimum the audit of security must remain independent and segregated from the security
function.

Part 4. Compliance

Managing Compliance

Compliance with this policy is mandatory. Any compromise or suspected compromise of
this policy must be reported as soon as reasonably possible to appropriate agency
management and the State Information Security Officer. The failure to comply with this or
any other security policy that may or may not result in the compromise of State information
confidentiality, integrity, privacy, and/or availability may result in action as permitted by
law, rule, regulation or negotiated agreement. Each agency will take appropriate steps
necessary, including legal and administrative measures, to protect its assets and monitor
compliance with this policy.
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An agency review to ensure compliance with this policy must be conducted at least
annually and each Agency management will certify and report the agency’s level of
compliance with this policy in accordance with the NITC Data Security Standard.

The State Information Security Officer may periodically review Agency compliance with
this policy. Such reviews may include, but are not limited to, reviews of the technical and
business analyses required to be developed pursuant to this policy, and other project
documentation, technologies or systems which are the subject of the published policy or
standard.

Monitoring

Consistent with applicable law, employee contracts, and agency policies, the Chief
Information Officer reserves the right to monitor, inspect, and/or search at any time all
State of Nebraska information systems. Since agency computers and networks are
provided for business purposes, staff shall have no expectation of privacy of the
information stored in or sent through these information systems. The Chief Information
Officer additionally retains the right to remove from agency information systems any
unauthorized material.

Only qualified agency staff or third party individuals with proper authorization from the
Office of the Chief Information Officer will be permitted to use “sniffers” or similar
technology on the network to monitor operational data and security events on the State
network. Network connection ports should be monitored for unknown devices and un-
authorized connections.

Incident Response

Agencies must identify incident response procedures to promote effective response of
security incidents, including procedures for information system failure, denial of service,
disclosure of confidential information and compromised systems, according to the NITC
Incident Response and Reporting Procedure for State Government.

To ensure quick, orderly, and effective responses to security incidents, all users of agency
systems must be made aware of the procedure for reporting security incidents, threats or
malfunctions that may have an impact on the security of State information. Users must not
attempt to prove a suspected weakness unless specifically authorized by the agency to do
S0.

Note: Access authorization for user accounts involved in a compromise may be suspended
during the time when a suspected violation is under investigation.

Part 5. Physical and Environmental Security

Physical Security Perimeter
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Agencies will perform a periodic threat and risk assessment to determine the security risks
to facilities that contain State information, and implement reasonable and appropriate
hardening measures to prevent and detect unauthorized access, theft, damage or
interference.

Based on the threat and risk assessment, a multi-layered physical security perimeter must
be established in agency environments where information or information assets are stored
or where operational data centers, network wiring closets, or telephony connection
equipment exists, or where printers that print confidential or sensitive information may be
printed, and any other location where information may be in use or stored, such as file
cabinets, microfiche storage areas, etc. The security layers create a security perimeter that
would require multiple methods of access control to gain entry. These layers could be in the
form of an entry point with card key access, a staffed reception area, a locked cabinet or
office, or other physical barrier.

To detect and prevent unauthorized access attempts in areas within facilities that house
sensitive or confidential information, where possible, agencies must utilize physical access
controls designed to permit access by authorized users only that identify, authenticate and
monitor all access attempts to restricted areas within agency facilities.

Equipment Security

Computer equipment must be physically protected from physical and environmental
hazards to reduce the risk of unauthorized access to information and to protect against loss
or damage. Special controls may be necessary for electrical supply and uninterruptible
power, fire protection and suppression, air and humidity controls, and cabling infrastructure
in data centers, wiring closets, server rooms, and storage facilities where computers and
computer peripherals are stored.

To provide accountability regarding physical computing assets, an up-to-date inventory
of all State hardware and software must be maintained, in accordance with DAS fixed asset
guidelines.

Secure Disposal or Re-use of Storage Media and Equipment

Disclosure of sensitive information through careless disposal or re-use of equipment
presents a risk to the State of Nebraska. Formal procedures must be established to minimize
this risk. Storage devices such as hard disk drives, paper or other storage media (e.g. tape,
diskette, CDs, DVDs, USB drives, cell phones, digital copiers with data storage
capabilities) regardless of physical form or format containing sensitive information (Refer
to Section 6 Asset Classification) must be physically destroyed or securely overwritten
when the data contained on the device is no longer required under the provisions of the
Records Management Act.

Clear Screen

To prevent unauthorized access to information, agencies will implement automated
techniques or controls to require authentication or re-authentication after a predetermined
period of inactivity for desktops, laptops, PDA’s and any other computer systems where
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authentication is required. These controls may include such techniques as password
protected screen savers, automated logoff processes, or re-authentication after a set time out
period.

| Part 6. Asset Classification

Data is a critical asset of the State of Nebraska. All staff have a responsibility to protect the
confidentiality, integrity, and availability of data generated, accessed, modified, transmitted,
stored or used by the State of Nebraska, irrespective of the medium on which the data resides and
regardless of format (such as in electronic, paper or other physical form).

Agencies are responsible for establishing and implementing appropriate managerial, operational,
physical, and technical controls for access to, use of, handling of, transmission of, and disposal of
State data in compliance with this policy and the agency Records Retention schedule. The agency
information owner should carefully evaluate and determine the appropriate data sensitivity or
classification category for their information. Assigning classifications determines day-to-day
practices with information: how it is handled, who handles it, how it is transported, stored, who
has access, where it can go, etc.

Data owned, used, created or maintained by the State is classified into the following four
categories:

e Public

e Internal Use Only

e Confidential

¢ Highly Restricted
When classifying data, agencies need to consider:

e Sensitivity of the data.
o Consider disclosure, damage, loss of information, and potential impact on
operations.

e Regulated/ legal and contractual obligations and penalties.
o Consider the minimum level of classification required to which the law or
contract applies, e.g. Personally Identifiable Information (PII) or Personal
Health Information (PHI) is regulated by GLB, HIPAA, or FERPA.

e Standards and guidelines.
o Consider “best practices” identified by information security professionals or
other NITC standards and guidelines.

e Information lifecycle.
o Consider the effects of the classification over time.

e Confidentiality
o0 Consider the impact of unauthorized disclosure.
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e Integrity
o Consider the impact of inaccurate and incomplete information

e Availability
o Consider the impact of unavailable information and systems that use it.

e Non-repudiation
o0 Consider the impact of not being able to prove the authenticity of an
electronic transaction

(See NITC Security Officer Handbook)

‘ Part 7. Access Control

To preserve the confidentiality, integrity and availability, state information assets must be
protected by logical and physical access control mechanisms.

Logon Banner

Logon banners must be implemented on all workstations, servers and laptops to inform
users that the system is for official agency use, or other approved use consistent with
agency policy, and that user activities may be monitored, and the user should have no
expectation of privacy. Logon banners are usually presented during the authentication
process.

User Account Management

A user account management process will be established and documented to identify all
functions of user account management, to include the creation, distribution, modification
and deletion of user accounts. Information owner(s) are responsible for determining who
should have access to information and the appropriate access privileges (read, write, delete,
etc.). The “Principle of Least Privilege” should be used to ensure that only authorized
individuals have access to applications and information and that these users only have
access to the resources required for the normal performance of their job responsibilities.
(See NITC Identity and Access Management Standard and NITC Acceptable Use Policy
State Data Communication Network)

Agencies or information owners should perform annual user reviews of access and
appropriate privileges.

Privileged Accounts Management

The issuance and use of privileged accounts will be restricted and controlled. Processes
must be developed to ensure that users of privileged accounts are monitored, and any
suspected misuse is promptly investigated.
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All individuals requiring special privileges (programmers, database administrators, network
and security administrators, etc.) will have a unique privileged account (UserID) so
activities can be traced to the responsible user. UserIDs must not give any indication of the
user’s privilege level, e.g., supervisor, manager, administrator, etc. (See NITC Remote
Administration of Internal Devices Standard).

User Password Management

Passwords are a common means of authenticating a user’s identity to access information
systems or services. Passwords must be implemented to ensure all authorized individuals
accessing agency resources follow the NITC Password Standard.

Password management controls should be implemented, where technically or operationally
feasible, to provide a reliable, effective method of ensuring the use of strong passwords.

Network Access Control

Access to an agency’s trusted internal network must require all authorized users to
authenticate themselves through the use of an individually assigned User ID and an
authentication mechanism (e.g., password, token, smart card, etc.). Network controls must
be developed and implemented that ensure authorized users can access only those network
resources and services necessary to perform assigned job responsibilities.

User Authentication for External Connections (Remote Access Control)

In the special case where software, servers, storage devices or other computer equipment
has the capability to automatically connect to a vendor (e.g. to report problems or suspected
problems), the Agency Information Security Officer or designee must conduct a risk
assessment prior to establishing access to ensure that connectivity does not compromise the
state or other third party connections.

(See also Section 8. Operational Management, External Connections and NITC Remote
Access Standard)

Seqreqgation of Networks

When the state network is connected to another network, or becomes a segment on a larger
network, controls must be in place to prevent users from other connected networks access
to the agency’s private network. Routers or other technologies must be implemented to
control access to secured resources on the trusted state network.

Detailed maps of agency physical and logical network connections should be available to
the State Information Security Officer.

Operating System

Access to operating system code, services and commands must be restricted to only those
individuals necessary in the normal performance of their job responsibilities.
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In certain circumstances, where there is a clear business requirement or system limitation,
the use of a shared UserlD/password for a group of users or a specific job can be used.
Approval by Agency Information Security Officer or designee must be documented in
these cases. The approval process must include the State Information Security Officer.
Additional compensatory controls must be implemented to ensure confidentiality and
accountability is maintained (See Part 3. Personnel Accountability and Security Awareness,
Individual Accountability).

Where technically feasible, default administrator accounts must be renamed, removed or
disabled. The default passwords for these accounts must be changed if the account is
retained, even if the account is renamed or disabled.

Application Access Control

Access to systems and business applications must be restricted to those individuals who
have a business need to access those resources in the performance of their job
responsibilities.

Monitoring System Access and Use

Activities of information systems and services must be monitored and events logged to
provide a historical account of security related events. Agencies will implement appropriate
audit logs to record events, exceptions and other security-relevant events. The Agency
Information Security Officer or designee will regularly review logs for abuses and
anomalies. Logs will be kept consistent with Record Retention schedules developed in
cooperation with the State Records Administrator and agency requirements to assist in
investigations and access control monitoring.

Part 8. Operational Management

All information processing facilities must have detailed documented operating instructions,
management processes and formal incident management procedures authorized by agency
management and protected from unauthorized access. Where an agency provides a
server, application or network services to another agency, operational and management
responsibilities must be coordinated by both agencies.

Network Management

The Office of the Chief Information Officer and agencies will implement a range of
network controls to ensure the integrity of the data flowing across its trusted, internal
network, and ensure the protection of connected services and networks. If there is a
business need, additional measures to ensure the confidentiality of the data will also be
implemented. The Office of the Chief Information Officer will ensure that measures are in
place to mitigate any new security risks created by connecting the state network to a third
party network. All direct connections to the State network and direct connections between
agencies must be authorized by the Office of the Chief Information Officer.
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Where an agency has outsourced a server or application to a third party service (such as a
web application), the agency must perform or have performed a security review of the
outsourced environment to ensure the confidentiality, integrity, and availability of the
state’s information and application is maintained. For applications hosted by Nebraska.gov,
the Nebraska State Records Board or designee will perform the security review on behalf of
all Agencies.

Additions or changes to network configurations, including through the use of third party
service providers, must be reviewed and approved through the Office of the Chief
Information Officer’s change management process.

Cooperation Between Organizations

The Agency Information Security Officer should maintain contact lists of both internal and
external contacts and service providers. These lists should be organized to quickly facilitate
security-related events and investigations and should detail the agency management staff
authorized to make decisions regarding security-related events.

Membership in security-related organizations may provide valuable insight into the
ongoing practices of security administration; however, the release of information regarding
State security events and issues is strictly prohibited without Office of the Chief
Information Officer prior approval.

Penetration Testing, Intrusion Testing, and Vulnerability Scanning

Systems that provide information through a public network, either directly or through
another service that provide information externally (such as the World Wide Web), will be
subjected to agency penetration testing, intrusion testing, and vulnerability scanning.

e All servers will be scanned for vulnerabilities and weaknesses by the Office of the
Chief Information Officer before being installed on the State network. For both internal
and external systems, scans will be performed at least annually or after any major
software or configuration changes have been made, to ensure that no major
vulnerabilities have been introduced. The frequency of additional scans will be
determined by the agency and the information owner(s), depending on the criticality
and sensitivity of the information on the system.

o All web-based applications will be scanned for vulnerabilities and weaknesses before
being promoted to a production environment or after any major upgrades or changes
have occurred.

e Penetration and intrusion testing will be conducted at the request of the agency or
information owner(s) to determine if unauthorized access and or changes to an
application can be made.

The results of