State of Nebraska
Incident Handling Lifecycle

Pre-Incident Planning

Incident Response Plan
Recovery procedures
Education and Awareness
Monitoring systems
Incident Response Teams
Notification Lists

Response to Incident

Identification
- lIsitanincident?
- Start the incident log
- Incident Classification

Escalation
- Alert SIOS, Agency
management, and others if
necessary

Containment
- Limit the scope and magnitude

- Protect critical systems

Eradication
- Apply patches/fixes,
- Correct misconfigurations,
- Password resets, etc.

Recovery
- Recover damage or lost data
- Restore to normal operations

!

Post Incident

Post-incident analysis
Incident Reporting

Review existing procedures
Investigation and Prosecution

NITC 8-401
Attachment C

http://nitc.ne.gov/standards/8-401.html



