NITC 8-303: Attachment A

Security Architecture: Authentication and Authorization

NITC 8-303 Appendix A
Title
Approved Remote Access 5
broducts Product Version
nFuseCitrix
Category s 4 VPN soluti
Security Architecture tate-sponsore solution
SSH Version 2 (SSHv2) and above*

Applicability

Applies to all public enfities,
state agencies, boards,
and commissions, excluding
higher education

Configuration settings for SSHv2
e Change the default port that it listens on, say from TCP /22 to TCP /2222 (or some

History

Adopted on February 22, other value) which will render it invisible to port scans for SSH on the standard port
2007. Links in §6 updated on

June 27, 2013. e Disallow ‘root” from logging in directly to the console, which reduces the privilege

of a connection even if the logon is guessed and makes its superuser password

protection extremely difficult to defeat
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